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1 ABOUT THE USER GUIDE

About the User Guide

Purpose

This user guide describes how to administrate the HipLinkXS application and how to use it for sending
messages from the graphical user interface (GUI), or from a remote location using either a two-way
device or another software application like e-mail or IVR system.

This user guide assumes that HipLinkXS is already installed on your system. The companion ‘HipLinkXS
Installation and Administration Guide’ describes how to install HipLinkXS.

This user guide does not cover the usage of the command line interface (CLI). CLI users should refer to
the ‘HipLinkXS Programmer Guide’ for details.

Contents

The Overview chapter includes the following sections to describe how HipLinkXS operates:
» About HipLinkXS - describes general capabilities, uses, and features;
* HipLinkXS Technology - describes the technology and how it works;
» Wireless Messaging Protocols - describes TAP, SNPP, SMTP, HTTP, DTMF, GSM, WCTP, BES,
UCP, and Semotus Gateway protocols.

The Getting Started chapter describes briefly the basics about HipLinkXS administrators, Users, and
Receivers, how to log in and navigate through the HipLinkXS menus and panels.
The following chapters describe in detail the main HipLinkXS menus:

» Settings Menu - describes how to define all HipLinkXS entities and set up the HipLinkXS to fit your
particular needs.

* Services Menu - describes how to start and stop the HipLinkXS services.

» Send Menu - describes how to use the basic and advanced features and tools HipLinkXS provides for
sending wireless messages.

* Logs Menu - describes all the log files HipLinkXS creates during its functioning.

* Queues Menu - describes the different message queues HipLinkXS uses during the message creation
and sending processes.

* Reports Menu - describes how to supervise HipLinkXS sending activities using reports.
» Statistics Menu - describes how to monitor the HipLinkXS functioning on a daily basis.

The last chapter, Executing Actions Remotely, describes how to execute HipLinkXS Actions from a
Remote Client, using the IVR, or by sending an e-mail to the E-mail Gateway.
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Overview

About HipLinkXS

HipLinkXS is a messaging software solution that enables corporate users and software applications to
instantly communicate with pagers and other one- and two-way wireless devices. HipLinkXS includes a
broad range of messaging options like sending and resending Standard messages, sending Two-Way,
Schedule, Custom Escalation messages with message Confirmation, sending Quick messages, etc.

HipLinkXS is an application that is easy to customize to suit your business needs. It can be installed and
run from a corporate server.

HipLinkXS provides both a graphical user interface (GUI) and a command line interface (CLI). The GUI
can be accessed through a web browser (e.g., Internet Explorer), at a local web address and it is used for
administration and messaging services. The CLI can be accessed either by a 3rd party application or by
other users, locally or remotely.

In the GUI, there are menus that are utilized mainly by administrators to configure all HipLinkXS func-
tions, and menus that are dedicated mostly for messaging purposes. The access to different menus is
regulated by permissions.

Using HipLinkXS
HipLinkXS is a highly reliable and fast delivery service. Message alerts can be sent to wireless devices to
automatically:
* Notify the correct personnel when a critical problem arises;
« Alert field representatives of incidents at client sites for improved customer service;
* Inform sale representatives of a time-sensitive opportunity.
Two-way messaging is a feature that allows Receivers to respond to a message from their two-way

device. The service provider must support SNPP Level 3 (contact your wireless carrier for more informa-
tion). Advantages of two-way messaging include:

» Enabling field representatives to choose from a list of user-defined responses (such as accepting or
declining an assignment);

+ Enabling an authorized Receiver to execute any command remotely (e.g., a system administrator is
able to reboot a server from his wireless device after receiving a message that the system is down);

» Enabling personnel to enter their own response to any message.

Using the Graphical User Interface

The HipLinkXS GUI uses a menu bar located at the top of the screen and a navigation bar located on the
left of the screen. The menu bar is a set of buttons that brings you to the Settings, Services, Send,
Logs, Queues, Reports, and Statistics menus, and allows you to Log Off, to open the Help pages and
the HipLinkXS Web Site. The navigation bar includes a list of buttons, which link Users to the panels
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where they can perform specific functions. Panels can also be accessed by using the underlined hyper-
links on the menu pages.

Note: Users will only see the menus which they have access to. Access levels are based on the
User Group permissions that HipLinkXS administrators assign to each User.

HipLinkXS Features

HipLinkXS supports numerous wireless devices, such as numeric and alphanumeric pagers, WAP
enabled phones, PCS phones, and PDAs.

HipLinkXS features include:

* Reliable delivery. Messages are stored in queues from where they are sent to Carriers in batches
according to their priority level, to minimize delivery time. HipLinkXS attempts to send a message a pre-
set number of times before changing its status to ‘failed’. Failed messages are stored in a separate
queue and can be resent manually. HipLinkXS also gives the ability to designate alternative delivery
methods by defining backup and/or alternate Carriers.

Maximum uptime. Multiple messengers and redundancy in the HipLinkXS architecture ensure maxi-
mum uptime in the event of network, modem, and phone line failures. Monitors consistently check if
Messengers are up and running, and check the queues to manage the number of messages.

High throughput. HipLinkXS is a stable application that can accommodate any message volume, for
both large and small companies. Sophisticated sorting algorithms and the use of load balancing mini-
mizes delivery time.

Multiple user interfaces. HipLinkXS can be utilized with a GUI (a browser-based interface that runs on
common web browsers like Internet Explorer 5.x or greater) and a CLI.

Multiple platforms. Both the server and CLI are available on:
Unix: Linux, Solaris, SUN OS, HP UX, IBM-AIX, and any Unix platform upon request,
Windows NT 4.0, Windows 2000, Windows XP, and Windows 2003.

Multiple protocols. HipLinkXS supports TAP Dial-Up, TAP-Leased Line, SNPP One-Way, SNPP Two-
Way, HTTP, MHTTP (multiple steps HTTP), DTMF, GSM, WCTP One-Way, WCTP Two-Way, BES
(BlackBerry Enterprise Server push protocol), LWTS, UCP/Dial-Up, UCP/TCP, and the Semotus Gate-
way.

Predefined carrier list. A comprehensive list of available wireless Carriers is built-in. When you select
a Carrier name, the protocols and specifications are set with default values.

Security and permissions. All Users require a unique user name and password to log in to Hip-
LinkXS. Users are assigned to a User Group, which defines the HipLinkXS functions that they have
access to. Secure Socket Layer (SSL) security can be provided as an additional option. Workstations
using the CLI will be registered with the HipLinkXS server.

Advanced sending. Escalation, On-Duty, Schedule, and Two-Way messaging allow Users to cus-
tomize the sending of messages. These features maximize efficiency for the sender. Two-Way mes-
saging makes it possible for Receivers equipped with two-way wireless devices to respond to
messages and trigger system commands (Response Actions) from their device.

Optional features. Templates and Departments are available licensing options. Templates allow
Users to select messages with predefined text and add key information to specify details. Depart-
ments allow administrators to better organize HipLinkXS Receivers and to define User access to the
Departments they need.



4 OVERVIEW

HipLinkXS Technology

Wireless Messaging Software

The HipLinkXS client-server architecture provides an efficient and scalable design for both multiuser Unix
and Windows environments. There are four main components to the system: Messengers, GUI, CLI, and
the Monitor/Scheduler.

Messengers are background applications which process messages from the queues, format them
according to an assigned protocol, and deliver them to Carriers which use that protocol. Each Messen-
ger will accommodate different wireless devices by presenting messages in the correct protocol to the
network Carrier. Multiple Messengers can be used for redundancy and load balancing to ensure that the
messages are sent faster.

The GUI allows you to configure the application and send messages. The CLI can be used to integrate
HipLinkXS with another application on your server. This interface can be used to access HipLinkXS
remotely.

The Monitor alerts an administrator when the Messengers are down, or the number of failed messages
in the queue exceeds a predefined maximum value. The Scheduler handles recurrent messages and
delayed messages (i.e., messages that are set to be delivered at later date and time).

HipLinkXS

can work with
other software
applications to
deliver wireless
messages.

How it Works

The HipLinkXS messaging system manages all interaction with the network Carriers.

1. An Apache web server is installed together with the HipLinkXS software package. The GUI/CLI com-
municates with the Apache web server to provide browser access for the GUI and remote access for
the CLI.

2. The GUI allows Users (i.e., human operators) to send messages. The command line interface is typi-
cally used by a 3rd party software, which generates messages in an automated fashion. The CLI can
also be used by Users that don’t have access to the GUI.

3. A message that is scheduled for delivery at a later time is stored in the Scheduler Queue and sent to
the Main Queue at the appropriate time.

4. The message is posted to the Main Queue, which is located on the server.
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5. Messengers check the queues for messages. The appropriate Messenger retrieves the message
and processes it with the correct protocol.

6. Messengers deliver the message to the network Carrier.

7. The TAP and DTMF protocols send messages to the Carrier over phone lines. SNPP, WCTP, and the
Semotus Gateway send messages to the Carrier over the Internet. The GSM protocol sends mes-
sages to the Carrier using a GSM modem or a standard GSM mobile phone connected to a RS232
communication port.

8. The Carrier delivers the messages to your wireless device.

9. The Monitor checks the queues and Messengers, and can alert a system administrator if there is a
problem.
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Wireless Messaging Protocols

HipLinkXS uses TAP (Telocator Alphanumeric Protocol), SNPP (Simple Network Paging Protocol), SMTP
(Simple Mail Transfer Protocol), HTTP (Hyper Text Transport Protocol), DTMF (Dual Tone Multi Fre-
quency), GSM (Global System for Mobile communication), WCTP (Wireless Communications Transfer
Protocol), SMPP (Short Message Peer to Peer protocol), BES (BlackBerry Enterprise Server push proto-
col), UCP (Universal Computer Protocol), and XML (Extensible Markup Language) to support different
wireless device protocols. The XML is used by the Semotus Gateway, which directly communicates with
and delivers messages to different Carriers using different protocols.

TAP Dial-Up

TAP is the standard protocol used for most alphanumeric messages for pagers. This dial-up (via modem)
protocol is supported by virtually every paging service provider throughout the world. The HipLinkXS
server can use multiple modems to deliver messages to paging services over the public telephone net-
work.

TAP Leased Line

Delivery of messages over leased-lines is available as a professional service. HipLinkXS can use a
leased line to a Carrier to eliminate any message delay caused by establishing a new message connec-
tion.

SNPP

SNPP is a protocol that uses the Internet to deliver alphanumeric messages to the paging service. This
protocol is supported by a growing number of paging service providers. SNPP utilizes TCP/IP, which
requires that the HipLinkXS server maintain direct Internet connectivity. In some cases, minor configura-
tion of your firewall may be necessary. Please contact HipLinkXS Tech Support at support@hiplinkwire-
less.com for details.

There are two levels of SNPP. SNPP Level 2 is a one-way delivery protocol, which confirms message

delivery to Carriers but not to the device. SNPP Level 3 is a two-way delivery protocol, which also con-
firms message delivery to the device and can be used for two-way messaging.

SMTP

SMTP is a one-way e-mail protocol that uses the Internet to deliver alphanumeric messages to the paging
service. It is as a standard protocol used for e-mail delivery.

HTTP

HTTP is the communication protocol used to connect to servers on the World Wide Web. It is required by
numeric pagers and it is used to post messages to an HTML website for delivery through a carrier’s net-
work.
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MHTTP is HipLinkXS’ “multiple steps HTPP” and it is used to customize the connection to certain servers
on the web.

DTMF

DTMF is the signal to the phone company that you generate when you press an ordinary telephone's
touch keys. This one-way protocol is used to send numeric messages.

GSM

GSM is the standard digital cellular system in Europe and Asia and it is also available in many other coun-
tries. Second generation GSM provides a short messaging service, SMS, that enables text messages up
to 160 characters in length to be sent to and from a GSM phone.

WCTP

WCTP is a one-way or two-way protocol specifically aimed at creating an easy means of passing alpha-
numeric and binary messages to wireless devices.

SMPP

The SMPP open standard protocol allows an application to communicate with Short Message Service
Centres (SMSCs) and Virtual Mobile platforms to perform one-way and two-way messaging between the
application and SMS capable mobile devices. Such mobile devices include GSM mobile telephones,
GSM modems and other devices on supported networks.

Note: The SMPP protocol is available only for HipLinkXS installed on Windows platforms.

BES

BES is a push protocol used to communicate with the BlackBerry Enterprise Server.

UCP

UCP is a communication protocol for SMS-messages, that are sent via modem (UCP/Dial-Up) or TCP/IP
(UCP/TCP).

Semotus Gateway

The Semotus Gateway is a gateway located at Semotus’ Network Operation Centers. HipLinkXS Users
can utilize the SG (Semotus Gateway) protocol to take advantage of the highly scaled infrastructure pro-
vided by this gateway. A message using the SG protocol will be sent via an XML interface to the Semotus
Gateway, translated into the appropriate carrier protocol, and sent in that format to the carrier. The main
advantage of using the Semotus Gateway is that a single Messenger (protocol) at the HipLinkXS level
can give access to all the other protocols and carriers.
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The advantages of using the Semotus Gateway are:
* Reliability - Internet connections with backup functionality;
« Scalability - the ability to quickly adapt to an increase in message volume;
« State-of-the-Art Technology - on-going software updates and hardware maintenance;
* Redundancy - Minimum downtime due to multiple servers, messengers, and backup systems;
» Time Savings - constant, reliable Internet lines save time on establishing new dial-up connections;
*» Technical Support - capability for every industrially used pager;
* Protocol Support - future protocols are automatically supported.



9 GETTING STARTED

Getting Started

About Administrators

HipLinkXS administrators are entitled to create Users (i.e., persons that either administrate, or use Hip-
LinkXS for sending messages, or both) and Receivers (i.e., persons that receive these messages on
their wireless devices).

Administrators are also responsible for the creation of Messengers and Carriers specific for each com-
munication protocol. The Messengers process the messages and send them to the service providers
which are defined in HipLinkXS as Carriers.

Certain messages use templates, other messages need response actions. The administrators have to
define these features. Finally, the administrators are in charge with monitoring the HipLinkXS functioning:
start and stop services, set directories and global parameters, and survey reports and statistics.

About Users

The Users are organized in User Groups which establish different levels of access to the HipLinkXS fea-
tures.

A typical HipLinkXS User will not have permissions to see many of the settings, the services, and the
queues. Users will need to know about the Send functionality.

It is necessary to log in to the HipLinkXS system to begin. Your administrator will create a User account
for you, with a user name and password to log in. It is strongly recommended that you change your pass-
word right away in the Settings menu.

A User can be logged in on one machine at a time. It may happen that a User has an active session on
one machine and then tries to log in on a different machine. The User will be asked in a dialog box to end
the previous session before being allowed to log in and start a new session.

Note 1: A user account can not be accessed by more than one User concurrently. The HipLinkXS$
session may expire after an admin-configured period of inactivity. Users that do not have the
Automatic Login feature enabled have to log in again after this happens.

Note 2: There is a ‘Temporary session’ check box on the ‘Global Settings’ panel that enables
HipLinkXS to work with either permanent or temporary sessions. Please see the ‘Global Settings’
section for details.
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About Receivers and Groups

The Receivers can be organized for group messaging purposes into:
* simple groups (i.e., Receiver Groups),
» task oriented groups (i.e., On-Duty Groups, Escalation Groups, Rotate Groups, and Follow-Me
Groups), and

* logical groups (i.e., Departments which restrict Users to have access only to certain Receivers and
Groups).

Note: All Receivers and Groups names must be unique. Receivers and Groups are commonly
referred as ‘Recipients’. In all recipient lists the type of the Groups is appended to the name.
The group codes are as follows: (E) for Escalation Group, (F) for Follow-Me Group, (G) for
Receiver Group, (O) for On-Duty Group, and (R) for Rotate Group.

Log In to HipLinkXS

HipLinkXS requires Users to have a user name and a password to log in. HipLinkXS is set up with one
default User which is the HipLinkXS administrator (user name “admin”, password “admin”) and is
assigned to the default User Group ‘sysAdmin’ that grants to the administrator full access to all Hip-
LinkXS functions and features enabled by the License Key.

Note: It is strongly recommended to change the HipLinkXS administrator password after the first
log in.

A User can be logged on one machine at a time. It may happen that a User has an active session on one
machine and then tries to log on a different machine. The User will be prompted to end the previous
session before being allowed to log in and start a new session.

HipLinkXS allows Users to work either with permanent or temporary sessions. The temporary session will
expire after a predefined period of inactivity. Users that do not have the Automatic Login feature
enabled have to log in again after this happens.

Log In

To log into HipLinkXS you have to:
1. Go to your local web address for HipLinkXS.
2. Enter your Username and Password (mandatory).

3. Check the Enable Automatic Login box (optional). See the ‘Automatic Login Feature’ section below
for details.

4. Click on the Login button.
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Important: If you forgot your password, enter your user name and press the “Lost password”
button, and the password will be e-mailed to you.

HIp Link - -

Wireless messaging software for the enterprise
Version 3.6.5

Help USERNAME: Ial:lmin
About PASSWORD: |

Hiplink XS Websit . .
B0 £nsie [ Enable Automatic Login

Semotus Website -
s
Lost password

Semotus Solutions, Inc 2003

Check the Enable Automatic Login box to retain your password and skip the
log in page after a time out. You will be redirected to the starting page defined
Jfrom the ‘Global Settings Panel’ (the default page is ‘Standard Send’).

From the ‘Log In’ page you can also reach the Help files, the About Panel, and go to the HipLinkXS and
Semotus web sites.

Automatic Login

This feature allows you to automatically login to HipLinkXS after a session has expired. You have to log in
only once, at the beginning, and after that you will skip the log in page. The Automatic Login feature
remains enabled until you click Log Off from the main menu.

Activate Automatic Login

To activate Automatic Login:
1. Enter your Username and Password.
2. Check the Enable Automatic Login box.
3. Once in HipLinkXS, bookmark the screen you want displayed.

4. The next time you log in, use this new bookmark to start HipLinkXS.
Deactivate Automatic Login

To deactivate the Automatic Login feature, simply click the Log Off button. Next time you try to log in to
HipLinkXS, the Login screen will be displayed.
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Navigation

HipLinkXS uses a common interface design to make it easy to locate menus and their functions. A navi-
gation bar on the left of each menu screen will bring you to the panel you select.

The title at the top of each panel window will tell you which panel you are in. Instructions will tell you how
to proceed. For additional help, click the Help button.

Note: For easy navigation, some panels will display underlined hyperlinks.
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Settings Menu

The main functionality of HipLinkXS is to allow Users to send messages to Receivers registered with dif-
ferent Carriers. Each User must belong to a User Group and inherits the User Group permissions.
Each Receiver is assigned to one Primary Carrier and optionally to a Backup Carrier. Each Carrier has
one protocol assigned to it.

Receivers can also belong to Receiver Groups, On-Duty Groups, Escalation Groups, Rotate
Groups, and Follow-Me Groups.

* Receiver Groups include more than one Receiver. This enables Users to send a message to a group
of Receivers simultaneously.

» On-Duty Groups designate the working schedule for each Receiver. Messages are only sent to the
Receiver(s) who are on-duty at the time of the sending (which can be also scheduled).

» Escalation Groups allow you to send messages one at a time to each Receiver in the group, each
after a predefined delay required for message confirmation. The escalation continues if a Confirmation
is not received before the next message is scheduled to be sent out. The escalation is stopped once
the message is confirmed on the HipLinkXS system.

* Rotate Groups allow you to send messages to different Receivers in a rotation. A group is created by
simply adding Receivers in the order that you would like them to receive the messages. This order
can be changed later. When a message is sent to the group, HipLinkXS will check which receiver is
flagged to receive the message based on this order.

* Follow-Me Groups allow you to send messages to different Receivers depending on the time of day.
This could also be achieved with an On-Duty Group, but the Follow-Me interface is more suited to
this purpose, i.e., for one person with multiple Receivers rather than multiple people with one receiver
each.

Receivers can have assigned one-way or two-way wireless devices. Using a two-way device, a Receiver
can respond to a message. The response is retrieved by HipLinkXS and can be used to trigger a pre-
defined Response Action. For example, a Response Action might be a command to be executed on
the HipLinkXS server machine, or feedback to the software application that sent the message.

In order to perform its tasks, HipLinkXS uses a Monitor, a Scheduler, and one or more Messengers.
Messengers handle the message delivery. They take messages from the Main Queue and send them to
Carriers using specific protocols. Each Messenger has one protocol assigned to it. However, for load
balancing purposes, the same protocol can be assigned to multiple Messengers.

This section details the panels in the order found in the Settings menu:

Accounts
» Users
* User Groups
 User Search
» Session Manager

Recipients
* Departments
* Receivers
* Receiver Groups
* On-Duty Groups
+ Escalation Groups
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* Rotate Groups

* Follow-Me Groups
* Receiver Search

* My Favorites

System
* Carriers
» Messengers
» System Attendant
* E-mail Gateway
* File Interface
» Backup Service
* Filters
» Feedback
* Directories

Monitoring
* SNMP

General
» Password
* Response Actions
» Templates
» Schedule Templates
* License Key
* Global Settings
» Time Zones
* About.

Note: Some of the previous panels are not available with all HipLinkXS licenses. The Depart-
ments, Templates, E-mail Gateway, File Interface, and SNMP Monitor features depend on the
License Key permissions. The corresponding panels and buttons in the left navigation bar are
displayed only if these features are enabled.

When you first start using HipLinkXS, it would be useful to follow the scenario shown below to guide your
steps. Refer to the corresponding section in the User Guide for details:

* Enter the full License Key (not necessary if you use the trial License Key).
» Change the ‘admin’ Password.

» Check the Directory Structure (Directories), modify only if necessary.

* Create Departments (only if you have licensed this feature).

« Create User Groups (if you need other User Groups than those predefined: ‘sysAdmin’, ‘sysOper’,
and ‘usrSend’.

* Create Users (there is only one default User, ‘admin’ with the password ‘admin’ assigned to the ‘sysAd-
min’ User Group). The number of Users is limited by the Licence Key.

» Create Messengers for all the protocols you are entitled.
» Create Carriers for all the protocols you are entitled.
+ Create Receivers. The number of Receivers is limited by the Licence Key.

* Create Receiver Groups (optional).
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* Create On-Duty Groups (optional).

+ Create Escalation Groups (optional).

* Create Rotate Groups (optional).

* Create Follow-Me Groups (optional).

* Create Favorites (optional).

* Create Response Actions (optional).

* Create Feedback Actions (optional).

* Create Filters (optional).

+ Create Templates (only if you have licensed this feature).
+ Set up the System Attendant.

+ Set the Global Settings according to your needs.

« Start all services from the Services Menu.
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Accounts

Users
A User sends messages to Receivers using HipLinkXS. Administrators create Users by assigning a

name, password, e-mail, User Group, and the type of interface they will utilize to send messages. The
privileges of the User Group will determine which menus and panels a User has access to.

Edit User Account

Each User rmust have a unigue name, a password, an email address, and must be assigned to a User Group.

User Parameters

Mame |J0hn Doe @
Description |Sa|es Department Manar

Fassword I**““* *

Retype [rremees .

Pazsword

Email hdue@cumpany.cum @

User Group |sysoper =]+

Access Code  [12341234

User Type GUI M

IF Address | Man GUI anly

Time Zone ISeruer Time vI

Autharization "
T3 Hiplink+S

Sawve | Feset Cancel

*Note: Fields marked with an asterisk ™' are mandatary.

The User is the sender of a message. Users don’t necessarily receive wireless
messages

HipLinkXS allows Users and Receivers to work in different time zones than the HipLinkXS server. Each
User has a time zone setting which determines the time difference (in hours) between its time zone and
the ‘Server Time’ which is the time zone of the HipLinkXS server.

Different time zones can be defined in the ‘Time Zones’ panel from the ‘Settings’ menu.

Note: All the Receiver schedules created by a User are displayed using the time zone of that
User. All HipLinkXS database records are stored, and all messages are generated and processed
using the HipLinkXS server time zone. The Receiver time zone is used only when the option to
include the timestamp in the body of the message is enabled.

To add a new User:
1. From the Settings menu, click Users on the left navigation bar.

2. On the ‘Users Panel’, click the Add User button to reach the ‘Add User Account’ page.
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. Enter a unique Name for this user (mandatory).
. Enter a Description for this user (optional).

. Enter a Password for this user (mandatory).

. Retype the Password (mandatory).

. Enter the user’s E-mail address (mandatory).

0 N OO 0o A~ W

. Enter an Access Code for this user (optional). The Access Code is a 4 and up to 10 digit code used
for authentication of Users that execute actions or send messages remotely through a 3rd party inter-
face, for example e-mail or the Voice Module. If the Access Code is set, it means that the User has
permissions to send messages or execute actions using either a two-way device or another software
application.

9. Select a User Group from the drop-down menu (mandatory).
10. Select the User Type from the drop-down menu: ‘GUI’ (default), ‘Non GUI’, or ‘both’.

11. For a User of type ‘Non GUI’ or ‘both’, enter the IP Address of the computer where the external appli-
cation is running (mandatory).

12. Set the Time Zone. Select the Server Time or a different time zone if it was defined. Time Zones are
defined in the ‘Settings’ menu.

13. Click the Save button.

Users Panel

Set up User accounts and assign them to User Groups

Find

Add User  [Total number of users: 2
Filter

Edit Del ‘¥ User Name ) User Graup ~ Last Lagin
S admin sysAdrmin Tue Feb 03 15:25:49 2004
4 x  John Doe sysOper

For managing a large number of Users use either the simple Alphabetical Filtering feature (e.g., by press-
ing one of the links A, B, C,..., Z, and Others), or the advanced Search feature to display only the informa-
tion that you need (e.g., enter a keyword and press the Find button). Select the link All to display all the
available Users.

You can also filter the Users using the User Name, Description (if enabled in the Global Settings), Proto-
col, User Group, and Last Login. Set the appropriate filtering criteria by entering text or selecting from
the drop down boxes at the top of the table and then click on the Filter button.

The syntax used by the Last Login filter is formed by an operator (e.g., “>” for greater than and “<* for
smaller than), a number specifying the number of time units, and a letter specifying the unit of time (e.g.,
“d” for days, “h” for hours, and “m” for minutes). For example, the expression “>10d” will filter all the users
that have not been logged in for more than 10 days.
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To modify a User:
1. From the Settings menu, click User Group on the left navigation bar.
2. On the ‘User Panel’, find the User name you want to modify and click the Edit icon.
3. On the ‘Edit User Account’ page, edit the Users Parameters.
4. Click the Save button to submit your changes and return to the ‘Users Panel’, Reset button to fill in the
previous values, or Cancel button to return without saving.
To delete a User:
1. From the Settings menu, click Users on the left navigation bar.
2. On the ‘Users Panel’, find the User name you want to remove and click the Delete icon.
3. Click the OK button to confirm deletion or click Cancel to revoke this action.

Note: You can add more than one User with administrator privileges, and you can modify the pre-
defined ‘admin’ User. However, you cannot delete the last administrator of HipLinkXS.

User Groups

A User Group defines the level of access that a User will have to the HipLinkXS features. Administrators
can create new User Groups, in addition to the predefined ones: ‘sysAdmin’, ‘sysOper’, and ‘usrSend’.
All the existing User Groups are displayed as entries in the User Group drop-down menu on the ‘Add/
Edit User Account’ page.

Default User Groups

HipLinkXS comes with the following predefined User Groups:

» The ‘sysAdmin’ User Group gives system administrators access to all functions in the Settings menu,
Stats, and Reports. This group cannot be edited or deleted.

* The ‘sysOper’ User Group gives system operators access to the Send, Receiver, Groups, Logs,
Services, Queues, and Reports from this group.

» The ‘usrSend’ User Group gives normal Users access to all functions in the Send menu, Reports
from this group, and it allows them to change their password in the Settings menu.
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Add User Group
Each User Group must have a unigue name and a set of permissions.

User Group Parameters

MName | *

Description |

Permission Settings

add, modify, or delete Carriers

add, madify, or delete Messengers
access Standard Send panel

access Two-Way Send panel

access GQuick Send panel

access Schedule Send panel

access Custom Escalation Send panel
Access Fax Send panel

Access Woice Send panel

manage users within this User Group
see User Group members repart
modify System Attendant

modify Email Gateway

modify Directories

start or stop Services

view Logs

views or modify Queues

add, modify, or delete Responze Actions
add, modify, or delete Templates

use Templates

modify License Key

Start page IStandard Send 'I

e e e o s s e |

To add a new User Group:

. From the Settings menu, click User Groups on the left navigation bar.

. On the ‘User Group Panel’, click the Add Group button to reach the ‘Add User Group’ page.
. Enter a unique Name for this User Group (mandatory).

. Enter a Description for this User Group (optional).

. Check the permission settings you wish to assign to this User Group. These permissions allow the

Users assigned to this User Group to access specific menus and panels, which are used to manage
and operate the HipLinkXS application.

. Specify a Start page for all Users assigned to this User Group (mandatory). After logging in to Hip-

LinkXS, the User is automatically redirected to the start page specified here at the User Group level.
Select from the drop-down menu: ‘Standard Send’ (default), ‘Reports Menu’, or ‘Settings Menu'’.

. Assign Departments Permissions (see details below).

8. Assign User Group Permissions (see details below).

. Click the Save button.
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Assign Departments *
Departments that do not have any permissions checked off will not be wisible by the User Graup in

any screen.
Receivers Groups
Department Name Send  Manage  Wiew  Send AddDelete Modify  Wiew
Customer Support = 2 2 2 2 2 =
Detault I I ¥ ¥ I I I
Engineering I I ¥ ¥ I I I
Finance I I ¥ ¥ I I I
Sales ] ] m | W ] ] ]
Click to selectiunslect all m I I I I I m
Assign User Group Permissions
User Group Manage User Group “iew Report
sysOper I=d 4
LsrSend I=d 4
Click to selectiunzlect all v rd

Save I Resat Cancel

*Mote: Fields marked with an asterizsk ™ are mandatory

Check the permissions settings for each User Group.

Note: The ‘Departments’, ‘Templates’, and ‘E-mail Gateway’ features are enabled by the
License Key. If the ‘Department’ feature is enabled there is a ‘Default’ Department already
defined in the HipLinkXS database.

To modify a User Group:
1. From the Settings menu, click User Groups on the left navigation bar.
2. On the ‘User Group Panel’, find the User Group name you want to modify and click the Edit icon.
3. On the ‘Edit User Group’ page, edit the User Group Parameters and/or the Permission Settings.
4. Click the Save button to submit your changes and return to the ‘User Groups Panel’, Reset button to
fill in the previous values, or Cancel button to return without saving.
To delete a User Group:
1. From the Settings menu, click User Groups on the left navigation bar.
2. On the ‘User Group Panel’, find the User Group you want to remove and click the Delete icon.
3. Click the OK button to confirm deletion or click Cancel to revoke this action.

Note: You cannot delete a User Group that still has Users assigned to it. You have to reassign
first these Users to other User Groups.

Department Permission Settings
On the ‘Add/Edit User Group’ page, the HipLinkXS administrator can set permissions that allow to view

the settings and send messages to the “members” and “guests” of a Department, and also manage (i.e.,
add, delete, and modify) the “members” of each Department.
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The existing Departments are displayed in a table where the permissions can be enabled or disabled
using check boxes.

Note: For more details about Department Permission Settings see the Departments/Send and
Manage Permissions section.

User Group Permission Settings

On the ‘Add/Edit User Group’ page, the HipLinkXS administrator can set permissions for the Users of that
group to be able to manage (i.e., create, edit, delete) Users assigned to other User Groups, and to view
reports of the messages sent by the members of these User Groups.

This feature is aimed to help the HipLinkXS administrator delegate User management functions to some
other people.

The existing User Groups are displayed in a table where the permissions can be enabled or disabled
using check boxes.

Note: The ‘All Users’ radio button from the ‘Reports Menu’ gives a User access to see the status
of messages sent by Users assigned to User Groups for which she has the ‘View Report’ permis-
sion enabled.

User Search

User Search is a function that allows you to search the HipLinkXS database by User name, description,
or e-mail. This is a very useful feature when you have a long list of Users.

For example, if you want to look for all the Users that start with John, you select ‘User name’ as your
search criteria and enter ‘John’ as your search text. This would bring up all of the Users starting with
the word John.

Note: A wildcard, “*”, is automatically added at the end of your search text. In this way, looking

for ‘John’ will bring for example as result both ‘John Doe’ and ‘Johnson Brown’ Users.

User Search Panel

Search a User using its name, description, or email address.

Enter the search criteria [User name =]

Enter the search text |

Ok

To perform a User Search:
1. From the Settings menu, click User Search on the left navigation bar.

2. On the ‘User Search Panel, select the search criteria from the drop-down menu: ‘User name’,
‘Description’, or ‘E-mail’.

3. Enter the search text.
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4. Click the OK button to perform the search and reach the User Search Results page.

5. On the ‘User Search Results’ page, click the New Search button to perform another search.

Session Manager

The Session Manager feature is available to HipLinkXS administrators. It allows you to end a User’s
active session at any time. For example, administrators may want to log everyone off before restarting the
server for some reason. This can be easily done this way.

To terminate session(s):

1. From the Settings menu, click Session Manager on the left navigation bar.

2. Tick the check-boxes next to the active sessions in the table on the Session Manager Panel that
should be terminated.

3. Click End Session.

Recipients

Departments

The Departments feature depends on your License Key and provides the HipLinkXS administrator with
the ability to organize Receivers and different types of Groups into logical segments based on the
company organization structure, geographic regions, or any other grouping desired.

Note: If the ‘Department’ feature is enabled by the License Key there is a ‘Default’ Department
already defined in the HipLinkXS database.

The reason for organizing Receivers and Groups into Departments is that administrators can then
control the Departments that individual Users can send messages to, and manage (i.e., add, delete, or
modify), through the permission settings for each User Group.

This is a valuable feature when, for example, the administrator wants to allow a particular User Group to
send messages only to one Department (e.g., ‘Tech Support’) within the organization.

There are two basic relationships that govern the operation of Departments and characterize both
Receivers and Groups. These are: membership and visibility.

Department Members
Receivers and Groups can belong to, or be a “member” of, one Department only.

A “member” of a Department is an entity (a Receiver or a Group) that can be added to other Groups.
Users can send messages to a “member” that is added to a Recipient List. A “member” can also be man-
aged, i.e., modified, moved to other Department, and deleted.
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Whenever a new Group is created, the Group as a whole must be assigned to one Department, just as
an individual Receiver would be. The Receivers that are members of a Group can belong to different
Departments, but the Group as a whole must be assigned to one Department only.

For example, an On-Duty Group called ‘Morning Shift’ could consist of one Receiver from the ‘Tech
Support Department’, one from the ‘Engineering Department’, and one from the ‘Marketing Department’.
But the administrator may decide to assign this ‘Morning Shift’ Group only to the ‘Marketing Department’.
This means that only permissioned Users would be able to send messages to or manage the members of
the ‘Marketing Department’ Group.

Department Guests
Receivers and Groups can be visible in, or be a “guest” of, other Departments.

As a “guest” of a Department is an entity (a Receiver or a Group) that can be added to other Groups
together with the “members” of that Department. Users can send messages to a “guest” in the same way
as they send messages to a “member”. However, a “guest” can be assigned to and removed from other
Departments only from the Department where it is a “member”. It cannot be managed, i.e., modified or
deleted, from the Department where it is a “guest”.

Even though a Receiver or Group is a “member” of only one Department, it can be a “guest” in one or
many other Departments.

This is useful if the administrator wants a Receiver that is a “member” of the ‘Marketing Department’, to
also be a “guest” in the ‘Northwest Department’. Making a Receiver (or Group) a “guest” in another
Department does not mean that the administrator of that Department has any control over this Receiver
(or Group).

Departments Panel

The Departments button on left navigation bar from the Settings menu, and the ‘Department Panel’ is
accessible only for Users that are assigned to the ‘sysAdmin’ User Group and only if the Department
feature is licensed.

From the ‘Departments Panel’, the HipLinkXS administrator is able to add, modify, or delete Depart-
ments, to have a quick view of the “members” assigned to any Department on a separate web page, and
to assign and remove “members” and “guest” of from the current Department to a selected Department.

Click the Edit icon to reach the ‘Edit Receiver’ or ‘Edit Group’ page.

To add a new Department:
1. From the Settings menu, click Departments on the left navigation bar.
2. On the ‘Departments Panel’, click the Add Department button to reach the ‘Add Department’ page.
3. Enter a unique Name for this Department (mandatory).
4. Enter a Description for this Department (optional).

5. Click the Save button and return to the ‘Departments Panel'.

To modify the Department Parameters:

1. From the Settings menu, click Departments on the left navigation bar.
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2. On the ‘Departments Panel’, find the Department name you want to modify and click the Members (or
Guests) link to reach the ‘Manage Department’'s Members’ (or ‘Manage Department’'s Guest’) page.

3. Click the Edit icon to reach the ‘Edit Department’ page.
4. Edit the Department Parameters.

5. Click the Save button to submit your changes and return to the ‘Manage Department’s Members’ or
‘Manage Department’s Guest’, Reset button to fill in the previous values, or Cancel button to return
without saving.

Engineering
The fallovwing displays a list of receivers and
groups that are assigned to this department

m
o
=

Receivers

Bill Phane

Joe Pager

Mary Jo Message
Sue Marager

NSNS

m
o
=

Ezcalation Groups

~

Emergency Escalation
Edit Fallove-me Groups
Edit Receiver Groups

Edit Rotating Groups

4 Irtervertion Team

Edit On-Duty Groups

4 Intervertion On-Duty
,f Mgintenance On Doty

Cloze

On the ‘Departments Panel’, click on a Department Name link to see the
Receivers or Groups that are assigned to a Department on a separate web

page.

To delete a Department:
1. From the Settings menu, click Departments on the left navigation bar.
2. On the ‘Departments Panel’, find the Department name you want to remove and click the Delete icon.
3. Click the OK button to confirm deletion or click Cancel to revoke this action.

Note: You cannot delete a Department that still has Receivers or Groups assigned to it. You have
to remove first all the “members” and “guests” of that Department.

To reassign “members” from one Department to another:
1. From the Settings menu, click Departments on the left navigation bar.

2. On the ‘Departments Panel, find the Department name you want to modify and click the Members
link on the same row to reach the ‘Manage Department’s Members’ page.

3. In the Current Department’s Members list on the right of the page there are displayed all the Receiv-
ers and Groups that are actually “members” of this Department.
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. Select a Department from the drop-down menu and the Receivers and Groups “members” of this

Department will be displayed in the ‘Selected Department’s Members’ list on the left of the page.

. To change the membership of one or more “members” from the Selected Department to the Current

Department, highlight the “members” you want to move from the Selected Department’s Members
list on the left and click the Move >> (to the right) button. The new “members” of the Current Depart-
ment will be displayed in the Current Department’s Members list on the right.

. To change the membership of one or more “members” from the Current Department to the Selected

Department, highlight the “members” you want to move from the Current Department’s Members list
on the right and click the << Move (to the left) button. The new members of the Selected Department
will be displayed in the Selected Department’s Members list on the left.

. To select multiple items on a list, click the left mouse button while holding down either the ‘Shift’ or ‘Ctrl’

key.

When you are finished, click Done.

Note: Highlight a Group and click the Show Group Members link to see the members of that
Group on a separate web page (useful if you want to see who’s on duty right now).

Move Receivers and Groups as “members” from any Department to the Current Department’s
Member list

To reassign “guests” from one Department to another:

1.
2.

8.

From the Settings menu, click Departments on the left navigation bar.

On the ‘Departments Panel’, find the Department name you want to modify and click the Guests link
on the same row to reach the ‘Manage Department’s Guests’ page.

. In the Current Department’s Guests list on the right of the page there are displayed all the Receivers

and Groups that are actually “guests” of this Department.

. Select a Department from the drop-down menu and the Receivers and Groups “members” of this

Department will be displayed in the ‘Selected Department’s Members’ list on the left of the page.

. To assign one or more “guests” from the Selected Department to the Current Department, highlight

the “members” you want to move from the Selected Department’s Members list on the left and click
the Add >> (to the right) button. The new “guests” of the Current Department will be displayed in the
Current Department’s Guests list on the right.

. To remove one or more “guests” from the Current Department, highlight the “guests” you want to

remove from the Current Department’s Members list on the right and click the Remove button. You
can remove “guests” from any Department, regardless of the Selected Department.

. To select multiple items on a list, click the left mouse button while holding down either the ‘Shift’ or ‘Ctrl’

key.

When you are finished, click Done.

Note: Highlight a Group and click the Show Group Members link to see the members of that
Group on a separate web page (useful if you want to see who’s on duty right now).
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Manage Department's Members
Move Receivers and Groups to and from current Department.

Edit Departmernt Name Descrigtion
,f Engineeting Engineering Department

Select Department

|Finance |

Select Department’s Members Current Department's Members
Jane Mobile Bill Phane
Jess Cell

Joe Pager

Mowve = Mary Jo Message
Sue Manager
{EJ Emergency Escalation
w (R} Intervention Tearm
{0} Intervention On-Duty
{0} Maintenance On Duty

Show Group Members

Hint: to select multiple items from a list, click the mouse hutton while holding down either the 'Shift' ar 'Ctrl’
by,

Dare

Manage Department's Guests
Azzign Receivers and Groups as guests to the current Department.

Edit Department Name Description
'f Engineeting Engineeting Department

Select Department

|Finance ;I

Select Department’s Members

Jane Mobile
Jess Cell

Current Department's Guests

Add x
Remove

Show Group Members

Hint: to zelect multiple iterns from a list, click the maouse button while halding down either the "Shitt' or 'Cirl*
key.

Done

Assign Receivers and Groups as “guests” from any Department to the Cur-
rent Department’s Guest list.



27 SETTINGS MENU

Send and Manage Permissions

Departments are a way of grouping Receivers and Groups, and they distinguish between “members”
and “guests”. This distinction is useful when it comes to assign the permissions that concern the Depart-
ments feature. There are two categories of permissions: “send” and “manage”, where “manage” involves
add, delete, and modify Receivers or Groups. Note that for Departments, delete means actually remove
from that Department and not physically delete.

Send - A User assigned to a User Group can be permissioned to send to Receivers, Groups, or both, of
a particular Department, regardless the fact that they are “members” or only “guests” in that Department.

Manage - A User assigned to a User Group can be permissioned to manage Receivers, Groups, or
both, of a particular Department. If a User Group has “manage” permissions over a Department, the
Users will be able to add, delete, and modify the “members” of that Department. A User will also be able
to assign and remove a “member” of that Department as a “guest” in other Departments. However, a
User has no jurisdiction over the Receivers or Groups that are “guests” in the Department that he man-
ages. The send and Manage Permissions are set on the User Group Panel.

Send Permissions

There are two types of Send permissions that allow a User assigned to this User Group to send to either
a Receiver, or a Group (i.e., Receiver, On-Duty, or Escalation Group), or both, in a particular Depart-
ment. The Send permission applies to both “members” and “guests” of that Department.

Manage Permissions

Manage permissions imply that a User assigned to this User Group can add, delete, or modify only
Receivers and Groups that are “members” of that particular Department. A User does not have author-
ity to manage “guests” that may be visible in his Department.

The following is a description of what manage permissions implies for each Department if it is checked.
For Receivers there is only one permission: ‘Add/Delete/Modify’. If this permission is enabled, it allows a
User to:

» Add a new Receiver, and assign it as a “member” to that Department.

« Assign a Receiver, “member” of that Department, as a “guest” in any other Department from the list of
existing Departments.

* Delete a Receiver that is a “member” of that Department.

» Modify a Receiver that is a “member” of that Department. This includes the ability to change the mem-
bership of a Receiver from one Department to another.

For Receiver Groups there are two permissions: ‘Add/Delete’ and ‘Modify’. If this permissions are
enabled, there are four cases possible that allow a User to:

1. “Add/Delete’ On, ‘Modify’ On — the User will be able to add, delete, and modify “member” Groups in
that Department.

2. “Add/Delete’ On, ‘Modify’ Off — the User will be able to add and delete “member” Groups in that
Department. However, the User will also be able to rename the Groups and change their member-
ship.
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“Add/Delete’ Off, ‘Modify’ On — the User will only be able to modify Groups that have already been
created in that Department. The User will not be able to rename the Groups or change their member-
ship.

“Add/Delete’ Off, ‘Modify’ Off — the User will not be able to add, delete, or modify any groups in that
Department.

To add a new User Group:

. From the Settings menu, click User Groups on the left navigation bar.

. On the ‘User Group Panel’, click the Add button to reach the ‘Add User Group’ page.
. Enter a unique Name for this User Group (mandatory).

. Enter a Description for this User Group (optional).

. Check the permission settings you wish to assign to this User Group. These permissions allow the

Users assigned to this User Group to access specific menus and panels, which are used to manage
and operate the HipLinkXS application.

6. Assign Departments (mandatory).

. Click the Save button.

Using Departments

Receivers and Groups (i.e., Receiver Groups, On-Duty Groups, Escalation Groups, Rotate Groups,
or Follow-Me Groups) are assigned as “members” of a Department at their creation in the ‘Add/Edit
Receiver’ and ‘Add/Edit Group’ pages, respectively.

Note: If a Receiver or Group is deleted, it is automatically removed as a “member” or “guest”
in all Departments.

If the Departments feature is enabled, you cannot save a new Receiver or Group without assigning it to
a Department.

Departments

Mermber Of | "I @

Guest Settings

Hint: To select multiple iterms from a list, click the left maouse button while halding down either
the 'Shift' ar the "Cirl' kKey.

Available Departments Guestin
Engingering

Finance Add >

Sales << Fiemave

Save I Reszet | Cancel |

*Note: Fields marked with an asterisk ™ are mandatory.

You have to assign each Receiver (or Group) as “member” of a Department.
You can also assign a Receiver (or Group) as a “guest” in other Depart-
ments.
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To add a Receiver (or Group) to a Department:

1.
2.

6.

From the Settings menu, click Receiver (or Group) on the left navigation bar.

On the ‘Receivers Panel’ (or ‘Group Panel’)’, click the Add button to reach the ‘Add/Edit Receiver’ (or
‘Add/Edit Group’) page.

. Set the other Receiver (or Group) parameters (see ‘Receivers Panel’ or ‘Groups Panel’ in the ‘Hip-

LinkXS Administration’ chapter, ‘Settings Menu’ section).

. Select from the drop-down menu the Department in which you want to make this Receiver (or Group)

a “member” (mandatory).

. Highlight the Department(s) in which you want to make this Receiver (or Group) a “guest” and click

the Add button (optional). To select multiple items on a list, click the left mouse button while holding
down either the ‘Shift’ or ‘Ctrl’ key.

Once you have completed setting up all required Receiver (or Group) settings, click Save.

To reassign a Receiver (or Group) to another Department:

1.
2.

From the Settings menu, click Receiver (or Group) on the left navigation bar.

On the ‘Receivers Panel’ (or ‘Group Panel’), find the Receiver (or Group) name you want to modify
and click the Edit icon.

. On the ‘Add/Edit Receiver’ (or ‘Add/Edit Group’) page, select from the drop-down menu the Depart-

ment in which you want to reassign this Receiver (or Group) as a “member”.

. Click the Save button to submit your changes and return to the ‘Receivers Panel’ (or ‘Group Panel’),

Reset button to fill in the previous values, or Cancel button to return without saving.

Note: You will see only the Departments for which you have permissions.

To remove a “guest” Receiver (or Group) from a Department:

1.
2.

From the Settings menu, click Receiver (or Group) on the left navigation bar.

On the ‘Receivers Panel’ (or ‘Group Panel’), find the Receiver (or Group) name you want to modify
and click the Edit icon.

. On the ‘Add/Edit Receiver’ (or ‘Add/Edit Group’) page, highlight in the ‘Guest In’ list the Department

from which you want to remove the “guest” Receiver (or Group) and click Remove.

. Click the Save button to submit your changes and return to the ‘Receivers Panel’ (or ‘Group Panel’),

Reset button to fill in the previous values, or Cancel button to return without saving.

Receivers

A Receiver refers to a person that has an alphanumeric or numeric wireless device, a Voice enabled
device, or a Fax. A person with a Receiver may not necessarily be a User who sends messages using
HipLinkXS. If a person needs not only to send but also to receive messages, then the same person
should be added both as a User and a Receiver.

As an administrator, you create a list of Receivers including the Name, Description, PIN, Carrier, and
Receiver Type. The database should include all of the wireless devices that Users may want to send a
message to, such as all of the company-owned devices being used. Creating a comprehensive list of
Receivers in the HipLinkXS system makes it easy for Users to quickly send messages to any Receiver.



30 SETTINGS MENU

A person can have more than one wireless device. For each device, a separate Receiver has to be set
up (e.g., John - pager’, ‘John - cell phone’, ‘John - e-mail’, etc.).

For a Receiver it is mandatory to define a Primary PIN and a Primary Carrier for the wireless device,
and is optional to define an Alternate PIN and Alternate Carrier. If the Alternate Carrier is defined, it
will be used by HipLinkXS in the case where the Primary Carrier is not reachable for some reason. The
Alternate PIN should be defined only if the Alternate Carrier requires a different PIN than the Primary
PIN for the same device.

For example, if the SNPP connection to SkyTel is down, HipLinkXS can attempt to reach SkyTel using a
TAP connection (or HTTP, or WCTP). However, the phone number needed might be formed of 10 digits in
some cases and only 7 in other cases.

Note: For each Carrier that is defined in HipLinkXS (see the ‘Carriers Panel’ section) it is pos-
sible to define a Backup Carrier. Thus, for the same Receiver you may have a Primary Carrier
with a Backup Carrier, and an Alternate Carrier with a Backup Carrier.

A Receiver can be disabled for a certain period of time during which no messages will be send to it. On
the ‘Receiver Panel’ there is an option to display all the Receivers or only the disabled ones. You can edit
a Receiver and change its status at any time. The disabled Receivers are not displayed on the Receiv-
ers Lists from the ‘Send Panels’. No messages are created for disabled Receivers that are members of
Groups.

HipLinkXS allows Receivers and Users to work in different time zones than the HipLinkXS server. Each
Receiver has a time zone setting which determines the time difference (in hours) between its time zone
and the ‘Server Time’ which is the time zone of the HipLinkXS server.

Different time zones can be defined in the ‘Time Zones panel from the ‘Settings’ menu.

Note: All the Receiver schedules created by a User are displayed using the time zone of that
User. All HipLinkXS database records are stored, and all messages are generated and processed
using the HipLinkXS server time zone. The Receiver time zone is used only when the option to
include the timestamp in the body of the message is enabled.

To add a new Receiver:
1. From the Settings menu, click Receivers on the left navigation bar.
2. On the ‘Receivers Panel’, click the Add Receiver button to reach the ‘Add Receiver’ page.

3. Create a uniqgue Name for each Receiver (mandatory). It is helpful to choose a name that correlates
with the user, such as ‘Bill Jones’, ‘Bill - pager’, ‘Bill - cell phone’, etc.

4. Enter a Description for this Receiver (optional). For example, ‘Sales Rep pager’.

5. Enter the Primary PIN number for the device (mandatory). This can usually be found on the back of
the wireless device.

6. Select the Primary Carrier/Delivery from the drop-down menu (mandatory). There are two predefined
Carriers: :Fax’ and “:Voice’. Custom defined Carriers have to be created before attempting to create
any Receiver.

7. Select the Receiver Type from the drop-down menu according to the capabilities of the wireless
device used by this Receiver: ‘Alpha’ for alphanumeric (default), ‘Num’ for numeric, ‘2 Way’ for a two-
way device, ‘Fax’ for a Fax device, and ‘Voice’ for a voice enabled device. The Receiver Type is dis-
played in parenthesis after the Receiver name in all ‘Add/Edit Group’ pages and ‘Send Panels’, for
example, (R): Bill Jones (Alpha). Selecting the type ‘Fax’ or ‘Voice’ will automatically set the Primary
Carrier/Delivery to “:Fax’ or “:Voice’ respectively.
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8. Check the Define Alternate PIN/Carrier box if you want to be able to use a second wireless device for
this Receiver (optional).

9. Enter the Alternate PIN number for the device (mandatory if the Define Alternate PIN/Carrier box is
checked).

10. Select the Alternate Carrier/Delivery from the drop-down menu (mandatory if the Define Alternate
PIN/Carrier box is checked).

11. Check the Voice Enable check box if the Receiver has the capability to receive voice messages and
you want to enable this feature (optional).

12. Assign the Receiver as member of a Department from the Member Of list (mandatory).

13. Assign the Receiver as a guest in other Departments by selecting from the Available Departments
list and pressing the Add button (optional).

14. Set the Time Zone. Select the Server Time or a different time zone if it was defined. Time Zones are
defined in the ‘Settings’ menu.

15. Click the Save button.
In the case when an Alternate PIN/Carrier is defined, the order in which HipLinkXS is supposed to send
messages is the following:

If the Alternate PIN/Carrier box is not checked:

1. If the Primary Carrier is reachable, then send messages to the Primary PIN using the Primary Car-
rier.

2. If the Primary Carrier is unreachable, then send messages to the Primary PIN using the Backup
Carrier of the Primary Carrier.
If the Alternate PIN/Carrier box is checked:

1. If the Primary Carrier is reachable, then send messages to the Primary PIN using the Primary Car-
rier.

2. If the Primary Carrier is unreachable, then send messages to the Alternate PIN using the Alternate
Carrier.

3. If the Alternate Carrier is unreachable, then send messages to the Primary PIN using the Backup
Carrier of the Primary Catrrier.

4. If the Backup Carrier of the Primary Carrier is unreachable, then send messages to the Alternate
PIN using the Backup Carrier of the Alternate Carrier.



32 SETTINGS MENU

Edit Receiver
Each Receiver must have a unigue name, a device PIN, and must be assigned to a Carrier.
Receivers can support either one-way or two-way messaging.

Receiver Parameters

MName I.Jane Brown * | EditSchedule | Wiew Schedule
Description |.Jane's Pager

Primary PIM 5804 S

Primary Carrier/Delivery | TAP Dial-Up Carrier =

Receiver Type Alpha vl

[T Defing Alternate PIN/Carrier
Alternate PIN
Alternate CarrierfDelivery j

Time Zone Server Time 'l

[ “oice Enable

Departments
Member Of Sales =

Guest Settings

Hint: To select multiple items from a list, click the left mouse button while holding down either the
'Shift' or the 'Ctrl' key.
Available Departments Guest In

Customer Support &
Default j w
Engineering | «<Remove_|
Finance ﬂ

" Disahle Device
Start Date (0270872004
End Date 0270372004

BE

Group Assignments
Escalation Groups
Follow-me Groups
Receiver Groups
Company
Sales 1
Rotating Groups
Intervention Team
On-Duty Groups
Intervention On-Duty
Maintenance 2n-Duty]
Support

Sawve | Reset | Back |

*Note: Fields marked with an asterisk ™' are mandatory.

To modify a Receiver:
1. From the Settings menu, click Receivers on the left navigation bar.

2. On the ‘Receivers Panel’, find the Receiver name you want to modify and click the Edit icon.
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3. On the ‘Edit Receiver’ page, edit the Receiver Parameters.

4. Click the Schedule button if you want to see a list of schedules assigned to this Receiver.

5. Look in the Group Assignments to see in which Groups the Receiver belongs to.

6. Click the Save button to submit your changes and return to the ‘Receivers Panel’, Reset button to fill in
the previous values, or Cancel button to return without saving.

Note: The Schedule button and the Group Assignments table are displayed only on the ‘Edit
Receiver’ page.

To delete a Receiver:
1. From the Settings menu, click Receivers on the left navigation bar.
2. On the ‘Receivers Panel’, find the Receiver name you want to remove and click the Delete icon.

3. Click the OK button to confirm deletion or click Cancel to revoke this action.

Receivers Panel

Set up Receiver devices and assign thern to Carriers

Fine
Add Receiver Total number of receivers: 14
Filter

Edit Del Schd ¥ Receiver Name ) Racaiver PIN ) Carrier ) Protocal ) Disable '™/ Department

r § . = H- = I [

S 0O Amy Sales 1002 SHPP Two-Way Cartier SHPP Two-YWay Sales
g O Bill Phone 3332124466 WCTP One-Way Carrier WCTP One-Yyay Engineering
S 0O Jane Brown 9594 TAP Dial-Up Carrier TAP Dial-Up Sales
g O Jane Mobile 1357902468 SHPP One-Way Carrier SNPP One-Way Finance
S 0O Jess Cell FE0456E1230 HTTP Carrier HTTP Finance
4 O @ JoePager 7979 GSM Carrier GSM Engineering
S 0O John Coe Cell 1234567890 DThF Carrier DTHF Sales
4 [ @ John Doe Emall Jdoe@@company.com SMTP Carrier SMTR Sales
S 0O John Doe Pager 9576543210 TAP Dial-Up Carrier TAP Dial-Up Sales
g O Mary Jo Message 9991217768 HTTP Carrier HTTP Engineering
S 0O Sam Boss 3456 TAP Dial-Up Carrier TAP Dial-Up Default
g O Sue Manager 4444 “oice “oice Engineering
4 [ Q  Ted Customer 7850 TAP Dial-Up Carrier TAP Dial-Up Customer Suppart
g O Tim Tester 4666 TAP Dial-Up Carrier TAP Dial-Up Default
I~ Click to selectfunslect all
Delete

Add all the Receivers that HipLinkXS Users may want to send messages to.

Note: HipLinkXS controls the Receiver type and will send only appropriate messages to the wire-
less devices. For example, a text message delivered to a numeric pager will contain only numeric
characters, and a two-way message will be delivered only a two-way device. In the case where a
message containing text is sent to a numeric pager, HipLinkXS will strip the text characters, send
only the numeric content of the message, and log this fact in the log file.

For managing a large number of Receivers use either the simple Alphabetical Filtering feature (e.g., by
pressing one of the links A, B, C,..., Z, and Others), or the advanced Search feature to display only the
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information that you need (e.g., enter a keyword followed by a “**’ and press the Find button). Note that if
you already had defined a list of Personal Favorites, then the content of this list is displayed by default on
the left column. Select the link All to display all the available Receivers or Disabled to display only the dis-
abled ones.

You can also filter the Receivers using the Receiver Name, Receiver PIN, Carrier, Description (if
enabled in the Global Settings), Protocol, Disabled status, and Department. Set the appropriate filtering

criteria by entering text or selecting from the drop down boxes at the top of the table and then click on the
Filter button.

Receiver Schedules

A Receiver can have assigned to it a time schedule that defines its availability: when the Receiver is enti-
tled to receive messages and when it is not.
There are different situations when a Receiver can get a schedule:

+ a schedule can be assigned directly to a Receiver and will be in effect when messages are sent directly
to it.

» a Receiver can be a member of one or many On-Duty Groups and/or Follow-Me Groups. Within
each such a group, the Receiver will have assigned a schedule. These schedules will be in effect only
when messages are sent to the respective Groups.

» a Receiver can be a member of a regular Receiver Group which at its turn is a member of an On-Duty
Group or Follow-Me Group. The schedule assigned to the Receiver Group will affect all its members.
As in the previous case, these schedules will be in effect only when messages are sent to the respec-
tive Groups.

Note: If the global setting ‘Enable Send Receiver Schedule’ is enabled, then on all the ‘Send’
panels (i.e., ‘Standard Send’, ‘Quick Send’, etc.), only the Receivers that are on duty at that
moment are displayed.

Edit Receiver
Each Receiver rnust have a unigque name, a device PIM, and rmust be assigned to a Carrier.
Receivers can support either one-way or two-way messaging.

Receiver Parameters

MName IJDE Pager *  EditSchedule | View Schedule
Description |

Primary PIN 7878 *

Primary Carrier/Delivery | GSM Carrier =]+

Receiver Type Wa;,

The View Schedule button on the Edit Receiver panel allows a global view to all schedules assigned to
this Receiver. Please see the On-Duty Groups and Follow-Me Groups sections below to learn more
details about setting schedules.
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2003 Global Schedule for Recipient Bill Phone (Receiver)
. Jan Feb Mar Apr Mav Jun Jul Aug Sep Oct Mov Dec B

Maintenance On Duty

Suppor i i i

Maintenance On Duty

111

taintenance On Duty IIII IIII IIII

111

Maintenance On Duty

Suppor i i

Maintenance On Duty IIII IIII

Support I I I I

Maintenance On Duty

i
Suppor i i i

Note: You can always print the schedule as a reminder or for displaying purposes
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Receiver: Jane Mobile

Add weekly schedule |
Add Monthly schedule |

Add non-recurrent schedule

Browse... |

Import schedule |

Add from Templates |

Edit Select Export Marne Type Start
J O W weakly Weakly Feb 52004 09:00
I Click to select/unslect all.
Delate | Archive | Wiew Archi Close

Add a schedule to a Receiver:
1. From the Settings menu, click Receivers on the left navigation bar.
2. On the ‘Receivers Panel’, find the Receiver name you want to modify and click the Edit icon.
3. On the ‘Edit Receiver’ page, click the Edit Schedule button.

4. Receiver schedules can be either added manually, imported from a standard schedule file, or can be
added from already defined Schedule Templates (see the ‘Schedule Templates’ section for details).
There are three types of schedules that can be added manually: weekly, monthly, and non-recurrent.

* To create a weekly schedule click ‘Add Weekly Schedule’, then continue with Step A (Weekly).
* To create a monthly schedule click “Add Monthly Schedule’, then continue with Step A (Monthly).

« To create a non-recurring (once-only) schedule click ‘Add Non-recurring Schedule’, then continue with
Step A (Non-recurrent).

« To import a schedule file type the full path or click ‘Browse...’, select a standard schedule file (i.e., a file
with .ics extension) from your computer and then click ‘Import schedule’. If the import operation is suc-
cessful click the ‘Ok’ button to return to the ‘Schedule Templates Panel’.

« .To add a schedule from Templates, click ‘Add from Templates’, then continue with Step A (Templates).
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Receiver: Jane Mobile
Add/Edit a weekly schedule

Or-duty Tirne |

Scheduled Name:  [weekly

Time Frame: Start: IUQ '”UU 'l* End: |17 ‘I IUU 'l* Duration: IDBZDD

Recurrence pattern |

Recurrence every Il 'l week(s) on
M Sunday © Monday W Tuesday M Wednesday M Thursday B Friday [T Saturday

Range of recurrence

& Mo end date

© End after I OCCUMtENCEes
CEndby |

W=
ez

Start: [02/05/2004

Ok | Cancel |

Step A (Weekly): Create a Weekly Schedule for a Receiver:

1.
2.
3.

Click the Edit icon next and a Schedule window will pop-up.
Choose an Name for the Schedule (mandatory).

Enter a Time frame for the day of this Schedule (mandatory). Enter the Start and End time for the
schedule and the duration will be calculated for you. Alternatively, you can enter the Start time and the
Duration (hh:mm), and then the end time will be calculated for you when you click on the next field.

. Set the Recurrence pattern. Choose the number of weeks for the recurrence of this schedule and the

days on which this schedule should apply. For example if you pick 1 week and Monday then the sched-
ule will be in effect on every Monday, but if you pick 2 weeks and Monday, then the schedule will be in
effect every 2nd Monday.

. Set the Range of recurrence. The start date of this Schedule defaults to today’s date. You can

change it by directly editing the text box (use the MM/DD/YYYY format), or by clicking on the calendar
icon to select a date. By default the recurrence never ends. If you want it to end after a certain number
of occurrences, click the second radio button and enter the number of occurrence. To end at a certain
date, click the third radio button and enter a date in the text box (use the MM/DD/YYYY format) or click
on the calendar icon to select a date.

. When you are done click Ok. The Pop-up window will disappear. You may then either set up a sched-

ule for another member of this On-Duty group, or if you are done then click the Done button on that
page.
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Receiver: Jane Mobile
Add/Edit & manthly schedule

On-duty Time

Secheduled Marme: I

Time Frame: Start: IUU '”UU 'l* End: IUl '”UU 'I* Duration: [01:00

Recurrence pattern

o Dayll = of every |l = rmonth(s)
O The|First =] [sunday =l ofevery [1 =] monthis)

And continueforll 'l days

Range of recurrence

Start: [02/05/2004 & No end date
' End after I OCCUMtences
CEndby |
Ok | Cancel |

Step A (Monthly): Create a Monthly Schedule for a Receiver:

1.
2.
3.

Click the Edit icon next to the and a Schedule window will pop-up.
Choose an Name for the Schedule (mandatory).

Enter a Time frame for the day of this Schedule (mandatory). Enter the Start and End time for the
schedule and the duration will be calculated for you. Alternatively, you can enter the Start time and the
Duration (hh:mm), and then the end time will be calculated for you when you click on the next field.

. Select your preferred type of Recurrence pattern using the radio buttons.

. Set the Range of recurrence. The start date of this Schedule defaults to today’s date. You can

change it by directly editing the text box (use the DD/MM/YYYY format), or by clicking on the calendar
icon to select a date. By default the recurrence never ends. If you want it to end after a certain number
of occurrences, click the second radio button and enter the number of occurrence. To end at a certain
date, click the third radio button and enter a date in the text box (use the DD/MM/YYYY format) or click
on the calendar icon to select a date.

. When you are done click Ok. The Pop-up window will disappear. You may then either set up a sched-

ule for another member of this On-Duty Group, or if you are done then click the Done button on that
page.
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On-Duty Group: Intervention On-Duty
Member: Jane Brown
Add/Edit a weekly non-recurrent schedule

On-duty Time

Scheduled Mame: I

Time Frame:  Star: IUU '”UU 'l* End: IUl '”UU 'I* Duration: |D1:DD

Scheduled date

Date: [02/05/2004 B Continue unti [02/05/2004

Ok | Cancel |

Step A (Non-recurrent): Create a Non-recurrent Schedule for a Receiver:
1. Click the Edit icon next and a Schedule window will pop-up.
2. Choose an Name for the Schedule (mandatory).

3. Enter a Time frame for the day of this Schedule (mandatory). When you enter the Start and End time
for the schedule, then the duration will be calculated for you. Alternatively, you can enter the Start time
and the Duration (hh:mm), and then the end time will be calculated for you when you click on the next
field.

4. Choose the date of this Schedule by editing the Date text box (use the DD/MM/YYYY format), or by
clicking on the calendar icon to select a date.

5. When you are done click Ok. The Pop-up window will disappear. You may then either set up a sched-
ule for another member of this On-Duty group, or if you are done then click the Done button on that

page.

Receiver: Jane Mobile
Add/Edit a weekly non-recurrent schedule

Orn-duty Time

Scheduled Marne: I

Time Frame: Start: IUU '”UU ‘I * End: IUl '”UU 'l* Duration: ID']:DU

Scheduled date

Step A (Templates): Add a Schedule from Templates for a Receiver:

1. Check the Select check box in front of the Schedule Template name you want to add (or click the View
icon to see the schedule details before adding it).

2. Click the OK button to confirm deletion or click Cancel to revoke this action.
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Receiver Groups

A Receiver Group is a group of wireless devices, which have been defined as Receivers in HipLinkXS.
A Receiver Group can also contain as members other groups of Receivers (i.e., Receiver Groups, On-
Duty Groups, Escalation Groups, Rotate Groups, and Follow-Me Groups). Grouping Receivers (and
groups of Receivers) makes it possible for Users to send messages to all of the Receivers in the group
simultaneously. You can organize Receiver Groups for your company in any logical way.

Note: Any group can be a member of any other group. HipLinkXS will check for basic redun-
dancy and will send out only one message for a Receiver that is also member of a Group within
that Group. However, it is the responsibility of the HipLinkXS administrator to make groups that
make sense and avoid infinite loops.

For example, a Receiver Group named ‘Sales Team’ could include all members of the sales team in your
company. When a manager (or any HipLinkXS User) wants to alert sales personnel about a price change,
they can select this Receiver Group from the Receiver Groups list in any ‘Send Panel’.

Note: If a device is no longer being used, the Receiver can be deleted. This would automatically
remove the Receiver from all groups that it is associated with.

Edit Receiver Group
Each Receiver Group must have an unigue name, and be azsigned to & Department ..

Receiver Group Parameters

Matme ISaIES 1 * Scheduls

Dezcription INunh America

Departments
Member Of | Default =

Guest Settings

Hint: To select multiple items from a list, click the left maouse button while halding down either the "Shitt' or the
'Cirl key.

Available Departments Guestin

Custormer Support s

Default j Add »>
Engingering

ey LI << Fiemave

Save I Resat | Cancel |

*Note: Fields marked with an asterisk = are mandatary.

Give the new Receiver Group a unique name. If the ‘Department’ feature is
enabled, then you will also have to assign this Receiver Group to a Depart-
ment.

To add a new Receiver Group:

Step A: Create a Receiver Group record.

1. From the Settings menu, click Receiver Groups on the left navigation bar.
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. On the ‘Receiver Groups Panel’, click the Add Group button to reach the ‘Add Receiver Group’ page.
. Enter a unique Name for this group (mandatory).

. Enter a Description of this group (optional).

. If the ‘Department’ feature is not enabled, skip to step 8.

. Specify the Department for this new group.

N OO o0 WD

. If Users who only have rights to send messages to other departments will also need to send mes-
sages to this group, then you can allow them to do so by adding their department to the “Guest In” box.

8. Click the Save button to reach the ‘Add Receiver Group Members’ page.

Step B: Assign Receiver Group Members

1. Highlight the Receivers and/or Groups you want to include in the Member List and click the Add but-
ton. To select multiple items on a list, click the left mouse button while holding down either the ‘Shift’ or
‘Ctrl’ key.

Note: The type of the Group is coded as follows: (E) for Escalation Group, (F) for Follow-Me
Group, (G) for Receiver Group, (O) for On-Duty Group, and (R) for Rotate Group.

2. The Member List will display the members of this Receiver Group.
3. When you are finished, click Done.

Note: Highlight a Group and click the Show Group Members link to see the members of that
Group on a separate web page (useful if you want to see who’s on duty right now).

To modify a Receiver Group:
1. From the Settings menu, click Receiver Groups on the left navigation bar.
2. On the ‘Receiver Groups Panel’, find the group name you want to modify and click the Edit icon.

3. On the ‘Edit Receiver Group Members’ page, press the Edit icon to modify the Name or the Descrip-
tion (from the ‘Edit Receiver Group’ page). To add or remove members to or from the Member List,
highlight the Receivers and Groups and click Add or Remove respectively.

4. Click the Print Members button to open a new browser window with a list of the group members that
you can easily send to the printer by clicking on the Print button displayed at the bottom of the page.

5. When you are finished, click Done.

To delete a Receiver Group:
1. From the Settings menu, click Receiver Groups on the left navigation bar.
2. On the ‘Receiver Groups Panel’, find the group name you want to remove and click the Delete icon.

3. Click the OK button to confirm deletion or click Cancel to revoke this action.
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Add/Edit Receiver Group Members
Each Receiver Group must have a list of members formed by Receivers and Groups.

Edit Receiver Group Mame  Description
,f Sales 1 Morth America

Member List

Hint: to select multiple items from a list, click the mouse hutton while holding down either the "Shift' or
ol ke,

Receivers (R

lane Mohile -
Jess Cell

Joe Pager

John Doe Cell
lohn Doe Email
John Doe Pager

Groups (E) (F) (G) (0 (R)

Company (i)
Erneraency Escalation (E)
Follow John Doe (F)
Intervention Team (R)
Maintenance on Duty (0}

L

Show Group Members
Add Remove

tdember List

Amy Sales
Bill Phone
(0) Suppart

Daohe

Create a Member List for the new Receiver Group by adding Receivers.

Note: A Receiver Group can be a member of one or many On-Duty Groups and/or Follow-Me
Groups. Within each such a group, the Receiver Group will have assigned a schedule. The
Schedule button on the Edit Receiver Group panel allows a global view to all schedules assigned
to this group. Please see the On-Duty Groups and Follow-Me Groups sections below to learn
more details about setting schedules.

On-Duty Groups

An On-Duty Group is a group of Receivers (and/or other groups of Receivers) and the work schedules
of the people who use them. Messages sent to On-Duty Groups are only delivered to members who are
on duty at that time.

For example, an On-Duty Group named ‘Maintenance Team’ including ten members of the maintenance
team was created. A User sent a message to this On-Duty Group on Monday evening at 8:15 pm., when
they mistakenly set the alarm off. In this case, only two maintenance members received the message on
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their wireless devices, because they were on-duty at that time. If the “Rotating” property is enabled, then
only the first maintenance member will get the message.

Edit On-Duty Group

Each On-Duty Group must have an unigue name, and be assigned to a Department..

On-Duty Group Parameters

Mame [Support * Scheduls

Diescription ICustumerSuppnr‘[ Cn-Duty
Rotating I=d

Departments
Member OF |Cust0mer Suppnr‘t;l =

Guest Settings

Hint: To select multiple iterms from a list, click the left mouse button while holding down either the "Shift' or the 'Ctrl*
by,
Available Departments Guestin

Customer Support s

Drefault j &
Engineering

Finanoe LI <4 Remaove

Save I Reszet | Cancel |

*Note: Fields marked with an asterisk =" are rmandatory.

Give the new On-Duty Group a unique name. If the ‘Department’ feature is
enabled, then you will also have to assign this On-Duty Group to a Depart-
ment.

To add a new On-Duty Group:

Step A: Create an On-Duty Group record.
1. From the Settings menu, click Receiver Groups on the left navigation bar.
2. On the ‘On-Duty Groups Panel’, click the Add Group button to reach the ‘Add On-Duty Group’ page.
3. Enter a uniqgue Name for this group (mandatory).
4. Enter a Description of this group (optional).
5. Check the Rotating check box if you want to enable the ‘Rotating’ property inside the On-Duty Group
(optional).

Note: The ‘Rotating’ property has an effect only if there are two or more members on duty at
the same time. If the ‘Rotating’ property is enabled, then the message will be sent by rotation
to the next member in the group who has a valid schedule at that given time. In other words,
the schedule has a higher precedence than the rotating property.

6. If the ‘Department’ feature is not enabled, skip to step 8.

7. Specify the Department for this new group.
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8. If Users who only have rights to send messages to other departments will also need to send mes-
sages to this group, then you can allow them to do so by adding their department to the “Guest In” box.

9. Click the Save button to reach the ‘Add/Edit On-Duty Group Members’ page.

Step B: Assign On-Duty Group Members
1. Highlight the Receiver or Group you want to include in the Member List and click the Add button.

Note: The type of the Group is coded as follows: (E) for Escalation Group, (F) for Follow-Me
Group, (G) for Receiver Group, (O) for On-Duty Group, and (R) for Rotate Group.

2. Repeat as necessary.
3. The Member List will display the members of this On-Duty Group.

Note: Highlight a Group and click the Show Group Members link to see the members of that
Group on a separate web page (useful if you want to see who’s on duty right now).

On-Duty Group: Intervention On-Duty
Member: Jane Brown

Add weekly schedule |
Add Monthly schedule |

Add non-recurrent schedule

Browse... |

Import schedule |

Add from Templates |

Edit Select Export Marne Type Start
J O Weakly Schedule Waekly Feh 32004 09:15
- Click to selectfunslect all.

Delete | Archive | Wiew Archi Close

Step C: Create the schedules for the On-Duty Group Members:
1. Click the Edit icon and a Schedule window will pop-up.

2. On-Duty Group schedules can be either added manually, imported from a standard schedule file, or
can be added from already defined Schedule Templates (see the ‘Schedule Templates’ section for
details). There are three types of schedules that can be added manually: weekly, monthly, and non-
recurrent.

* To create a weekly schedule click ‘Add Weekly Schedule’, then continue with Step D (Weekly).
» To create a monthly schedule click “Add Monthly Schedule’, then continue with Step D (Monthly).

» To create a non-recurring (once-only) schedule click ‘Add Non-recurring Schedule’, then continue with
Step D (Non-recurrent).
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+ To import a schedule file type the full path or click ‘Browse...’, select a standard schedule file (i.e., a file

with .ics extension) from your computer and then click ‘Import schedule’. If the import operation is suc-
cessful click the ‘Ok’ button to return to the ‘Schedule Templates Panel’.

.To add a schedule from Templates, click ‘Add from Templates’, then continue with Step D (Templates).

On-Duty Group: Intervention On-Duty
Member: Jane Brown
Add/Edit a weekly schedule

Orn-duty Tirme |

Scheduled Name: [WWeekly Schedule @

Time Frame: Start: IUQ '”UU 'l* End: Il? '”UU 'I* Duration: IDBZDD

Recurrence pattern |

Recurrence every I 1 'I wieek(s] on
[ Sunday M Monday W Tuesday M Wednesday W Thursday W Friday [T Saturday

Range of recurrence

& Mo end date
Stan: IDZIDSIZDM  End after I OCCUrrences
CEndby |

Ok | Cancel |

Step D (Weekly): Create a Weekly Schedule for an On-Duty Group Member:

1.
2.
3.

Click the Edit icon next and a Schedule window will pop-up.
Choose an Name for the Schedule (mandatory).

Enter a Time frame for the day of this Schedule (mandatory). Enter the Start and End time for the
schedule and the duration will be calculated for you. Alternatively, you can enter the Start time and the
Duration (hh:mm), and then the end time will be calculated for you when you click on the next field.

. Set the Recurrence pattern. Choose the number of weeks for the recurrence of this schedule and the

days on which this schedule should apply. For example if you pick 1 week and Monday then the sched-
ule will be in effect on every Monday, but if you pick 2 weeks and Monday, then the schedule will be in
effect every 2nd Monday.

. Set the Range of recurrence. The start date of this Schedule defaults to today’s date. You can

change it by directly editing the text box (use the MM/DD/YYYY format), or by clicking on the calendar
icon to select a date. By default the recurrence never ends. If you want it to end after a certain number
of occurrences, click the second radio button and enter the number of occurrence. To end at a certain
date, click the third radio button and enter a date in the text box (use the MM/DD/YYYY format) or click
on the calendar icon to select a date.

. When you are done click Ok. The Pop-up window will disappear. You may then either set up a sched-

ule for another member of this On-Duty group, or if you are done then click the Done button on that
page.
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On-Duty Group: Intervention On-Duty
Member: Jane Brown
Add/Edit a maonthly schedule

On-duty Time

Scheduled Marne: I

Time Frame: Start: IDD '”UU 'I* End: IUl '”DD 'I * Duration: |D1:DD

Recurrence pattern

lc Dayll = of every |l =l manth(s)
o ThelFirst x| [sunday 7| ofevery |1 =] month(s)

And continuefurll 'I days

Range of recurrence

Start:  |02/06/2004 Mo end date
© End after I OCCUMtENCEes
CEndby |
Ok | Cancel |

Step D (Monthly): Create a Monthly Schedule for an On-Duty Group Member:

1.
2.
3.

Click the Edit icon next to the and a Schedule window will pop-up.
Choose an Name for the Schedule (mandatory).

Enter a Time frame for the day of this Schedule (mandatory). Enter the Start and End time for the
schedule and the duration will be calculated for you. Alternatively, you can enter the Start time and the
Duration (hh:mm), and then the end time will be calculated for you when you click on the next field.

. Select your preferred type of Recurrence pattern using the radio buttons.

. Set the Range of recurrence. The start date of this Schedule defaults to today’s date. You can

change it by directly editing the text box (use the DD/MM/YYYY format), or by clicking on the calendar
icon to select a date. By default the recurrence never ends. If you want it to end after a certain number
of occurrences, click the second radio button and enter the number of occurrence. To end at a certain
date, click the third radio button and enter a date in the text box (use the DD/MM/YYYY format) or click
on the calendar icon to select a date.

. When you are done click Ok. The Pop-up window will disappear. You may then either set up a sched-

ule for another member of this On-Duty Group, or if you are done then click the Done button on that
page.
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On-Duty Group: Intervention On-Duty
Member: Jane Brown
Add/Edit a weekly non-recurrent schedule

On-duty Time

Scheduled Mame: I

Time Frame:  Star: IUU '”UU 'l* End: IUl '”UU 'I* Duration: |D1:DD

Scheduled date

Date: [02/05/2004 B Continue unti [02/05/2004

Ok | Cancel |

Step D (Non-recurrent): Create a Non-recurrent Schedule for an On-Duty Group Member:
1. Click the Edit icon next and a Schedule window will pop-up.
2. Choose an Name for the Schedule (mandatory).

3. Enter a Time frame for the day of this Schedule (mandatory). When you enter the Start and End time
for the schedule, then the duration will be calculated for you. Alternatively, you can enter the Start time
and the Duration (hh:mm), and then the end time will be calculated for you when you click on the next
field.

4. Choose the date of this Schedule by editing the Date text box (use the DD/MM/YYYY format), or by
clicking on the calendar icon to select a date.

5. When you are done click Ok. The Pop-up window will disappear. You may then either set up a sched-
ule for another member of this On-Duty group, or if you are done then click the Done button on that

page.

On-Duty Group: Intervention On-Duty

Member: Jane Brown
Wiew Select Mame Type Start
Q O 9t0 5 Weekly Feb 5 2004 09:00
r Click to select/unslect all.
Add | | Cancel |

Step D (Templates): Add a Schedule from Templates for an On-Duty Group Member:

1. Check the Select check box in front of the Schedule Template name you want to add (or click the View
icon to see the schedule details before adding it).

2. Click the OK button to confirm deletion or click Cancel to revoke this action.

To modify an On-Duty Group:
1. From the Settings menu, click On-Duty Groups on the left navigation bar.

2. On the ‘On-Duty Groups Panel’, find the group name you want to modify and click the Edit icon.
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3. On the ‘Edit On-Duty Group Members’ page, press the Edit icon to modify the Name or the Descrip-
tion (from the ‘Edit On-Duty Group’ page). To add members to the Member List, highlight the Receiv-
ers and Receiver Groups and click the Add button.

4. Click the Print Members button to open a new browser window with a list of the group members that
you can easily send to the printer by clicking on the Print button displayed at the bottom of the page.

5. When you are finished, click Done.

To delete an On-Duty Group:
1. From the Settings menu, click On-Duty Groups on the left navigation bar.
2. On the ‘On-Duty Groups Panel’, find the group name you want to remove and click the Delete icon.

3. Click the OK button to confirm deletion or click Cancel to revoke this action.

To archive an On-Duty Group schedule:
1. From the Settings menu, click On-Duty Groups on the left navigation bar.
2. On the ‘On-Duty Groups Panel’, find the group name you want to modify and click the Edit icon.

3. On the ‘Add/Edit On-Duty Group Members’ panel, click the ‘Edit’ icon for the On-Duty Group member
you want to modify.

4. On the ‘On-Duty Group Member’ page, click the check box for the schedule that you want to archive
(or click the ‘select all’ check box at the bottom of the table).

5. Click the Archive button to confirm or click the Close button to revoke this action.

6. From the ‘Add/Edit On-Duty Group Members’ panel you can choose to display the active schedules by
clicking on the ‘Active’ icon, or the archived schedules by pressing on the ‘Archived’ icon.
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Add/Edit On-Duty Group Members

Each On-Duty Group must have a member list formed by Receivers and/or Receiver Groups.
Each member from the list should have On-Duty schedule.

Edit Schedule On-Duty Group Mame Description

Jd 9 Support Customer Support On-Duty
Hint: To select multiple itermns from a list, click the mouse button while holding down either the "Shift'
or 'Ctrl' key.

Receivers (F) Groups (E) (G) (F) (O) (R)

Ay Sales (2Way) i’ Company (G -

Joe Pager Emergency Escalation (E)

John Doe Cell {Mum? Follow John Doe (F)

John Doe Email =l Intervention On-Duty (0% =l

Show Group Members
Add

Member List

Del Edit Active Archived Member name Type Schedule On-Duty Mow Up Down Last Rotating Sent
X |4 |9 Q Bill Phone Receiver o o ¥

X |4 |9 Q Jane Brown  Receper o o NI

X 4 Q L} Jane Mobile  Receiver o o NG

X |4 Y Jess Cell Receiver o o n

* Click on Edit to define a schedule

Done Frint Mermbers

*Note: Fields marked with an asterisk ™' are mandatary.

Define the work schedules for each On-Duty Group member. The Member
List will display the members of this On-Duty Group and the work schedules
of the people who use the devices.

The ‘On-Duty Now’ flag allows Users to see who is currently on duty at the present moment.

The ‘Up’, ‘Down’, and ‘Last Rotating Sent’ columns are displayed only if the Rotating property is enabled.
The ‘Up’ and ‘Down’ arrow icons allow to change the order of the list.

To view the member schedule for an On-Duty Group:
1. From the Settings menu, click On-Duty Groups on the left navigation bar.

2. On the ‘On-Duty Groups Panel’, click the Edit lcon next to reach the ‘Add/Edit On-Duty Group Mem-
bers’ panel.

3. On the ‘Add/Edit On-Duty Group Members’ panel, click on the Schedule Icon to view the member
schedule.
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2003 Member Schedule for On-duty Group: Support

< dan Feb Mar Apr May Jun Jul Aug Sep Dot Mov Dec

Tue Apr 1 Wi Apr 2 Thu Apr 3
Member
am fm am fm am fm
Bill Phane IIII IIII IIII
Jane Brown III
Jane hobile IIII IIII IIII
Jeszs Cell IIII IIII IIII
Fri Apr 4 Sat Apr s Sun Apr B
Member
am fm am fm am fm
Bill Phone (] ] ]
Jane Brown III III
Jane Mabile IIII
Jeszs Cell IIII
Mon &pr 7 Tue Apr 3 Wed Apr 9
Member
am fm am fm am fm
Bill Phone IIII IIII IIII
Jane Brown III III III
Jane hobile IIII IIII IIII
Jess Cell IIII IIII IIII

Note: An On-Duty Group can be a member of one or many On-Duty Groups and/or Follow-Me
Groups. Within each such a group, the On-Duty Group will have assigned a schedule. The
Schedule button on the Edit On-Duty Group panel allows a global view to all schedules assigned

to this group.

2003 Global Schedule for Recipient Support (On-duty)

< dan Feb Mar Ape blay Jun Jul Aug Sep Oct Nov Dec

Tue Apr 1 Wied Apr 2 Thu Apr 3

Member of

am pm am fm am fam
Suppor I I I
R Fri Apr 4 Sat Aprs Sun Apr B

am pm am [ am fm
Suppor L i
e T Mon Apr T Tue &pr & Wed Apr 9

am pm am fm am fam
Suppor I I I
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Escalation Groups

An Escalation Group is a group that allows you to specify a delay between the message send time for
each Receiver and/or Receiver Group. When Users send messages to members of an Escalation
Group, each member will receive the message at different times, according to the intervals the adminis-
trator set up, until the message is confirmed by one of the Receivers. This is beneficial when a User (the
sender of a message) requires an answer in a given time before contacting the next Receiver.

For example, a User may send a message to Ann, asking if she can give a presentation to a potential
customer. If Ann does not respond to the message in 30 minutes (the delay interval set up between the
first and the second Receiver), the message is sent to Jill, the second Receiver in line. The escalation
process continues until one of the Receivers answers the message in the Confirmation Send panel, or
all of the Receivers in the Escalation Group have been contacted.

Edit Escalation Group
Each Escalation Group must have an unique name, and be assigned to a Department ..

Escalation Group Parameters

MName IEmergency Escalation * Schedule

Description |
Rotating =

Departments
Member Of |Engineering ;I *

Guest Settings

Hint: To select multiple iterms from a list, click the left maouse button while halding down either the "Shitt' or the 'Ctrl*
key.
Available Departments Guestin

Custormer Support s

Default j %
Engingering

ey LI << Fiemave

Save I Reset | Canicel |

*Note: Fields marked with an asterisk =" are rmandatory.

Step A: Give the new Escalation Group a unique name. If the ‘Department’
feature is enabled, then you will also have to assign this Escalation Group to
a Department. Click Save to complete this step.

To add a new Escalation Group:

Step A: Create a Receiver Group record.
1. From the Settings menu, click Receiver Groups on the left navigation bar.

2. On the ‘Escalation Groups Panel’, click the Add Group button to reach the ‘Add Escalation Group’
page.
3. Enter a uniqgue Name for this group (mandatory).

4. Enter a Description of this group (optional).
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5. Check the Rotating check box if you want to enable the ‘Rotating’ property inside the Escalation
Group (optional).

Note: If the ‘Rotating’ property is enabled, then the message will be sent by rotation to the
next member in the group and the escalation process will start from there. In other words the
rotation property has a higher precedence than the escalation property.

6. If the ‘Department’ feature is not enabled, skip to step 8.

7. Specify the Department for this new group.

8. If Users who only have rights to send messages to other departments will also need to send mes-
sages to this group, then you can allow them to do so by adding their department to the “Guest In” box.

9. Click the Save button to reach the ‘Add Escalation Group Members’ page.

Addi/Edit Escalation Group Members

Each Escalation Group must have a member list formed by Receivers andior Receiver Groups
Specify an escalation delay for each member in the list.

Edit Ezcalation Group Mame  Description

,f Emergency Escalation

Escalation Delay | 101 -I {minutes)
Receivers Groups (B F) (3 (00 (R
|P.m\,r Sales ;I |Cnm|:|an5r (3] ;I
Show Group Members
Add Receiver Add Group |
Member List
Dl lember Name Type Escalation Delay Up Down  Mew Delay  Mext-in-line
A Ted Customer Receiver v 0l - o
£ Tim Tester Receiver 20 minutes A (¥ I 120 -I
X Sue Manager Receiver 20 minutes NG Z0 -
X SamBoss Receiver 20 minutes A 120 -
Done

*Note: Fields marked with an asterisk =" are rmandatory.

Specify a delay between Receivers and/or Groups. The members of the new
Escalation Group and the delay between Receivers will be displayed.

Note: The ‘Next in line’ column is displayed only if the Rotating property is enabled.

Step B: Assign Escalation Group Members.

1. Set the Escalation Delay to be used between each member of the Escalation Group. Note that the

first Receiver does not require a delay. A delay greater than 5 minutes is recommended for the other
Receivers.
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2. Select a Receiver or Group and click the Add button. Escalation messages will be sent in the order
they are added to the Member List.

Note: The type of the Group is coded as follows: (E) for Escalation Group, (F) for Follow-Me
Group, (G) for Receiver Group, (O) for On-Duty Group, and (R) for Rotate Group.

3. Repeat steps 3 and 4 until all the members of the Escalation Group are added to the table.
4. All the information will be listed in the Member List table.

5. To change the order of the members of the list press the Up or Down icons. To change the Escalation
Delay use the New Delay drop down list available on each row.

6. When you are finished, click Done.

Note: Highlight a Group and click the Show Group Members link to see the members of that
Group on a separate web page (useful if you want to see who’s on duty right now).

To modify an Escalation Group:
1. From the Settings menu, click Escalation Groups on the left navigation bar.
2. On the ‘Escalation Groups Panel’, find the group name you want to modify and click the Edit icon.

3. On the ‘Edit Escalation Group Members’ page, press the Edit icon to modify the Name or the Descrip-
tion (from the ‘Edit Escalation Group’ page). To add members to the Member List, highlight the
Receivers or Receiver Groups and click the Add Receiver or Add Receiver Group button respec-
tively. To delete a member from the Member List, click the Delete icon to the left of the name you want
to remove. To change the order of the members of the list press the Up or Down icons. To change the
Escalation Delay use the New Delay drop down list available on each row.

4. Click the Print Members button to open a new browser window with a list of the group members that
you can easily send to the printer by clicking on the Print button displayed at the bottom of the page.

5. When you are finished, click Done.

To delete an Escalation Group:
1. From the Settings menu, click Escalation Groups on the left navigation bar.
2. On the ‘Escalation Groups Panel’, find the group name you want to remove and click the Delete icon.

3. Click the OK button to confirm deletion or click Cancel to revoke this action.

Note: An Escalation Group can be a member of one or many On-Duty Groups and/or Follow-Me
Groups. Within each such a group, the escalation Group will have assigned a schedule. The
Schedule button on the Edit Escalation Group panel allows a global view to all schedules
assigned to this group. Please see the On-Duty Groups and Follow-Me Groups sections above
and below to learn more details about setting schedules.

Rotate Groups

A Rotate Group is a group that allows you to send messages to different Receivers or Groups in a rota-
tion. A group is created by simply adding Receivers or Groups in the order that you would like them to
receive the messages. This order can be changed later. When a message is sent to the group, HipLinkXS
will check which receiver is flagged to receive the message based on this order.
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For example, a Rotate Group named ‘Intervention Team’ might include three Receivers and one On-
Duty Group, (e.g., ‘Bill Phone’, ‘Jane Mobile’, ‘Jess Cell’ and the ‘Intervention On-Duty’ group). The first
message sent to the group will go to ‘Bill Phone, the second one to ‘Jane Mobile’, the third to ‘Jess Cell’
and then the fourth will go to whoever is on duty at that time in the ‘Intervention On-Duty’ group. Hip-
LinkXS will keep track of who got the last message and always send the next message to the next
receiver in line.

To add a new Rotate Group:

Step A: Create a Rotate Group record.

1.
. On the ‘Rotate Groups Panel’, click the Add Group button to reach the ‘Add Rotate Group’ page.

N OO o~ WD

From the Settings menu, click Rotate Groups on the left navigation bar.

. Enter a unique Name for this group (mandatory).

. Enter a Description of this group (optional).

. If the ‘Department’ feature is not enabled, skip to step 8.
. Specify the Department for this new group.

. If Users who only have rights to send messages to other departments will also need to send mes-

sages to this group, then you can allow them to do so by adding their department to the “Guest In” box.

. Click the Save button to reach the ‘Add Rotate Group Members’ page.

Edit Rotate Group
Each Rotate Group must have an unigue name, and be azsigned to & Department ..

Rotate Group Parameters

Marme |Intewentiun Team * Schedule

Description IRutating

Departments
Member Of |Engineering = -

Guest Settings

Hint: Ta select multiple items fram a list, click the left maouse hutton while holding down either the 'Shift' ar the 'Cl’
key.
Available Depatments Guestin

Custorner Support -

Default j Add »>
Engineering

Sirormiae ﬂ << Remove

Save I Reszet | Cahicel |

*Mote: Fields marked with an asterizsk ™ are mandatary.

Give the new Rotate Group a unique name. If the ‘Department’ feature is
enabled, then you will also have to assign this Rotate Group to a Department.

Step B: Assign Rotate Group Members.
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1. Select a Receiver or Group and then click the Add Receiver or Add Group button respectively.

Rotate Group messages will be sent in rotation to the receiver that is flagged “Next-in-Line” in Mem-
ber List.

Note: The type of the Group is coded as follows: (E) for Escalation Group, (F) for Follow-Me
Group, (G) for Receiver Group, (O) for On-Duty Group, and (R) for Rotate Group.

2. To change the order of the members of the list press the Up or Down icons.

3. Click the Print Members button to open a new browser window with a list of the group members that
you can easily send to the printer by clicking on the Print button displayed at the bottom of the page.

4. When you are finished, click Done.

Note: A Rotate Group can be a member of one or many On-Duty Groups and/or Follow-Me
Groups. Within each such a group, the Rotate Group will have assigned a schedule. The Sched-
ule button on the Edit Rotate Group panel allows a global view to all schedules assigned to this

group. Please see the On-Duty Groups and Follow-Me Groups sections below to learn more
details about setting schedules.

Add/Edit Rotate Group Members

Each Rotate Group must have a member list formed by Receivers andior Receiver Groups

Edit Rotate Group Mame Dezcription

,f Intervention Team Rotating
Receivers Graups (E) F) (G) (0 (R)
|P.m\,r Sales ;I |Cnm|:|an5r {e}) ;I
Show Group Members
Add Receiver Add Group |
Member List
Dl Member Mame Type Up Dowwn Mest-in-line
X Bill Phone Receiver v W
X Jane Mobile Receiver A (¥
X Jesscel Receiver &) (¥
X Intervention On-Duty On-duty N
Dare

*Note: Fields marked with an asterisk =" are rmandatory.

Follow-Me Groups

A Follow-Me Group is a group that allows you to send messages to different Receivers or Groups
depending on the time of day. This could also be achieved with an On-Duty Group, but the Follow-Me

interface is more suited to this purpose, i.e., for one person with multiple Receivers rather than multiple
people with one receiver each.
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For example, a Follow-Me Group named ‘Follow John Doe’ might include three different Receivers:
‘John Doe Cell’, ‘John Doe Pager’ and ‘John Doe Email’. On weekday mornings when he gets to work,
messages are sent to his text-enabled cell phone, in the afternoon while he is giving lectures they are
sent to his pager, and at night while he is at home they are sent to his E-mail address receiver.
Step A: Create a Follow-Me Group record.

1. From the Settings menu, click Follow-me Groups on the left navigation bar.

2. On the ‘Follow-me Groups Panel’, click the Add Group button to reach the ‘Add On-Duty Group’ page.

3. Enter a unique Name for this group (mandatory).

4. Enter a Description of this group (optional).

5. Check the Rotating check box if you want to enable the ‘Rotating’ property inside the Follow-Me

Group (optional).

Note: The ‘Rotating’ property has an effect only if there are two or more members scheduled
to receive messages at the same time. If the ‘Rotating’ property is enabled, then the message
will be sent by rotation to the next member in the group who has a valid schedule at that given
time. In other words, the schedule has a higher precedence than the rotating property.

6. If the ‘Department’ feature is not enabled, skip to step 8.
7. Specify the department for this new group.

8. If Users who only have rights to send messages to other departments will also need to send mes-
sages to this group, then you can allow them to do so by adding their department to the “Guest In” box.

9. Click the Save button to reach the ‘Add/Edit Follow-Me Group Members’ page.

Edit Follow-me Group
Each Follow-me Group must have an unigue name, and be assigned to a Department...

Follow-me Group Parameters

Mame  [Fallow John Doe = Schede

Description |
Rotating ]

Departments
MemberOf |Sales =l

Guest Settings

Hint: To select multiple iterms from a list, click the left maouse button while halding down either the "Shitt' or the 'Ctrl*
key.
Available Departments Guestin

Custormer Support s

Default j Add »>
Engingering

ey LI << Fiemave

Save I Resat | Cancel |

*Note: Fields marked with an asterisk = are mandatary.
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Step B: Assign Follow-Me Group Members
1. Highlight the Receiver or Group you want to include in the Member List and click the Add button.

Note: The type of the Group is coded as follows: (E) for Escalation Group, (F) for Follow-Me
Group, (G) for Receiver Group, (O) for On-Duty Group, and (R) for Rotate Group.

2. Repeat as necessary.

3. The Member List will display the members of this Follow-Me Group.

Note: Highlight a Group and click the Show Group Members link to see the members of that
Group on a separate web page (useful if you want to see who’s on duty right now).

Add/Edit Follow-me Group Members

Each Follow-me Group must have a member list formed by Receivers andf/or Receiver Groups.Each member
fram the list must have Follow-me schedule.

Edit Schedule Follow-me Group Name Description
S Q Follow John Doe

Hint: To select multiple iterms from a list, click the mouse button while holding down either the 'Shift' or

'Ctrl' key.
Receivers () Groups (E) (F) (G) (O} (R)
Ay Sales (2Way) il Cormpany (G) -
Bill Phane Ermergency Escalation (E)
Jane Brown Intervention On-Duty (O
Jane Mohile =l |intervention Tear (R) =l
Show Group Members
Add
Member List
Del Edit Active Archived Member name Type  Schedule On-Duty Mow Up Down Last Rotating Sent
X /4 |9 Q John Doe Cell (Murn) Receiver o v
x4 |9 Q John Doe Email Receiver o NG
X 4 Q Q John Doe Pager Receiver ./ 7 n

* Click on Edit to define a schedule

Done Print Members

*Note: Fields marked with an asterisk ™' are mandatary.

The ‘On-Duty Now’ flag allows Users to see who is currently on duty at the present moment.
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Follow-me Group: Follow John Doe
Member: John Doe Cell
Add/Edit a weekly schedule

On-duty Time

Scheduled Name: [VWeekly Schedule @

Time Frame: Start: IUQ '”UU 'l* End: Il? '”UU 'I* Duration: IDBZDD

Recurrence pattern

Recurrence every |1 'I wieek(s] on
[ Sunday W Monday M Tuesday W Wednesday W Thursday © Friday [ Saturday

Range of recurrence

& Mo end date
Start: IDZIDSIZDM  End after I OCCUrtences
CEndby |

813 Cancel

Step C: Create the schedules for the Follow-Me Group Members:

1. Click the Edit icon and a Schedule window will pop-up.

2. Follow-Me Group schedules can be either added manually, imported from a standard schedule file,
or can be added from already defined Schedule Templates (see the ‘Schedule Templates’ section
for details). There are three types of schedules that can be added manually: weekly, monthly, and non-
recurrent.

* To create a weekly schedule click ‘Add Weekly Schedule’, then continue with Step D (Weekly).
* To create a monthly schedule click “Add Monthly Schedule’, then continue with Step D (Monthly).

» To create a non-recurring (once-only) schedule click ‘Add Non-recurring Schedule’, then continue with
Step D (Non-recurrent).

« To import a schedule file type the full path or click ‘Browse...", select a standard schedule file (i.e., a file
with .ics extension) from your computer and then click ‘Import schedule’. If the import operation is suc-
cessful click the ‘Ok’ button to return to the ‘Schedule Templates Panel'.

» .To add a schedule from Templates, click ‘Add from Templates’, then continue with Step D (Templates).
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On-Duty Group: Intervention On-Duty
Member: Jane Brown
Add/Edit a weekly schedule

Orn-duty Tirme |

Scheduled Name: [WWeekly Schedule @

Time Frame: Start: IUQ '”UU 'l* End: Il? '”UU 'I* Duration: IDBZDD

Recurrence pattern |

Recurrence every I 1 'I wieek(s] on
[T Sunday W Monday W Tuesday W Wednesday M Thursday W Friday [ Saturday

Range of recurrence |

& Mo end date
Start: IDQIDSJ"QDDil  End after I acourrences
OEndby |

Ok | Cancel |

Step D (Weekly): Create a Weekly Schedule for an Follow-Me Group Member:

1

. Click the Edit icon next and a Schedule window will pop-up.
2.
3.

Choose an Name for the Schedule (mandatory).

Enter a Time frame for the day of this Schedule (mandatory). Enter the Start and End time for the
schedule and the duration will be calculated for you. Alternatively, you can enter the Start time and the
Duration (hh:mm), and then the end time will be calculated for you when you click on the next field.

. Set the Recurrence pattern. Choose the number of weeks for the recurrence of this schedule and the

days on which this schedule should apply. For example if you pick 1 week and Monday then the sched-
ule will be in effect on every Monday, but if you pick 2 weeks and Monday, then the schedule will be in
effect every 2nd Monday.

. Set the Range of recurrence. The start date of this Schedule defaults to today’s date. You can

change it by directly editing the text box (use the MM/DD/YYYY format), or by clicking on the calendar
icon to select a date. By default the recurrence never ends. If you want it to end after a certain number
of occurrences, click the second radio button and enter the number of occurrence. To end at a certain
date, click the third radio button and enter a date in the text box (use the MM/DD/YYYY format) or click
on the calendar icon to select a date.

. When you are done click Ok. The Pop-up window will disappear. You may then either set up a sched-

ule for another member of this On-Duty group, or if you are done then click the Done button on that
page.
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Follow-me Group: Follow John Doe
Member: John Doe Cell
Add/Edit & manthly schedule

On-duty Time

Scheduled MName: I

Time Frame:  Start: IUU '”UU *l* End: IUl '”UU 'I* Duration: |D1:DD

Recurrence pattern

& Dayll 'l of every |1 7| month(s)
o ThelFirst  =|[sunday 7| ofevery |1 =] month(s)

And continueforll 'l days

Range of recurrence

Start: |02/05/2004 @ Mo end date

' End after I OCCUMrences
CEndby |

8] Cancel

Step D (Monthly): Create a Monthly Schedule for an Follow-Me Group Member:

1.
2.
3.

Click the Edit icon next to the and a Schedule window will pop-up.
Choose an Name for the Schedule (mandatory).

Enter a Time frame for the day of this Schedule (mandatory). Enter the Start and End time for the
schedule and the duration will be calculated for you. Alternatively, you can enter the Start time and the
Duration (hh:mm), and then the end time will be calculated for you when you click on the next field.

. Select your preferred type of Recurrence pattern using the radio buttons.

. Set the Range of recurrence. The start date of this Schedule defaults to today’s date. You can

change it by directly editing the text box (use the DD/MM/YYYY format), or by clicking on the calendar
icon to select a date. By default the recurrence never ends. If you want it to end after a certain number
of occurrences, click the second radio button and enter the number of occurrence. To end at a certain
date, click the third radio button and enter a date in the text box (use the DD/MM/YYYY format) or click
on the calendar icon to select a date.

. When you are done click Ok. The Pop-up window will disappear. You may then either set up a sched-

ule for another member of this On-Duty Group, or if you are done then click the Done button on that
page.
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Follow-me Group: Follow John Doe
Member: John Doe Cell
Add/Edit a weekly non-recurrent schedule

Orn-duty Time

Scheduled Name: I

Time Frame:  Star: IUU '”UU 'l* End: IUl '”UU ‘I * Duration: |D1:DD

Scheduled date

Date: |02/05/2004 Continue until: [12/05/2004

Ok Cancel

Step D (Non-recurrent): Create a Non-recurrent Schedule for an Follow-Me Group Member:

1.
2.
3.

Click the Edit icon next and a Schedule window will pop-up.
Choose an Name for the Schedule (mandatory).

Enter a Time frame for the day of this Schedule (mandatory). When you enter the Start and End time
for the schedule, then the duration will be calculated for you. Alternatively, you can enter the Start time
and the Duration (hh:mm), and then the end time will be calculated for you when you click on the next
field.

. Choose the date of this Schedule by editing the Date text box (use the DD/MM/YYYY format), or by

clicking on the calendar icon to select a date.

. When you are done click Ok. The Pop-up window will disappear. You may then either set up a sched-

ule for another member of this On-Duty group, or if you are done then click the Done button on that
page.

Follow-me Group: Follow John Doe

Member: John Doe Cell
Wiew Select Mame Type Start
Q O Ftoh5 Weekly Feb 52004 02:00
r Click to selectfunslect all.
Add | | cancal |

Step D (Templates): Add a Schedule from Templates for an Follow-Me Group Member:

1.

Check the Select check box in front of the Schedule Template name you want to add (or click the View
icon to see the schedule details before adding it).

2. Click the OK button to confirm deletion or click Cancel to revoke this action.

To view the member schedule for a Follow-Me Group:

1.

From the Settings menu, click Follow-Me Groups on the left navigation bar.

2. On the ‘Follow-Me Groups Panel’, click the Edit lcon next to reach the ‘Add/Edit Follow-Me Group

Members’ panel.
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On the ‘Add/Edit Follow-Me Group Members’ Panel, click on the Schedule Icon to view the member
schedule.

To modify a Follow-Me Group:

1.
2.
3.

5.

From the Settings menu, click Follow-Me Groups on the left navigation bar.
On the ‘Follow-Me Groups Panel’, find the group name you want to modify and click the Edit icon.

On the ‘Edit Follow-Me Group Members’ page, press the Edit icon to modify the Name or the Descrip-
tion (from the ‘Edit Follow-Me Group’ page). To add members to the Member List, highlight the
Receivers and Receiver Groups and click the Add button.

. Click the Print Members button to open a new browser window with a list of the group members that

you can easily send to the printer by clicking on the Print button displayed at the bottom of the page.

When you are finished, click Done.

To delete a Follow-Me Group:

1.
2.
3.

From the Settings menu, click Follow-Me Groups on the left navigation bar.
On the ‘Follow-Me Groups Panel’, find the group name you want to remove and click the Delete icon.

Click the OK button to confirm deletion or click Cancel to revoke this action.

To archive an Follow-Me Group schedule:

1

. From the Settings menu, click Follow-Me Groups on the left navigation bar.
2.
3.

On the ‘Follow-Me Groups Panel’, find the group name you want to modify and click the Edit icon.

On the ‘Add/Edit Follow-Me Group Members’ panel, click the ‘Edit’ icon for the Follow-Me Group
member you want to modify.

. On the ‘Follow-Me Group Member’ page, click the check box for the schedule that you want to archive

(or click the ‘select all’ check box at the bottom of the table).

. Click the Archive button to confirm or click the Close button to revoke this action.

. From the ‘Add/Edit Follow-Me Group Members’ panel you can choose to display the active schedules

by clicking on the ‘Active’ icon, or the archived schedules by pressing on the ‘Archived’ icon.
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2003 Member Schedule for Follow-me Group: Follow John Doe
~ Jon Feb Mar Apr Moy Jun Jul Sug Sep Oct Mow Dec B

Tue 2pr Wed Apr 2 Thu &pr 3
hember
am pm alm pim alm pim
John Dos Cell IiiRERER
John Dog Email
John Doe Pager IIII
Fri Lpr 4 Sat Apr S Sun Apr 6
hember
am pm alm pIm alm pIm

John Dog Cell

(L]
Jonn poe Email [JHNNERNEN IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

John Dog Pager

Mon Apr T Tue Apr & Wed Lpr9
Member
am pm arm pm arm pm
John Doe Cel (L] (L] (L]
dohn Doe Emsil L L
John Dog Pager IIII
Thu Apr10 Fri Lpr 11 Sat Apr12

hember
am pm alm pim alm pim

John Doe Cell

I (L]
sonn ooe enca [|HENERNEN IIIIIIIIIIIIIIII IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

John Doe Pager

Note: A Follow-Me Group can be a member of one or many On-Duty Groups and/or Follow-Me
Groups. Within each such a group, the Follow-Me Group will have assigned a schedule. The
Schedule button on the Edit Follow-Me Group panel allows a global view to all schedules
assigned to this group.

2003 Global Schedule for Recipient Follow John Doe (Follow-me)
. Jan Feb Mar Apr Mav Jun Jul Aug Sep Oct Mov Dec B

R Tue &pr Wed Apr 2 Thu &pr 3
S am pm am pm am pm
Folow John Do INRNRNRRRRNNENE
e Fri &pr 4 Sat Aprs Sun Apr 6
FTHEE am pm am pm am pm
Fonore sohn Do [ [N NEEE NN nnnnm
R Mon Apr 7 Tue Apr g Wed Aprd
S am pm am pm am pm
Folow John Do LR
e Thu Apr 10 Fri Apr 11 Sat Apr12

&im pm &im pm &im pm
Fatowe Jot coe | [ NN NN NN AR R AN NN NIRRT ARNR AR
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Receiver Search

Receiver Search is a function that allows you to search the HipLinkXS database by Receiver name,
Receiver PIN number, or Carrier name. This is a very useful feature when you have a long list of Receiv-
ers.

For example, if you want to look for all the devices owned by John Smith, you select ‘Receiver name’ as
your search criteria and enter ‘John’ as your search text. This would bring up all of the Receivers start-
ing with the word John.

Note: A wildcard, “*”, is automatically added at the end of your search text. In this way, looking

for ‘John’ will bring for example as result both ‘John Pager’ and ‘Johnson Cell’ Receivers.

Receiver Search Panel

Search a Receiver using its name, PIM, or Carrier narme.

Enter the search criteria |Receiver name =l

Enter the search text |

Ok

To perform a Receiver Search:
1. From the Settings menu, click Receiver Search on the left navigation bar.

2. On the ‘Receiver Search Panel’, select the search criteria from the drop-down menu: ‘Receiver name’,
‘Receiver PIN’, ‘User name’, or ‘Carrier name’.

3. Enter the search text.
4. Click the OK button to perform the search and reach the Receiver Search Results page

5. On the ‘Receiver Search Results’ page, click the New Search button to perform another search.

My Favorites

The My Favorites is an optional feature that allows Users to deal with a large database of Receivers
and Groups (Receiver Groups, On-Duty Groups, and Escalation Groups). A User can define a list of
Receivers and Groups to whom he sends messages most frequently among all those already defined by
the HipLinkXS administrator. When a User is accessing a ‘Send Panel’ to send standard, two-way, sched-
uled or escalated messages, this list of Favorites, if defined, is used as default. Of course, the User can
override it and choose to send messages to other Receivers and Groups that are not in his My Favor-
ites. For more details about sending messages, see to the ‘Using HipLinkXS’ chapter.

To add Receivers and/or Groups to the list of My Favorites:
1. From the Settings menu, click Favorites on the left navigation bar.

2. On the ‘Personal Favorites Panel’, click the Edit button to reach the ‘Edit Personal Favorites’ page.

3. On the ‘Edit Personal Favorites’ page, highlight one or more Receivers, Receiver Groups, On-Duty
Groups and/or Escalation Groups on your left and click the Add button to create your Favorites
List.
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To select multiple items on a list, click the left mouse button while holding down either the ‘Shift’ or ‘Ctrl’
key.

Highlight a Receiver Group, On-Duty Group, or Escalation Group and click the Show Group Mem-
bers link to see the members of that Group on a separate web page (useful if you want to see who'’s
on duty right now).

Click the Done button to save your Favorites and return to the ‘Personal Favorites Panel’.

To remove Receivers and/or Groups from the list of My Favorites:

1.
2.

From the Settings menu, click Favorites on the left navigation bar.

On the ‘Personal Favorites Panel’, find the Receiver or Group name you want to remove and click the
Edit icon (or simply click the Edit button at the bottom of the page) to reach the ‘Edit Personal Favor-
ites’ page.

. On the ‘Edit Personal Favorites’ page, highlight one or more Receivers, Receiver Groups, On-Duty

Groups and/or Escalation Groups from the Favorites List on your right and click the Remove but-
ton.

. To select multiple items on a list, click the left mouse button while holding down either the ‘Shift’ or ‘Ctrl’

key.

. Highlight a Receiver Group, On-Duty Group, or Escalation Group and click the Show Group Mem-

bers link to see the members of that Group on a separate web page (useful if you want to see who'’s
on duty right now).

. Click the Done button to save your changes to the Favorites List and return to the ‘Personal Favorites

Panel’.



66 SETTINGS MENU

System

Carriers

The Carrier is the service provider that you use to deliver messages from the HipLinkXS application to
wireless devices. Carriers use protocols to deliver messages. When you add a Carrier, you need to
select a protocol first.

The Carrier Parameters and Message Parameters you need to set are the same for every protocol.
Only the Protocol Parameters depend on the protocol previously selected. Some parameters have
default values that depend on the selected protocol. An updated list with the most current protocol set-
tings is available from Semotus web site. The HipLinkXS administrator can download the list by clicking
on the ‘Download Carrier’ button from the ‘Carriers Panel’.

Note: Once that the Carrier settings list is successfully downloaded, it is the responsibility of the
administrator to check and update if necessary the settings for each Carrier that is already

defined.

To improve message reliability, it is possible to define a Backup Carrier for each Carrier. This feature is
optional, but if a Backup Carrier is defined, it will be automatically used by HipLinkXS in the case where
the delivery of messages to the Primary Carrier fails.

From the ‘Carriers Panel’, the HipLinkXS administrator has the option to disable a Carrier at any moment.
If the Carrier that is disabled has a Backup Carrier, all messages that have to be delivered to the
Primary Carrier will be diverted from now on to the Backup Carrier.

To disable the Primary Carrier and use the Backup Carrier:
1. From the Settings menu, click Carrier on the left navigation bar.

2. On the ‘Carriers Panel’, find the Carrier name you want to disable and check the Disable box.

3. A confirmation window is displayed asking for confirmation. Click the OK button to proceed or the Can-
cel button to revoke this action.

4. The Backup Status is changed to ‘In Use’ or ‘Disabled’ depending on the status of the Carrier that is
used as Backup Carrier. Note that if the Backup Carrier is disabled, HipLinkXS will not use the
Backup Carrier of the Backup Carrier (i.e., if there is a chain of Backup Carriers).

Note: If there is no Backup Carrier defined (see the Carriers table), a warning message will be
displayed and you have to confirm that you really want to disable the Primary Carrier. In this
case, the messages for this Carrier cannot be delivered unless an Alternate PIN/Carrier was
defined for this Receiver.
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Carriers Panel

Set up carrier parameters and protocol settings.

Download

Edit DelDisable Carrier Marne Description Backup Carrier Backup Status
S X [~ BES Carrier Cattier for the BES protocal

S X ~  DTME Carrier Carrier for the DTMF protocal

S X O GSM Carrier Carrier for the GSM protocal

S X T HITF Carrier Carrier far the HTTP pratocal

S X N LWTS Carrier Carrier for the LWTS pratocal

r 4p N MHTTP Carrier Carrier for the MHTTF protocal

S X M Semctus Gatewsay Carrier Carrier for the Semotus Gateway protocol
S X [~ SMPE Carrier Carrier for the SMPP protocal

S X O SMTE Carrier Cartier for the SMTP pratocal

S X N SMPP One-Way Carrier Carrier for the SNPP One-Way protocol
A  SHPP Two-VWay Carrier Carrier for the SNPP Two-¥Way protocol
A O TAP Dial-Ugp Carrier Carrier for the TAP Dial-Up protocol

S X M TAF Leased Carrier Carrier far the TAP Leased protocal

S X 0 UCE Dial-Up Carrier Carrier for the UCP/Dial-Up protocol

r b M UCP TCP Carrier Carrier for the UCP/TCP protocaol

S X O OWCTP One-Way Carrier Carrier for the WCTP One-WWay protocol
S X - OWCTP Two-Way Carrier Carrier for the WCTP Two-Way protocol

Select Protocal

BES

DTMF

G5M

HTTP

LWTS

MHTTP

Semotus Gateway
SMPP

SMTR

SMFP One-Way
SMPP Two-Way
TaP Dial-Up

TaP Leased b
UCP/Dial-Up
UCP/TCR =]

Add Carrier

|»

Use the table to edit, delete, or disable any Carrier. Select the protocol and
click the Add button to configure a new Carrier.

Important: If the working with multiple Paging Queues feature is enabled by the License Key,
then you have to create Messengers first and only after that you will be able to add Carriers.

To add a Carrier:

Step A: Select a Protocol

1. From the Settings menu, click Carrier on the left navigation bar.
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2. On the ‘Carriers Panel’, highlight the protocol that you want to assign to the new Carrier, and click the
Add Carrier button to reach the ‘Add Carrier’ page.

Note: The SMPP protocol is available only for Windows platforms.

Step B: Set Carrier Parameters (applies to all Carriers)

1. Enter a uniqgue Name for the Carrier or click the Carrier List icon to select a carrier from the list (man-
datory). If you select a carrier from this list, the Protocol Parameters will be set with default values.

2. Enter a Description for the Carrier (optional).

3. Set a Paging Queue (displayed and mandatory only if multiple queues are enabled by the License
Key). By default it is set to the ‘Default’ Paging Queue. Different Paging Queues are set up on the
‘Directories’ panel from the ‘Settings’ menu.

4. Select a Backup Carrier from the drop-down menu (optional). In the event that messages cannot be
delivered to the primary Carrier after a specified number of retries, HipLinkXS will use the backup Car-
rier to deliver the message.

Step C: Set Protocol Parameters (specific for each Carrier)

The Protocol Parameters are specific for each protocol and they are detailed below.

Step D: Set Message Parameters (applies to all Carriers)

1. Check the truncate long messages if you wish to cut-off messages that exceed the maximum total
length setting below. Any message text exceeding the maximum total length will not be sent.

2. Check the split long messages into parts box if you wish to divide a long message into multiple parts.
3. Specify the maximum part length. All parts of the message will be sent to the Receiver.

4. Enter the number of retries from the drop-down menu. This number specifies the number of times
HipLinkXS will attempt to re-connect to the carrier if a connection cannot be established on the first try.

5. Click the Save button.

To modify a Carrier (applies to all Carriers):
1. From the Settings menu, click Carriers on the left navigation bar.
2. On the Carriers Panel, find the Carrier name you wish to modify and click the Edit icon.
3. Edit the settings from the Edit Carrier page.
4. When you are finished, click the Save button.

To delete a Carrier (applies to all Carriers):
1. From the Settings menu, click Carriers on the left navigation bar.
2. On the Carriers Panel, find the Carrier name you wish to remove and click the Delete icon.

3. Click the OK button to confirm deletion or click Cancel to revoke this action.
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Note: You cannot delete a Carrier that is still used by some Receivers. You have to delete these
Receivers first or reassign them to other Carriers.

Edit Carrier
Each Carrier must have a unigue name and a set of protocol parameters.
A Carrier could have a backup carrier assigned to it, and a set of message parameters.

Carrier Parameters

Marmne |TAF' Dial-Up Carrier = Q Carrier List
Description [Carrier for the TAP Dial-l
Paging Cueue Im, @
Backup carrier [ =
Protocol Parameters
Type TAP Dial-Up
TAP Phone Nurnber [Bo45704848 *
TAP Password [
Baud Rate {2400 ¥
Parity Im @
Data Bits [7 "
Stop Bits [1 "
Max. number of Frames per Connection |20 @
Allowy LF character in message hody I
Message Parameters
truncate long message [
maximurm tatal length (characters) Iﬁ
splitlong message into parts Il
maximum part length (characters) W
number of retries (times) ﬂ

Save | Feset | Cancel |

*Note: Fields marked with an asterisk ™' are mandatory.

Click on the Carrier List button to select a Carrier and fill in the information
automatically. This example shows the panel for the TAP Dial-Up protocol.

Note: After creating Carriers and assigning Receivers to them it is possible to display a list with
all the Receivers assigned to a specific Carrier. Click on the Carrier name from the ‘Carrier’s
panel and a new browser window will be opened. From this window you can edit a specific
Receiver by clicking on the ‘Edit’ icon displayed in front of its name, or you can click on the
‘Close’ button when you’re done.
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Th
as

Edit
s/

S
S
4
4

TAP Dial-Up Carrier

Close

iplinkXS Messaging Console -... [H[=] E3

e following displays a list of receivers
signed to this carrier

MName

Jane Brown
John Doe Pager
Sam Boss

Ted Customer
Tim Tester

Using TAP Dial-Up Protoco

Protocol Parameters
Type

TAP Phone MNumber

TAP Password

Baud Rate

Parity

Data Bits

Stop Bits

Max. number of Frames per Connection |2|:|

/

TAP Dial-Up

[6045704940

2400

IEven -I*

fi

f1

Allow LF character in message hody =
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Step C: Set the Protocol Parameters

1. For a Carrier selected from the Carrier List, the Carrier Name, TAP Phone Number, Baud Rate,
Parity, Data Bits, and Stop Bits fields will be automatically filled in with default values. If needed, you
can change these settings by entering new values.

2. Enter your TAP Password, if you received any from your Carrier (optional).
3. Enter the Maximum number of Frames per Connection (mandatory, default value 20).

4. Check or un-check the Allow LF character in message body after case. Certain TAP carriers have
problems with line feed characters (i.e., “\n” and “\r”). You might want to leave or strip these characters
from the message before it is sent out.

Note: If your Carrier does not appear on this list, you should contact your Carrier to determine
the correct Protocol Parameters.

Using TAP-Leased Line Protocol

Protocol Parameters
Type TAP Leased

TAF Passwiord |

Baud Rate IzdﬂD *
Parity [Even =]~

Data Bits |7 *
Stap Bits 1 *
Max. number of Frames per Connection IQD *

Allowe LF character in messade haody 4

Step C: Set the Protocol Parameters
1. Enter your TAP Password, if you received any from your Carrier (optional).
2. Enter the Baud Rate, Parity, Data Bits, and Stop Bits fields specific to your Carrier.
3. Enter the Maximum number of Frames per Connection (mandatory, default value 20).

4. Check or un-check the Allow LF character in message body after case. Certain TAP carriers have
problems with line feed characters (i.e., “\n” and “\r”). You might want to leave or strip these characters
from the message before it is sent out.

Using SNPP One-Way Protocol

Protocol Parameters

Type SNPP One-Way
SMPP Host Server Isnpp.skytel.cum S
SNPP Port Mumber [rr77 ¥

SMNPP Server Login Name [Password)] |

Step C: Set the Protocol Parameters
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1. If you selected a carrier from the Carrier List, the Carrier Name, SNPP Host Server and SNPP Port
Number fields will be automatically filled in. If needed, you can change these settings by entering new
values.

Using SNPP Two-Way Protocol

HipLinkXS waits 25 Protocol Parameters
minutes for an Type il Uato=liey
answer SMNPP Host Server |snpp.skytel.c0m @
(i.e., retries 5 times SNPP Port Number [r777 ¥
every 5 minutes). SNPP Server Login Name [Password] |
Messenger Cluery interval 5_;, * (minutes)
Messenger Cluery Retry 5_;l * {times)

Step C: Set the Protocol Parameters

1. If you selected a carrier from the Carrier List, the Carrier Name, SNPP Host Server and SNPP Port
Number fields will be automatically filled in. If needed, you can change these settings by entering new
values.

2. For two-way messaging, HipLinkXS must query the carrier to determine if a response to the message
has been sent by the Receiver. The Messenger Query Interval specifies the amount of time (in min-
utes) between queries.

3. Set the Messenger Query Retry to specify the number of times HipLinkXS should query the carrier to
determine if the Receiver has sent a response to the message.

Using SMTP Protocol

Protocol Parameters
Type SMTP

Email server [

Email subject

Email address prefix

Ermail address suffix

Step C: Set the Protocol Parameters

1. Enter the E-mail server (optional). Enter the E-mail server address to be used by this SMTP Carrier
if different than the default one which is the ‘SMTP server address’ parameter defined in the ‘Global
Settings’. This setting is to allow fail over scenarios between two SMTP carriers.

2. Enter the E-mail subject (optional). If you are using a carrier that supports the ‘Subject’ field in their
message, this text will appear as the ‘Subject’ in all messages sent from HipLinkXS.

3. Enter the E-mail address prefix (optional). This is required only for PageNet receivers. Contact
PageNet for the correct information.
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4. Enter the E-mail address suffix (optional). For example, ‘@skytel.com’.

Using HTTP Protocol

Protocol Parameters

Type HTTP

Target URL vawv.sk‘,rtel.cumfcgi—binf: @
et  Post & Get

Message Field |msg @
Sender Figld |

Subject Field |

PIN Format *

PIN & o

Area code + 7 digit number o | [

Area code + 3 digit prefic + 4 digit suffix € I I I

Custom Fields

Field Name Field value
|reply |
[ernd [send
|cgi_url |http:ffwww.destineer.con
|c0unt |D
| |
| |
| |
| |
| |
| |
Carrier Responses
Description Carrier Response String

Successful Message Deliver String 1 |SkyTEI Messaging Cente

Successful Message Deliver String 2|

Successful Message Deliver String 3|

Successful Message Deliver String 4|

Successful Message Deliver String 5|

Error 1 [ERROR: Bad Pin Detect
Error 2 fincorrect

Error 3 |

Error 4 |

Error & |

Step C: Set the Protocol Parameters

1. For a Carrier selected from the Carrier List, the Carrier Name and some other fields will be automat-
ically filled in with default values. If needed, you can change these settings by entering new values.

2. Enter a Target URL where you will be posting or getting message (mandatory).
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. Select either the Post (default) or Get method for this protocol (depending on the source code of the

carrier's HTML page.

. Specify the Message Field (mandatory). This can be found using the View Source function of your

browser.

. Specify the Sender Field (optional).

6. Specify the Subject Field (optional).

7. Select the type of PIN Format your carrier uses: PIN (default), Area code + 7 digit number, or Area

code + 3 digit prefix + 4 digit suffix.

. Custom Fields. These fields can be defined by the administrator to capture/post any additional infor-

mation that may be required by the website (optional).

. Carrier Responses. Enter the responses that correspond to a successful message delivery, and dif-

ferent types of error codes. These responses will be used by HipLinkXS to determine the status of
messages sent through this protocol. The Successful Message Delivery String 1 to 5 fields are man-
datory, the Error 1 to Error 5 fields are optional.

Note: You should contact your Carrier for more information on their HTTP protocol settings and
field names.

Using MHTTP Protocol

MHTTP is used for Carriers that require multiple HTTP steps.

Step C: Protocol Parameters

1.
2.
3.

Enter a Target URL where you will be posting or getting message (mandatory).
Enter the Referer URL of the last accessed page (optional).

Select either the Post (default) or Get method for this protocol (depending on the source code of the
carrier's HTML page.

. Fields. These fields can be defined by the administrator to capture/post any additional information that

may be required by the web site (optional). The following predefined message variables can be used
as field values: SMESSAGE, $PIN, $SENDER, $SUBJECT.

. Carrier Responses. Enter the responses that correspond to a successful message delivery, and dif-

ferent types of error codes. These responses will be used by HipLinkXS to determine the status of
messages sent through this protocol. The Successful Message Delivery String 1 to 5 fields are man-
datory, the Error 1 to Error 5 fields are optional.

. Press the Next button to add another step or the Finished button to save the settings and go back to

the ‘Carriers Panel’.

Note: You should contact your Carrier for more information on their HTTP protocol settings and
field names.
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Example: Protocol Parameters

Step 1 0of 3
Protocol Parameters
Type MHTTP
Target URL |wvwv.skyte|.cumfcgi—binf: o
Referer |
Wethod * C Post & Get
Fields
Q Wariable List
Field Name Field value
[msg [MESSAGE
Jto jsPIN
[repty |
|cmd |send
|cgi_url |http:ffmnr\w.destineer.cun
|c0unt ID
| |
| |
| |
Carrier Responses I I
Description Carrier Response String

Successful Message Deliver String 1 |SkyTeI Messaging Cente

Successful Message Deliver String 2|

Successful Message Deliver String 3|

Successful Message Deliver String 4|

Successful Message Deliver String 5|

Errar 1 [ERROR: Bad Pin Detect
Errar 2 |inc0rrect

Error 3 |

Error 4 |

Error & |
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Step 2 of 3

Protocol Parameters

Type MHTTP

Target URL I\rtext.cumfcustumer_site @
Feferer |

Method * & Post © Get

Fields

Q variable List

Carrier Responses

Field Name Field Value
[subject [$sUBJECT
[text [SMESSAGE
|sender |

|cal|back |

[type [0

[rin [sPi

| |

| |

| |

| |

Description Carrier Respanse String

Successful Message Deliver String 1 |

Successful Message Deliver String 2|

Successful Message Deliver String SI

Successful Message Deliver String 4|

Successful Message Deliver String 5|

Error 1 |

Error 2 |Destinati0n number is iny
Error 3 |
Error 4 |
Error & |
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Step 3 of 3

Protocol Parameters

Type MHTTP

Target URL |http:ffvte><t.cumfcustume *

Referer |

Method * & Post © Get

Fields

Q variahle List
Field Name Field value
[DOMAIN_MAME [@vext.com
[Frir [$PiM
[subject [$suBJECT
[type o
[callback [
|trackRespDnses IND
[sender [
|disc|aimer_submit.>< |19
|disclaimer_submit.y |1 1
[resxt [SMESSAGE

Carrier Responses
Description Carrier Response String

Successful Message Deliver String 1 |Message accepted by ne

Successful Message Deliver String 2|

Successful Message Deliver String 3|

Successful Message Deliver String 4|

Successful Message Deliver String 5|

Error 1 Delivery to this destinatio
Errar 2 |
Error 3 |
Errar 4 |

|

Error &

Using DTMF Protocol

Protocol Parameters

Type DTMF

Message Center Phone Mumber |

First Delay m * pause after dial cormpletion {(seconds)
Second Delay Iﬁ pause after PIN submission {seconds)

Step C: Set the Protocol Parameters
1. Enter the Message Center Phone Number for your DTMF Carrier (optional).

2. Enter the First Delay (mandatory). This delay represents a pause after the dial completion necessary
to skip the welcome message of the Message Center. The default value of this parameter is 6 sec-
onds, but it is recommended to adjust the delay manually by trail and error.
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3. Enter the Second Delay (optional). Sometimes you need to use another pause after the submission of

the PIN. If this is the case, it is recommended to adjust this delay manually by trail and error.

Using GSM Protocol

There are no specific parameters to set for a Carrier using the GSM protocol.

Using WCTP One-Way Protocol

Protocol Parameters

Type WCTP One-VWay
WCTP Host Server Iwctp.SMBI.canctp *
WCTP Host Server Port feo 5

WCTP Post Variable |

Step C: Set the Protocol Parameters

1.

If you selected a carrier from the Carrier List, the Carrier Name and WCTP Host Server fields will be
automatically filled in with default values. If needed, you can change these settings by entering new
values.

. Enter a WCTP Host Server for your WCTP Carrier (mandatory). This is either the domain name or

server address such as wctp.skytel.com

. Enter the WCTP Port Number (mandatory). This is the port number on the server, the default port

number is 80.

. Enter the WCTP Post Variable if it is not contained within the body of the HTTP post request

(optional).

Using WCTP Two-Way Protocol

Step C: Protocol Parameters

1.

If you selected a carrier from the Carrier List, the Carrier Name and WCTP Host Server fields will be
automatically filled in with default values. If needed, you can change these settings by entering new
values.

. Enter a WCTP Host Server for your WCTP Carrier (mandatory). This is either the domain name or

server address such as wctp.skytel.com

. Enter the WCTP Port Number (mandatory). This is the port number on the server, the default port

number is 80.

. Enter the WCTP Post Variable if it is not contained within the body of the HTTP post request

(optional).

. For two-way messaging, HipLinkXS must query the carrier to determine if a response to the message

has been sent by the Receiver. The Messenger Query Interval specifies the amount of time (in min-
utes) between queries.

. Set the Messenger Query Retry to specify the number of times HipLinkXS should query the carrier to

determine if the Receiver has sent a response to the message.



SETTINGS MENU

Example: Protocol Parameters

Protocol Parameters
Type

WCTP Host Server
WCTF Host Server Port

WICTP PostVariahle

WCTP Two-\Way

|wctp.sk\,rtel.cnmrwctp

a0

lMessenger Query interval |5 vI * (minutes)
Messenger Query Retry |5 -I * (times)

Using SMPP Protocol

Protocol Parameters
Type SMPP

SMPP Carrier ID [123780345 s
SMPF Carrier Type |

Host IF [123.123 456 456 *
Hast Part [s800” =

Password |

Note: This protocol is available only for HipLinkXS installed on Windows platforms. You should
contact your Carrier to determine the correct Protocol Parameters.

Step C: Set the Protocol Parameters
1. Enter the SMPP Carrier ID (mandatory). This is a string specifying the identity of your Carrier.
2. Enter the SMPP Carrier Type (optional). If provided by your Carrier.
3. Enter the Host IP (mandatory). This is either the domain name or server address of your Carrier.
4. Enter the Host Port (mandatory). This is the port number on the server.

5. Enter the Password (optional). If required by your Carrier.

Using BES Protocol

Protocol Parameters

Type BES
BES URL |http:p‘p‘192.188.201 .38:830 +
Handheld Application Part |1D1 *

Handheld Request UR [

Step C: Set the Protocol Parameters
1. Enter the BES URL (mandatory).
2. Enter the Handheld Application Port (mandatory, default 101).
3. Enter the Handheld Request URI (optional). For example, ‘@skytel.com’.
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Using LWTS Protocol
There are no specific parameters to set for a Carrier using the LWTS protocol.

Using UCP/Dial-Up Protocol

Protocol Parameters

Type UCPIDial-Up

UCP Phone Murnber [po45704849 5
Baud Rate |24DD S
Parity lm *

Data Bits IB *
Stop Bits |1 *
Level IE, *

Authentication Code I

Step C: Set the Protocol Parameters
1. Enter the UCP Phone Number (mandatory).
2. Enter the Baud Rate, Parity, Data Bits, and Stop Bits fields specific to your Carrier.

3. Enter the operation Level: 01 for a Call input operation (default) or 30 for a message transfer operation
(see the SMSC EMI specification for details, e.g., hitp://www.t-d1-developercenter.de/content/compe-
tence/specification_smsc-ucp_3.pdf).

4. Enter the Authentication Code (optional).

Using UCP/TCP Protocol

Protocol Parameters

Type UCPITCP
Host [Bo45704943 -
Lewvel I 01 vl *

Authentication Code I

Step C: Set the Protocol Parameters
1. Enter the Host number (mandatory).

2. Enter the operation Level: 01 for a Call input operation (default) or 30 for a message transfer operation
(see the SMSC EMI specification for details, e.g., http://www.t-d1-developercenter.de/content/compe-
tence/specification_smsc-ucp_3.pdf).

3. Enter the Authentication Code (optional).
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Using Semotus Gateway Protocol

Protocol Parameters

Type Semotus Gateway

Gateway Account IDemDUser *
Gateway Password IDemDPasswnrd -
Gatewray Terminal 1D |2TEQ -

Step C: Set the Protocol Parameters

1. Enter your unique Gateway Account, Gateway Password, and Gateway Terminal ID you received
from Semotus Solutions (mandatory). This will give you access to the Semotus Gateway. If you do not
have this information, please contact HipLinkXS Tech Support.

Messengers

Messengers are applications that run continuously, with the purpose of handling the send message
requests. The HipLinkXS Messenger will check the Main Queue, select only those messages that
require its protocol, and use it to deliver the message to the Carrier.

Each HipLinkXS Messenger handles one wireless protocol to deliver messages. However, depending on
the message volume and redundancy needs of the company, more than one Messenger for one protocol
may be required.

For example, a company might license the TAP One-Way protocol, but need multiple TAP Messengers to
manage the message volume. You can add as many Messengers as your license permits.

To add a Messenger, you must first select a protocol from the drop-down menu. Certain parameters are
common for all Messengers. Other parameters depend on the protocol previously selected and might
have default values.
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Messenger Panel

Each Messenger must have a name and a set of protocol parameters.

Edit Del Messenger Mame

BES Messenger

DTMF Messenger

E5M Messenger

HTTF Messenger

LWTS Meszenger

WMHTTF Messenger
Semotus Gateway hWessenger
SMPP Messenger

SMTF Messenger

SMPF One-Way hessenger
SMPP Two-Way Messenger
TAP Dial-Up Messenger
TAP Leased Messenger
UCE Dial-Up Messenger
UCP TCP Messenger
WETP One-VWay Messenger
WETP Two-Way Messenger

NNNNINNN NN VNN ONOVOVNONNENS
PO OB oM MO OMOM MK MXMKMMXKNXKX

Select Protocol

BES

DTHMF

GSM

HTTR

LW TS

MHTTPR

Semotus Gateway
SMPPR

SMTR

SHPP One-‘Way
SHPP Two-Way
TAP Dial-Up
TA&P Leased
UCP/Dial-Up
UCR/TCP

WCTP One-\Way
WICTR Two-'Way

Add Messenger |

Description

Messenger for the BES protocol

Messenger for the DTMF protocol
Messenger for the G5M protocol
Messenger for the HTTP protocal
Mezzenger for the LWTS protocal
Messenger for the MHTTF protocol
Messenger for the Semotus Gateway protocol
Meszenger for the SMPF protocal
Messenger for the SMTF protocol
Messenger for the SNFP One-Way protocol
Messenger for the SNPP Two-\Way protocal
Messenger for the TAP Dial-Up protocol
Messenger for the TAF Leased protocol
Messenger for the UCP/Dial-Up protocal
Messenger for the LICF/TCP protocol
Meszenger far the WCTF One-VWay protocal
Messenger for the WCTP Two-Way protocol

Select the protocol and click the Add button to add a new Messenger.

To add Messengers:

Step A: Messenger Parameters
1. From the Settings menu, click Messengers on the left navigation bar.
2. On the ‘Messengers Panel’, highlight the Protocol Type and click the Add Messenger button to reach
the ‘Add Messenger’ page.

Note: The SMPP protocol is available only for Windows platforms.
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Edit Messenger

Each Messenger rust have a name and a set of protocal parameters.

Messenger Parameters

MName |TAF' Leased Messenger *

Description |Messenger for the TAP L

Paging Gueue |Defau|t vl @

Protocol Parameters

Protocal Type TAP Leased
Qweue Checking Period IE " (seconds)
Enahle Detailed Log File

Serial Port |COM3 vl*

Modern Dial Command IATDT

Sawve Reset | Cancel |

*Note: Fields marked with an asterisk ™' are mandatary.

Click the Modem List icon to select your modem from the list to fill in the
Modem Init Command automatically.

Step B: Set the Messenger Parameters (applies to all Messengers)
1. Enter a unique Name for the Messenger (mandatory).
2. Enter a Description for the Messenger (optional).

3. Set a Paging Queue (displayed and mandatory only if multiple queues are enabled by the License
Key). By default it is set to the ‘Default’ Paging Queue. Different Paging Queues are set up on the
‘Directories’ panel from the ‘Settings’ menu.

Step C: Set the Protocol Parameters (specific for each Messenger)

The Protocol Parameters are specific for each protocol and they are detailed below.

To modify Messengers (applies to all Messengers):
1. From the Settings menu, click Messengers on the left navigation bar.
2. Find the name and click the Edit icon.
3. Edit the settings.

4. When you are finished, click Save.

To delete Messengers (applies to all Messengers):
1. From the Settings menu, click Messengers on the left navigation bar.

2. Find the name and click the Delete icon.
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3. Click the OK button.

4. Click Cancel to cancel this action.

Note: You cannot delete a Messenger that is running. You have to stop it first from the ‘Services
Menu’.

Messengers Using TAP Dial-Up Protocol

Protocol Parameters

Protocal Type TAP Dial-Up
Qweue Checking Period IT;I * (secands)
Enable Detailed Log File [0

Serial Port ICOMl vl @
Modern Init Cormmand IA'IZ * Q@ Help

todern Dial Command IATDT

Flows Contral & Hardware| ©© Software

Step C: Set the Protocol Parameters

1.

Select the Queue Checking Period - the number of seconds to wait before the Messenger checks
the Main Queue (mandatory, 10 seconds by default).

. Check the Enable Detailed Log File box to save more detailed information in the log file for this Mes-

senger (optional).

. Select the Serial Port name (mandatory) from the drop-down list: ‘COM1’, ‘COM2’, ‘COM3’ for Win-

dows Operating Systems. For Unix, you have to enter the Serial Port name in a text box because the
device name will depend on your Operating System (i.e., Solaris, HP, Linux, AlX). An example for a
serial port in Unix is ‘/dev/ttyS0’.

. Enter the Modem Initialization Command for the modem or click the Modem List icon to select a

modem type from the list. The modem parameters fields will be automatically set with default values. If
needed, you can change these settings by entering new values (mandatory).

5. Enter the Modem Dial Command line for the modem (optional, ATDT usually works).

. Set the Flow Control: Hardware (default) or Software. (optional). This should be correlated with your

modem settings.

. Click the Save button.

Messengers Using TAP-Leased Protocol

Protocol Parameters

Protocol Type TAP Leased
Cueue Checking Period IE, * (zecands)
Enable Detailed Log File T

Serial Port ICOM3 vl @

Wodermn Dial Command IATDT

Step C: Set the Protocol Parameters

1. Select the Queue Checking Period - the number of seconds to wait before the Messenger checks

the Main Queue (mandatory, 10 seconds by default).
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2. Check the Enable Detailed Log File box to create a more detailed log for this Messenger (optional).

3. Select the Serial Port name (mandatory) from the drop-down list: ‘COM1’, ‘COM2’, ‘COM3’ for Win-
dows Operating Systems. For Unix, you have to enter the Serial Port name in a text box because the
device name will depend on your Operating System (i.e., Solaris, HP, Linux, AIX). An example for a
serial port in Unix is ‘/dev/ttyS0’.

4. Enter the Modem Dial Command line for the modem (optional, ATDT usually works).

5. Click the Save button.

Messengers Using DTMF Protocol

Protocol Parameters

Protocal Type DTMF

Cueue Checking Period IE, ¥ (secaonds)
Enable Detailed Log File 7

Serial Port ICOM2 vl @
Wodem Init Command IA'IZ * & Help

Step C: Set the Protocol Parameters

1. Select the Queue Checking Period - the number of seconds to wait before the Messenger checks
the Main Queue (mandatory, 10 seconds by default).

2. Check the Enable Detailed Log File box to create a more detailed log for this Messenger (optional).

3. Select the Serial Port name from the drop-down list: ‘COM1’, ‘COM2’, ‘COMS3’ for Windows Operating
Systems. For Unix, you have to enter the Serial Port name in a text box because the device name will
depend on your Operating System (i.e., Solaris, HP, Linux, AlX). An example for a serial port in Unix is
‘/dev/ttySQ’.

4. Enter the Modem Initialization Command for the modem or click the Modem List icon to select a
modem type from the list. The modem parameters fields will be automatically set with default values. If
needed, you can change these settings by entering new values (mandatory).

5. Click the Save button.

Messengers Using GSM Protocol

HipLinkXS can send and receive SMS messages using a GSM modem or a standard GSM mobile phone
connected to a RS232 communication port.

Requirements

The requirements for GSM modems and handsets are the following:
* Support the SMS send/receive AT command set (GSM 07.05/ 07.07),
+ Valid SIM card with a GSM operator capable of delivering SMS messages,

« Serial interface connection.

Compatible devices
» Any GSM device that complies with GSM 07.05 and GSM 07.07
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Recommended devices

* Merlin G100/G201 GSM/GPRS wireless PC Card Modem from Novatel Wireless (<www.novatelwire-
less.com>),

* FastTrack G1200 series GSM/GPRS modem from WaveCom (www.wavecom.com <http://www.wave-
com.coms),

» Siemens M20T, MC35T, TC35T (<www.siemens.com/wm:).

Settings
» The modem has to be connected through a serial port to the computer hosting the HipLinkXS server.
* A license key supporting the GSM protocol is required.

* A new Messenger has to be created for the GSM protocol. See the required protocol parameters
below.

* A Carrier has to be created for the GSM protocol. There are no specific parameters for the GSM Car-
rier.

Once the GSM Messenger is started and a GSM Carrier is created, HipLinkXS is capable of one-way or
two-way SMS communication with GSM handsets.

One-Way SMS Communication

SMS messages can be sent to GSM handsets using HipLinkXS. The sender of the message is the
number of the SIM card used by the GSM modem. If message delivery reports are available, the status of
the message will be updated in the reports section.

Two-Way SMS Communication

If HipLinkXS is licensed for two-way communication, messages can be initiated on GSM handsets and
sent to HipLinkXS using the number of the SIM card used by the GSM modem.

HipLinkXS comes with a few predefined commands, like confirming and sending messages. Additional
custom commands can be implemented by HipLinkXS administrator in the “Response Actions” panel.
Normally response actions generate a response which is delivered back to the device who initiated the
command.
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Protocol Parameters

Praotocal Type GSM

Queue Checking Period IE, * [seconds)
Enable Detailed Log File T

Serial Port ICOM4 ‘I *

Passward

SMSC Mumber

Baudrate IW
Stop Bits |1—
Data Bits IYi
Parity lm @

[modem initialization] il
ATE
GSM initial strings AT&F

ATED

ATS0=0 =

Step C: Protocol Parameters

1.

Select the Queue Checking Period - the number of seconds to wait before the Messenger checks
the Main Queue (mandatory, 10 seconds by default).

. Check the Enable Detailed Log File box to create a more detailed log for this Messenger (optional).
. Select the Serial Port name from the drop-down list: ‘COM1’, ‘COM2’, ‘COMS3’ for Windows Operating

Systems. For Unix, you have to enter the Serial Port name in a text box because the device name will
depend on your Operating System (i.e., Solaris, HP, Linux, AlX). An example for a serial port in Unix is
‘/dev/ttyS0’.

4. Set the SIM card Password if any.

. Enter the SMSC Number (Short Messaging Service Center) for your GSM Carrier (mandatory).

. Enter the serial port settings: Baud Rate, Parity, Data Bits, and Stop Bits (all are mandatory and

have default settings: 9600, None, 8, and 1 respectively). If needed, you can change the default set-
tings by entering new values.

. Select the Serial Port name (mandatory) from the drop-down list: ‘COM1’, ‘COM2’, ‘COM3’ for Win-

dows Operating Systems. For Unix, you have to enter the Serial Port name in a text box because the
device name will depend on your Operating System (i.e., Solaris, HP, Linux, AIX). An example for a
serial port in Unix is ‘/dev/ttyS0’.

. Choose the appropriate modem initialization string from the Initial String edit box or enter a new one.

You might delete the unused ones.
Default initialization strings:

[modem initialization]
ATZ

AT&F

ATEO

ATS0=0

ATX4&C1

ATM1
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[remote connection]
AT+CPIN?

AT+CREG?

AT+CPAS

ATEO

ATIS
AT+CGMI; +CGMM; +CGMR; +CGSN
AT+CSMS=0
AT+CMGF=0
AT+CNMI=2,0,,1,0
AT+CPMS="3SM"
[query]

ATEO

AT+CRC=1

AT+CMGL=4

AT+CSQ
AT+CPMS="3SM"

The following example shows how to query a GSM modem and set up the initialization string for
it:

at+cnmi="?
+CNMI: (0-3), (0,1),(0,2,3),(0,2), (1) // example result

This result shows what numbers are allowed in this setting. Set the AT+CNMI setting to an appro-
priate values, for example:

AT+CNMI=2,1,2,2,1

9. Click the Save button.

Messengers Using SMPP Protocol

Protocol Parameters

Praotocol Type SMPP

Cueue Checking Period IEI * (seconds)
Enable Detailed Log File

SMPP Cartier ID [123456 .

Step C: Set the Protocol Parameters

1. Select the Queue Checking Period - the number of seconds to wait before the Messenger checks
the Main Queue (mandatory, 10 seconds by default).

2. Check the Enable Detailed Log File box to create a more detailed log for this Messenger (optional).
3. Set the SMPP Carrier ID. This should match the SMPP Carrier ID defined for the SMPP Carrier.

Note: SMPP protocol requires a Messenger defined for each Carrier.

4. Click the Save button.
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Messengers Using UCP/Dial-Up Protocol

Protocol Parameters

Praotacal Type UCPIDial-Up
Ciueue Checking Period IlD 'I # (zeconds)
Enahble Detailed Log File 7

Serial Port Im @

Modem Init Command IA'IZ * & Help
Modern Dial Command IATDT

Flowy Control @ Hardware| ' Software

Step C: Set the Protocol Parameters

1. Select the Queue Checking Period - the number of seconds to wait before the Messenger checks
the Main Queue (mandatory, 10 seconds by default).

2. Check the Enable Detailed Log File box to save more detailed information in the log file for this Mes-
senger (optional).

3. Select the Serial Port name (mandatory) from the drop-down list: ‘COM1’, ‘COM2’, ‘COM3’ for Win-
dows Operating Systems. For Unix, you have to enter the Serial Port name in a text box because the
device name will depend on your Operating System (i.e., Solaris, HP, Linux, AlX). An example for a
serial port in Unix is ‘/dev/ttyS0’.

4. Enter the Modem Initialization Command for the modem or click the Modem List icon to select a
modem type from the list. The modem parameters fields will be automatically set with default values. If
needed, you can change these settings by entering new values (mandatory).

5. Enter the Modem Dial Command line for the modem (optional, ATDT usually works).

6. Set the Flow Control: Hardware (default) or Software. (optional). This should be correlated with your
modem settings.

7. Click the Save button.

Messengers Using Other Protocol

Messengers using one of the following protocols: SNPP One-Way, SNPP Two-Way, SMTP, HTTP,
MHTTP, WCTP One-Way, WCTP Two-Way, BES, LWTS, UCP/TCP, or the Semotus Gateway have all the
same Protocol Parameters.

Protocol Parameters

Protocol Type SNPP One-Way
Clueue Checking Period IE * (seconds)
Enahle Detailed Log File T

Step C: Set the Protocol Parameters

1. Select the Queue Checking Period - the number of seconds to wait before the Messenger checks
the Main Queue (mandatory, 10 seconds by default).

2. Check the Enable Detailed Log File box to create a more detailed log for this Messenger (optional).

3. Click the Save button.
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System Attendant

The System Attendant is the watchdog of the HipLinkXS system. It surveys the HipLinkXS Messengers
and the size of the queues, and notifies the administrator by e-mail when any of the predefined limits are
exceeded.

The HipLinkXS administrator will get an alert if one of the following thresholds is reached in a given time
period:

* the maximum number of messages in the Failed queue within one hour;

« the maximum number of messages in the Completed queue within one hour;

* the number of minutes that a message stays unprocessed (idle) in the Main queue.
The HipLinkXS administrator can also specify a command to be executed by the System Attendant
when an alert is triggered. This feature allows the System Attendant not only to notify the administrator
by e-mail but also to send the alert message to Receivers or Groups. A batch file invoking the Command

Line Interface (CLI) with appropriate parameters can be easily set up to perform this task. Please refer to
the ‘Programming Guide’ for details about the CLI.

System Attendant

Matify the administrator by email when any of the predefined limits are exceeded.

Ernail Address Parameters

MName “Walue
Adrinistrator ermail johni@eompany. com
Sender email hiplinkxs@@company. com
MNumber of failed messages (within an hour) 40
Number of completed messages (within an hour) 40
ldle message time 60
Alert command
Edit

The HipLinkXS administrator is able to set the e-mail address where the alerts will be sent and the sender
e-mail address.

HipLinkXS will start cleaning up the Failed and Completed queues when there are more messages in
these queues than a predefined maximum value, and when the messages in these queues are older than
a given number of days.

For example, assume that HipLinkXS Failed queue size is set to ‘40’. Then, if there are more than 40
failed messages in the queue within a one-hour period, the administrator will receive an e-mail with the
sender name as ‘HipLinkXS System Attendant’ and the subject ‘Failed Queue size exceeds maximum
length”.
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Edit System Attendant

Motify the administrator by email when any of the pre-defined limits are exceeded.

Email Address Parameters

Administratar email hohn@cumpany.cum = notification email address

Sender email Ihiplinkxs@cumpany_curr = sender ermail address

MNumber of failed messages (within an hour) W " maximurn number of messages in the

MNumber of completed messages {within an hour) W * maximurn number of messages in the

ldle message time IF * amaunt of time that 2 message stays

Alert command I cornmand to be executed when alert is
Sawe | Fesat | Cancel |

*Note: Fields marked with an asterisk ™' are mandatary.

The System Attendant checks the efficiency of the message delivery against
various benchmarks.
To set the System Attendant parameters:
1. From the Settings menu, click System Attendant on the left navigation bar.
2. On the ‘Monitor Panel’, click any Edit icon to reach the ‘Edit Monitor’ page.
3. Enter the Administrator e-mail address (mandatory).
4. Enter the Sender e-mail address (mandatory).
5

. All the other parameters except the ‘Alert Command’ are set with default values. You can change the
settings according to your needs by entering new values. All these parameters are mandatory.

6. Set the path to the ‘Alert Command’ to be executed by the System Attendant when an alert is trig-
gered.

7. Click the Save button to submit your changes and return to the ‘Monitor Panel’, Reset button to fill in
the previous values, or Cancel button to return without saving.

E-mail Gateway
The HipLinkXS E-mail Gateway is enabled through your License Key. Please check the ‘License Key
Panel’ from the ‘Settings Menu’ to see that this feature is enabled for your version of HipLinkXS. If it is not

and you want to use the E-mail Gateway you need a new License Key. Please contact HipLinkXS Tech
Support at support@hiplinkwireless.com for assistance.

Set up the E-mail Gateway
The E-mail Gateway supports both the SMTP and POP3 protocols.

In order to work properly, the E-mail Gateway has to be set up properly. Please refer to the ‘HipLinkXS
Installation and Administration Guide’ for details about setting the E-mail Gateway.
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SMTP Server E-mail Gateway Parameters

The SMTP Server E-mail Gateway parameters that can be set are:

» The HipLinkXS URL - specifies the URL of the HipLinkXS instance used by the SMTP Server E-mail
Gateway to send messages. If there is only one HipLinkXS installed on the machine, this is the default
URL.

» The spool directory - specifies the directory where the e-mails received by the gateway are stored.
» The server Port - specifies the port of the SMTP Server E-mail Gateway.

» The spool directory checking period - specifies the time period at which the SMTP Server E-mail
Gateway is checking the spool for new messages.

» Enable detailed log file - determines the level of details logged in the log file.

One-Way E-mail Address Configuration

The one-way SMTP Server E-mail Gateway is designed to work following two different scenarios of pro-
cessing the e-mails.

Scenario 1

Messages sent to the generic e-mail address defined for the first scenario are delivered to the recipient
(Receiver or Group) which is defined in the ‘Subject’ field of the e-mail message. The Receiver or
Group should be already defined in the HipLinkXS database.

For example, if there is an e-mail sent to ‘HipLinkXS@company.com’ with the subject ‘Joe Smith’, then
HipLinkXS will send the body of the message to the receiver ‘Joe Smith’.

Scenario 2

Messages sent to e-mail addresses other than those previously defined for Scenario 1 are sent to the
recipient (Receiver or Group) that matches the e-mail recipient name. The Receiver or Group should be
already defined in the HipLinkXS database.

For example, if there is an e-mail coming to ‘smith@company.com’, then HipLinkXS will send the body of
the message to the receiver ‘smith’. Spaces are not allowed (as for all e-mail addresses in general), thus
it will not be possible to send messages to such receivers, even if HipLinkXS allows to define Receivers
with spaces in the name, e.g., ‘Joe Smith’.

Two-Way E-mail Address Configuration

The SMTP Server E-mail Gateway allows to define an additional e-mail address that will handle two-way
requests. Messages sent to this e-mail address trigger Response Actions. The output of a Response
Action (if any) will be delivered to the sender.
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Email Gateway Panel

Set up email gateway parameters and email addresses

& SMTP Sewver O POP3
Email Gateway Parameters

Marne “alue

Hiplinkxs URL httpe /192, 168.201.40:8000/cqi-hinfaction. exe
Spool Directory Chhiplinkxs\OpenLinkemail_spoal

Server Part 24

Spool Directory Check Period 30 (sec)

Enable Detailed Loy ali]

One Way Email Address Configuration

Secenario T

Messages sent to this email address will be delivered to the receiver (or group) defined in the
subject field of the email message
Ernail Address: msgg@mail.company.com

Secenario 2.

All other messages sent to email address that don't match any previously defined addresses will
have a receiver name set to the emnail recipient name, e.g. email sent to
george@yourcompany.com will be delivered to receiver (or group if there is no receiver with this
namejnamed "george”

Two Way Email Address Configuration

Messages sent to this email address trigoer actions. The output of an action (if any) will be
delivered to the sender Messages sent to this email address trigger actions.

Email Address cmd@mail.company.com
Edit

Set and modify the SMTP Server E-mail Gateway parameters and configure
the e-mail addresses that will be used by the SMTP Server E-mail Gateway.

To set the SMTP Server E-mail Gateway parameters:

1.
. On the ‘E-mail Gateway Panel’, click the ‘SMTP Server’ radio button (default).

N OO o~ WD

From the Settings menu, click E-mail Gateway on the left navigation bar.

. Click the Edit button to reach the ‘Edit E-mail Gateway Panel’.

. Enter the HipLinkXS URL (mandatory).

. Enter the E-mail Gateway spool directory (mandatory).

. Enter the Server Port (mandatory).

. Select the Spool Directory Checking Period from the drop-down list (mandatory). The default value

is 30 seconds.

. Check the Enable Detailed Log File box to create a more detailed log for the E-mail Gateway

(optional, not checked by default).

. Enter the one-way messaging e-mail address for the Scenario 1 in the ‘One-Way E-mail Address

Configuration’ area.

10. Enter the two-way messaging e-mail address in the “Two-Way E-mail Address Configuration’ area.

11. Click the Save button to submit your changes and return to the ‘E-mail Gateway Panel’, Reset button

to fill in the previous values, or Cancel button to return without saving.
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Note: Any changes to the E-mail Gateway require to restart the service.

Edit Email Gateway Panel

Receive email and send message to HiplinkXs

Parameters

HiplinkxS URL |http:ﬂ192.1 £8.201 40:80( *
Ernail Spool Directory IC:\hiplinkxs\HipLink\emai @
Server Port |25 @
Spoal Directory Checking Period Iﬂ * (seconds)

Enahle Detailed Log File -

One Way Email Address Configuration
Scenario 1

lMessages sent to this email address will be delivered to the receiver {or group) defined in the
suhject field of the email message

Email Address: |msg@mai|.cumpany.cum

Scenario 2.

All other messages sent to email address that don't match any previously defined addresses will
have a receiver name set to the email recipient name, e.g. email sent to george@yourcompany.com
will be delivered to receiver (or group if there is no receiver with this name)named "geaorge"

Two Way Email Address Configuration

Messages sent to this email address trigger actions. The output of an action {if any) will he
delivered to the sender Messages sent to this email address trigger actions.

Email Address |cmd@mai|.c0mpany.cum

Sawve | Fesat | Cancel

*Note: Fields marked with an asterisk *' are mandatory.

POP3 E-mail Gateway Parameters

The SMTP Server E-mail Gateway parameters that can be set are:

» The HipLinkXS URL - specifies the URL of the HipLinkXS instance used by the SMTP Server E-mail
Gateway to send messages. If there is only one HipLinkXS installed on the machine, this is the default
URL.

» The spool directory - specifies the directory where the e-mails received by the gateway are stored.
» The server Port - specifies the port of the SMTP Server E-mail Gateway.

» The spool directory checking period - specifies the time period at which the SMTP Server E-mail
Gateway is checking the spool for new messages.

» Enable detailed log file - determines the level of details logged in the log file.

One-Way E-mail Address Configuration

Messages sent to the generic one-way e-mail address are delivered to the recipient (Receiver or Group)
which is defined in the ‘Subject’ field of the e-mail message. The Receiver or Group should be already
defined in the HipLinkXS database.
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For example, if there is an e-mail sent to ‘HipLinkXS@mail.company.com’ with the subject ‘Joe Smith’,
then HipLinkXS will send the body of the message to the receiver ‘Joe Smith’.

Two-Way E-mail Address Configuration

The E-mail Gateway allows to define an additional two-way e-mail address that will handle two-way
requests. Messages sent to this e-mail address trigger Response Actions. The output of a Response
Action (if any) will be delivered to the sender.

Email Gateway Panel

Set up email gateweay parameters and email addresses

 SMTP Server & POP3
Email Gateway Parameters

MName “alue

Hiplinkxs URL httpe 1921688, 201.40:8000/cgi-hinfaction. exe
Spool Directory Coihiplinkxs\OpenLinkiemail_spoal

POP3 Server 123.123.123.123

POP3 Server Port 110

POP3 Server Pull Interval 10 (zec)

Spool Directory Check Period 30 (sec)
Enable Detailed Log gls]

One Way Email Address Configuration

Messages sent to this POP3 account will be delivered to the receiver (or group) defined in the
subject field of the email message

POP Account HLXS.0ne_Way
Two Way Email Address Configuration

Messanges sent to this POP3 account trigger actions. The output of an action (if any) will be
delivered to the sender Messages sent to this POP3 account trigger actions.

POP Account HLXS. Two Way
Edit

Set and modify the POP3 E-mail Gateway parameters and configure the e-
mail addresses that will be used by the POP3 E-mail Gateway.

To set the SMTP Server E-mail Gateway parameters:
1. From the Settings menu, click E-mail Gateway on the left navigation bar.
. On the ‘E-mail Gateway Panel’, click the ‘POP3’ radio button.
. Click the Edit button to reach the ‘Edit E-mail Gateway Panel'.
. Enter the HipLinkXS URL (mandatory).
. Enter the E-mail Gateway spool directory (mandatory).
. Enter the POP3 Server (mandatory).
. Enter the POP3 Server Port (mandatory).

. Select the POP3 Server Pull Interval from the drop-down list (mandatory). The default value is 10
seconds.

0 N OO o B~ WD
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9. Select the Spool Directory Checking Period from the drop-down list (mandatory). The default value
is 30 seconds.

10. Check the Enable Detailed Log File box to create a more detailed log for the E-mail Gateway
(optional, not checked by default).

11. Enter the one-way messaging POP Account and POP Password in the ‘One-Way E-mail Address
Configuration’ area.

12. Enter the two-way messaging POP Account and POP Password in the ‘Two-Way E-mail Address
Configuration’ area.

13. Click the Save button to submit your changes and return to the ‘E-mail Gateway Panel’, Reset button
to fill in the previous values, or Cancel button to return without saving.

Note: Any changes to the E-mail Gateway require to restart the service.

Edit Email Gateway Panel

Receive email and send message to HiplinkxS

Parameters

Hiplinkxs URL |http:ff192.1 £8.201.40:80C =
Email Spool Directary |C:\hip|into<s\0penLink\en @
POP3 Server |123.123.123.123| B
POP3 Server Port [110 "
POR3 Server Pull Interval T;, * (zeconds)

Spool Directory Checking Feriod E’ * (seconds)

Enable Detailed Log File r

One Way Email Address Configuration

Messages sent to this POP3 account will be delivered to the receiver (or group) defined in the
suhject field of the email message

POP Account IHL)(S.OnB_WEly

POP Password I********

Two Way Email Address Configuration

Messages sent to this POP3 account trigger actions. The output of an action (if any) will he
delivered to the sender Messages sent to this POP3 account trigger actions.

FOP Account IHL}(S.TWI:I_Way

POPR Password I********

Sawve | Reset Cancel

*Note: Fields marked with an asterisk ™' are mandatory.

File Interface

The File Interface provides a powerful way to send messages. HipLinkXS periodically (every 30-60 sec-
onds) checks a spool directory to see if there are new files that need to be processed. The format of these
files is described in the ‘HipLinkXS Programmer Guide’. HipLinkXS will process the files in the spool
directory, send out messages, and then delete the files. The HipLinkXS Administrator can configure the
location of the spool directory and the checking period.

To edit the configuration of the File Interface:
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1. From the ‘Settings Menu’, click File Interface on the left navigation bar.
2. Click the ‘Edit’ button to reach the Edit page.

3. Edit the File Spool Directory.

4. Edit the Spool Directory Checking Period.

5. Click Save.

Backup Service

The Backup Service provides full backups of the HipLinkXS database. These backups can be scheduled
to happen at a user-defined interval. Everything that can be set in the Settings menu of the GUI will be
saved in the backup file. The HipLinkXS Administrator can edit various settings related to this backup pro-
cess. Restoring a backup is as easy as pressing the restore button next to the backup file that you want to
use.

Warning: It is strongly recommended to make a backup of the current HipLinkXS configuration
(by pressing the “Backup Now” button), before restoring from an old version. Restoring from an
old backup file will, by design, overwrite the entire current HipLinkXS database with the old ver-
sion.

To set the Backup Service parameters:
1. From the Settings menu, click Backup Service on the left navigation bar.

2. On the ‘Backup Service Panel’, click the Edit button to reach the ‘Edit The Configuration of Backup
Service’ page.
3. Enter the Backup Directory where the backups will be stored (mandatory).

4. Set the Backup Start-Time (24 hours clock). This is the time of the first backup. Subsequent backups
are scheduled based on the Backup Interval. See step 6.

5. Set the Backup Keep Days. This is the number of days that the backup files will be kept.

6. Set the Backup Interval (hour). The is the number of hours that HipLinkXS waits between backups.
For example if you set the Backup Start Time to be 03:00 and the Backup Interval to be 24 hours, then
backups will be made every day at 3 am.

7. Finally you can choose to enable or disable the detailed log file.

To Restore from an old Backup:
1. From the Settings menu, click Backup Service on the left navigation bar.

2. Press the icon under the Restore column, next to the backup file that you want to restore. It is strongly
recommended to make a backup of the current HipLinkXS configuration (by pressing the “Backup
Now” button), before restoring from an old version. Restoring from an old backup file will, by design,
overwrite the entire current HipLinkXS database with the old version.

Note: Upgrading HipLinkXS from one version to another implies very often database conversion
from the previous format to the new format. When this is the case, the installer will check the ver-
sion of the backup, and only compatible backups will be restored. The HipLinkXS version is
included in the name of the backup file.
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Filters
HipLinkXS allows to define filters that affect sending messages to Receivers and Groups. There are two
types of filters:

* positive filters and

* negative filters,

and three types of filtering criteria based on:
* message content,

» message sender, and

* number of messages with similar content (i.e., filters can be set to skip or limit duplicate content within a
specified time frame).

Note: Only the ‘admin’ User Group has permissions to set up Filters.

Filters Panel

Filter configuration file

Filter Settings

|[Jess Cellnegative|content/production system is down
|Jess Cell|positive|content|production system is up
|Joe Pager|positive|sender|admin

Edit

For details about the filter syntax and examples of usage please refer to the ‘Message Filtering’ section
from the ‘HipLinkXS Installation and Administration Guide’.

To set up Filters:
1. From the Settings menu, click Filters from the ‘System’ section on the left navigation bar.
2. On the ‘Filters Panel’, click the Edit button to reach the ‘Edit Filters’ page.

3. Enter the Filter definitions in the Filter Settings text area. (Click the Help button for a quick help and
some examples).

4. Click the Save button.

Note: The filter syntax is automatically checked when the filter is saved.



99 SETTINGS MENU

Edit Filters

Edit filters configuration file

Filter Settings Help

|Jess Cell |negative |content |production system is down
|Jess Cell|positive|content|production system is up
|Joe Pager |positive|sender |admin

Sawve | Reset Cancel

Feedback Actions

HipLinkXS allows to set up the path to Feedback Actions scripts, batch files, or other applications that will
be executed upon the status of a message. There are two types of feedback actions:

+ actions executed when a message reaches the final status.

» actions executed when a message reaches the ‘Failed’ status.

Note: Only the ‘admin’ User Group has permissions to set up Feedback Actions, and it is the
responsibility of the HipLinkXS administrators to write and maintain the scripts, batch files, or
applications invoked as Feedback Actions.

HipLinkXS is passing three parameters to the Feedback Action:

1. msg_id - the message ID;
2. msg_status - the status of the message;
3. filename - the full filename of the message file.
Example:
If you define feedback action script ‘update_database. sh’, it will be executed as:

update_database.sh 1_1 COMPLETED /usr/local/hiplink/completed/R.1_1.smtp
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Feedback Actions Panel

Set up feedback actions that will be executed for all status changes.

Feedback Parameters

MNarme Path
Final Status final bat
Failed Status failed bat

Edit

To set up the path for Feedback Actions:
1. From the Settings menu, click Feedback from the ‘System’ section on the left navigation bar.
2. On the ‘Feedback Actions Panel’, click the Edit button to reach the ‘Edit Filters’ page.
3. Enter the path to the Filter Status Action (optional).
4. Enter the path to the Failed Status Action (optional).
5. Click the Save button.

Edit Feedback Actions

Set up feedback actions that will be executed for all status changes.

Feedback Parameters

Final Status Action |fina|.bat action to be executed when status changes to final
Failed Status Action |fai|ed.bat action to be executed when status changes to failed
Save | Reset | Cancel

*Note: Fields marked with an asterisk ™" are mandatary.

Description of parameters:

Feedback action script (program) will be automatically called with three parameters:
- msg_id
- msg_status
- full filename of the message file

Example:
If you define feedback action script "update_database sh”, it will be executed as:
update_database.sh 1_1 COMPLETED fusrflocalfhiplinkicompleted/R.1_1.smtp



Directories

The Directories panel lists the default locations of the HipLinkXS files: message queues (i.e., ‘Main’,
‘Scheduled’, ‘Escalation’, ‘Failed’, ‘Completed’, ‘Fax’, and ‘Voice’ queues), Logs, Reports, and Statis-
tics.

If working with multiple Paging Queues feature is enabled by the License Key then the ‘Main’ queue is
replaced by the ‘Default’ queue and the User can add more custom Paging Queues up to the number
allowed by the License Key.

HipLinkXS uses the following queues to store the messages: Main, Scheduled, Escalation, Failed, and
Completed queues. It also lists the default locations for message Logs and Reports, and Statistics.

All directories are mandatory.

IMPORTANT. It is strongly recommended that you keep the directories in their default locations
to avoid message loss. However, if you choose for some reason to change the directory locations
follow all of the steps below. After changing the location of the directories, it is mandatory to
restart the Messengers, the Monitor, and the Scheduler from the ‘Services Menu’, and move
manually all the files from the old locations to the new locations.

Directories Panel

Yiew ar change the location of Hiplink®S systermn files

Mame

Main Clueue
Scheduled Gueue
Escalation Queue
Failed Queue
Cormplated Queue
Fax Cueue

“oice Cueus

Laog Files
Reparts
Statistics

Edit

Note: The ‘Fax Queue’ and ‘Voice Queue’ directories will be displayed only if the Fax and Voice

Full Path

ChProgram FilesiSematusiHiplink<Sipaning
ChProgram Files\SemotusiHiplinkx<Sischeduled
ChProgram FilesiSemotusiHiplink<Shescalation
ChPragram FilesiSematusiHiplinkxSifailed
ChProgram FilesiSemaotusiHiplink<Scompleted
ChProgram Files\SematustiHiplinkxSifax
ChProgram Files\SemotusiHiplinkx<Swaice
ChProgram FilesiSemotusiHiplinkx<Shogs
ChProgram Files\SematusiHiplinkxSireport
ChProgram Files\SemaotusiHiplinkx<Shstatistics

services are enabled by the License Key.
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Edit Directories

Change the location of HiplinkxS files.

Scheduled Queue IC:\Prugram Files\Semotus\HiplinkXS\schedy +
Escalation Queue IC:\,Prugram Files\Semotus\HiplinkXS\escalal +
Failed Ciueue IC:\Prugram Files\Semotus\HiplinkXS\failed |+
Campleted Cueue IC:\Prugram Files\Semotus\HiplinkXS\comple +

Fax Cueue IC:\Prugram FilesiSemotusiHiplinkXSifax *

Yoice Queue IC:‘\Prugram Files\Semotus\HiplinkXS\voice |+

Logs IC:\Prugram Files\Semotus\HiplinkXSylogs »

Reparts IC:"\Prugram Files\Semotus\HiplinkXS\report | +

Statistics IC:\Prugram Files\Semotus\HiplinkXS\statisti +
Save | Fesat | Cancel |

*Note: Fields marked with an asterisk ™' are mandatary.

To modify a Directory:
1. From the Settings menu, click Directories on the left navigation bar.
2. On the ‘Directories Panel’, click any Edit icon to reach the ‘Edit Directories’ page.
3. Change the path of the directory you want to modify.

4. Click the Save button to submit your changes and return to the Directories Panel, Reset button to fill in
the previous values, or Cancel button to return without saving.

5. Restart Messengers, Monitor, and Scheduler from the Services menu.

6. Move all the files from the old locations to the new locations.

Multiple Paging Queues

The Multiple Paging Queues feature allows to create dedicated queues that will be used in exclusivity
by one or more Messengers and Carriers assigned to that queue. There should be at least one Messen-
ger assigned to a given paging queue in order to be able to create a Carrier using the same protocol as
that Messenger.

For example if you create a “‘TAP messages’ queue dedicated for messages using the TAP Dial-Up proto-
col, then you have to create a TAP Dial-Up Messenger that is assigned to that queue before creating the
TAP Dial-Up Carrier.
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Directories Panel

Wiew or change the location of HiplinkxS system files

Edit Del Paging Queue Marne Full Path

4 X Default ChProgram FileshSemotusiHiplinkxXSpaging

Add
Mame Full Path
Scheduled Cusue C\Program Files\Semotus\HiplinkxS\scheduled
Escalation Queue ChProgram Files\SemaotusiHiplinkxSiescalation
Failed Queue C\Program Files\Semotus\HiplinkSifailed
Completed Queue CAProgram Files\SemaotusiHiplinkXScompleted
Fax Queue ChProgram Files\SemotustHiplink}XSifax
Yoice Queus Ch\Program Files\Semaotus\HiplinkxSwaice
Log Files CAProgram FilesiSemotusiHiplinkxSiogs
Feports ChProgram Files\SemaotustHiplinkXShreport
Statistics C\Program Files\Semotus\HiplinkxSstatistics

Edit

To add a Paging Queue:
1. From the Settings menu, click Directories on the left navigation bar.
2. On the ‘Directories Panel’, click the Add button to reach the ‘Manage Queue’ page.
3. Enter a name for the new paging queue (mandatory).
4. Enter the path of the directory you want to be used as a paging queue (mandatory).

5. Click the Save button to submit your changes and return to the Directories Panel, Reset button to fill in
the previous values, or Cancel button to return without saving.

Manage Queue

Change the location of HiplinkXS files.

MName I *
Full Path | .
Sawe | Feset Cancel

*Note: Fields marked with an asterisk *' are mandatory.

To modify a Paging Queue:
1. From the Settings menu, click Directories on the left navigation bar.

2. On the ‘Directories Panel’, click the Edit icon displayed in front of the Paging Queue you want to mod-
ify, and reach the ‘Manage Queue’ page.

3. Change the name of the queue or the path of the paging queue.

4. Enter the path of the directory you want to be used as a paging queue (mandatory).
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5. Click the Save button to submit your changes and return to the Directories Panel, Reset button to fill in
the previous values, or Cancel button to return without saving.

6. Restart Messengers, Monitor, and Scheduler from the Services menu.

7. Move all the files from the old locations to the new locations.

Edit Directories

Change the location of HiplinkX3 files.
Scheduled Queue IC:\Prugram Files\SemotusiHiplinkXSischedy ~

Escalation Queue IC:\Prugram Files\SemotusiHiplinkXShescalal ~

Failed Cueue IC:\,Prugram Files\SemotusiHiplinkXS¥failed |+
Completed Queue IC:\Prugram Files\SemotusiHiplinkXSicomple =
Fax Clueue IC:\Prugram Files\SemotusiHiplinkXSifax *
Yoice Queus IC:\Prugram Files\Semotus\HiplinkXSivoice |-
Logs IC:"\Prugram Files\Semotus\HiplinkXS\logs |+
Reports IC:\Prugram Files\Semotus\HiplinkXS\report |+
Statistics IC:\Prugram Files\SemotusiHiplinkXS\statisti +
Sawve | Feset | Cancel |

*Note: Fields marked with an asterisk ™' are mandatory.

To modify a Directory:
1. From the Settings menu, click Directories on the left navigation bar.
2. On the ‘Directories Panel’, click any Edit icon to reach the ‘Edit Directories’ page.
3. Change the path of the directory you want to modify.

4. Click the Save button to submit your changes and return to the Directories Panel, Reset button to fill in
the previous values, or Cancel button to return without saving.

5. Restart Messengers, Monitor, and Scheduler from the Services menu.

6. Move all the files from the old locations to the new locations.

Monitoring

SNMP Monitoring

The SNMP Monitoring feature depends on the License Key and provides the HipLinkXS administrators
with a tool that monitors the SNMP messages from the local network where the HipLinkXS is installed.
The SNMP Monitor is able to generate Alerts based on Events associated with specific Devices con-
nected to the network.
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Devices

To add a new Device:
1. From the Settings menu, click SNMP on the Monitoring section of the left navigation bar.
2. On the 'SNMP Device Settings Panel’, click the Add Device button to reach the ‘Edit Device Settings’
page.
3. Enter a unique Device Name for this device (mandatory).
4. Enter a unique Device IP for this device (mandatory).
5. Enter a Description for this device (optional).

6. Click the Save button.

Edit Device

Device Parameters

Device Name |Ethernet @
Device IP l123.123.12.3 @

Description |Ethemet Interfaces and k

Sawve | Fesat | Cancel

*Note: Fields marked with an asterisk ™' are mandatory.

To modify a Device:
1. From the Settings menu, click SNMP on the Monitoring section of the left navigation bar.
2. On the ‘'SNMP Device Settings Panel’, find the Device you want to modify and click the Edit icon.
3. On the ‘Edit Device Settings’ page, edit the Device Parameters.

4. Click the Save button to submit your changes and return to the ‘SNMP Device Settings Panel’, Reset
button to fill in the previous values, or Cancel button to return without saving.

| SNMP Device Settings Panel

Set up SNMP Devices which hiplinkx3 will monitor

Add Device
Edit Del Events Alert Name IP Description
rAnr - & Ethernet 123123123 Ethernet Interfaces and Hub

To delete a Device:
1. From the Settings menu, click SNMP on the Monitoring section of the left navigation bar.
2. On the ‘'SNMP Device Settings Panel’, find the Device you want to remove and click the Delete icon.

3. Click the OK button to confirm deletion or click Cancel to revoke this action.
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Note: You cannot delete a Device that has Events associated with it. You have to delete the
Events first.

Events

To add an Event to a Device:
1. From the Settings menu, click SNMP on the Monitoring section of the left navigation bar.

2. On the ‘SNMP Device Settings Panel’, find the Device to which you want to add an Event and click
the Events icon.

. On the ‘'SNMP Event Settings Panel’, click the Add Event button to reach the ‘Add Event’ page.
. Enter a unique Event Alias for this event (mandatory).

. Enter a unique Event OID for this event (mandatory).

. Enter a Description for this event (optional).

. Enter a Message for this event (mandatory).

. Click the Save button.

0 N OO 0o A~ W

Add Event
Device Mame: Ethernet Device IP: 123.123.12.3

Event Parameters

Ewvent Alias |Authenticati0n *

Event QID |.1.3.B.1.5.3.1.1.5.5 ®

Descripion [z thentication Failure =
=

Messale  [cannot authenticate Ethernet device SH (SI) =]
Lla-

Sawve | Feset Cancel

*Nete: Fields marked with an asterisk ™' are mandatary.

To import Events to a Device from a MIB file:
1. From the Settings menu, click SNMP on the Monitoring section of the left navigation bar.

2. On the ‘SNMP Device Settings Panel’, find the Device to which you want to add an Event and click
the Events icon.

3. On the ‘SNMP Event Settings Panel’, select a MIB file from the drop down list, and click the Import
MIB button.

4. The Events defined in the MIB file, will be automatically imported.
5. Click the Save button.
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SNMP Event Settings Panel

Set up SNMP events which hiplinkxS will monitor. Imported files must be located in <install directory=\mibs
Device Mame: Ethernet Device |P: Ethernet Interfaces and Hub

Add Event Irmpart MIB | MIE file |AGENTH-MIB. txt j
Edit Alerts Del Alias (o][n} Description Message
r a4 A authenticationFailure  .1.3.6.1.6.3.1.1.5.5 authenticationFailure NOTIFICATION-TYPE  authenticationFailure: UNFORMATTED MESS
S S A coldStart 1.36.1.6.3.1.1.5.1 coldStart NOTIFICATION-TYPE -- FROM 5 coldStart: UNFORMATTED MESSAGE FROM DEY
S S X linkDown 1.36.1.6.3.1.1.53 linkDown NOTIFICATION-TYPE -- FROM IF  linkDown: UNFORMATTED MESSAGE FROM DEYI
S S X linkUp 1.36.1.6.3.1.1.54 linkUp NOTIFICATION-TYPE - FROM IF-M  linkUp: UNFORMATTED MESSAGE FROM DEVICE
S S A warmStart 1.36.1.6.3.1.1.5.2 warmStart NOTIFICATION-TYPE -- FROM 5 warmStart: UNFORMATTED MESSAGE FROM DEY

To modify an Event:
1. From the Settings menu, click SNMP on the Monitoring section of the left navigation bar.

2. On the ‘SNMP Device Settings Panel’, find the Device for which you want to modify an Event and click
the Events icon.

3. On the ‘'SNMP Event Settings Panel’, find the Event you want to modify and click the Edit icon.

4. On the ‘Edit Event’ page, edit the Event Parameters.

5. Click the Save button to submit your changes and return to the ‘SNMP Device Settings Panel’, Reset
button to fill in the previous values, or Cancel button to return without saving.

Note: You cannot modify the Event OID of an Event that was imported from a MIB file.

Edit Event
Device Mame: Ethernet Device IP: 123.123.12.3

Event Parameters

Ewvent Alias  |authenticationFailure *
EventOID 1361631155

Description faythenticationFailure NOTIFICATION-TYPE =
-— FROM SNMPvZ-MIB
DESCRIPTION "An authenticationFailure trap signifies that the SNMP
entity has received a protocol message that is not
properly authenticated. TWhile all implementations =l
Message [authenticationFailure: UNFORMATTED MESSAGE FROM DEVICE S$H ($I) =l
Lla-
Sawve Feset Cancel

*Note: Fields marked with an asterisk ™' are mandatory.

To delete an Event:

1. From the Settings menu, click SNMP on the Monitoring section of the left navigation bar.
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2. On the ‘SNMP Device Settings Panel’, find the Device for which you want to delete an Event and click
the Events icon.

3. On the ‘SNMP Event Settings Panel’, find the Event you want to modify and click the Delete icon.

4. Click the OK button to confirm deletion or click Cancel to revoke this action.

SNMP Event Alerts

To set an SNMP Event Alert:
1. From the Settings menu, click SNMP on the Monitoring section of the left navigation bar.

2. On the ‘SNMP Device Settings Panel’, find the Device to which you want to add an Event Alert and
click the Events icon.

3. On the ‘SNMP Event Settings Panel’, find the Event to which you want to add an Alert and click the
Alerts icon.

4. On the ‘'SNMP Event Alert Panel’ select All or a specific Event from the drop down list of Events.

5. Wait until the Event Parameters are displayed at the top of the page and then you can start to select a
list of Recipients.

6. Highlight one or more Receivers and/or Groups and click the Add button to create your Recipient
List. You can also add/remove a recipient to/from a list by double clicking on that recipient.

Note: Acronyms prefix the Recipient names: none, ‘(Num)’, ‘(2Way)’, and ‘(Fax)’ for Receiv-
ers, ‘(G)’ for Receiver Groups, ‘(O)’ for On-Duty Groups, (E)’ for Escalation Groups, (R)
for Rotate Groups, and (F) for Follow-Me Groups.

7. For managing a large number of Receivers and Groups use either the simple Alphabetical Filtering
feature (e.g., by pressing one of the links A, B, C...., Z, and Others), or the advanced Search feature
to display only the information that you need (e.g., enter a keyword followed by a ™’ and press the
View icon). Note that if you already had defined a list of Personal Favorites, then the content of this
list is displayed by default on the left column. Select the link All to display all the available Receivers
and Groups, and select the Favorites link to go back and display only those selected in your Favorites
List.

8. To select multiple items on a list, click the left mouse button while holding down either the ‘Shift’ or ‘Ctrl’
key.

9. Highlight a Group and click the Show Group Members link to see the members of that Group in a
pop-up window (useful if you want to see who’s on duty right now).

10. Click the Save button to submit your settings and return to the ‘SNMP Event Settings Panel’, Reset
button to fill in the previous values, or Cancel button to return without saving.
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SNMP Event Alert Panel
Device Mame: Ethernet Device IP: 123.123.12.3

Event IAuthenticatiun vl

Event Alias: Authentication Event OID: .1.36.1.6.3.1.1.55
Brief Description : Authentication Failure
Message : Cannot authenticate Ethernet device §H ($1)

Select below the recipients to which alerts generated by this event will be sent.

Receivers

Ay Sales (2Way) j

Bill Phone

Jane Brown

Jane Mohile

Jess Cell

John Doe Cell (Murm} x|

Groups

Company {G)

Emergency Escalation (E)
Fallow John Doe (F)
Intervention On-Duty {0
Maintenance On-Duty {O)
Sales 1 (G)

Show Group Members

Femowve

Recipient List

Intervention Tearm (R}
Joe Pager

Sawve | Feset | Cancel|

Build the Recipient List by selecting and adding members from Receivers
and/or Groups.
To modify an SNMP Event Alert:
1. From the Settings menu, click SNMP on the Monitoring section of the left navigation bar.

2. On the ‘SNMP Device Settings Panel’, find the Device to which you want to add an Event Alert and
click the Events icon.

3. On the ‘SNMP Event Settings Panel’, find the Event to which you want to modify an Alert and click the
Alerts icon.

4. On the 'SNMP Event Alert Panel’ select All or an Event from the drop down list of Events for which
you want to modify the Recipient List.

5. Modify the list of Recipients.
6. Click the Save button to submit your settings and return to the ‘SNMP Event Settings Panel’, Reset
button to fill in the previous values, or Cancel button to return without saving.

Note: You cannot delete an Event Alert. All you have to do is to remove all members (Receivers
and/or Groups) from the Recipient List.



General

Password

Administrators will set up user passwords when creating Users. Once the user account is set up, all
Users will have access to the Password function in the Settings menu to change their password.

Password Panel

Change the currert password.

Enteryour old passwoard Iadmin

Enteryaur new passward |=""'*""*""*""*"r

Confirm your new password Imm
Ok

To change your Password:
1. From the Settings menu, click Password on the left navigation bar.
2. On the ‘Password Panel’, enter your old password.
3. Enter your new password.
4. Confirm your new password.

5. Click the OK button to submit the new password.

Response Actions

Response Actions are set up by administrators and allow a Receiver to execute system commands
from a two-way wireless device. Response Action parameters are defined by its Name and Definition,
the Command that has to be executed when the response arrives, and the Action Type.

In the Two-Way Send panel, Users have the option to select Response Actions in the drop-down menu.
These actions can be associated with Response Text (the answer options Users create for a two-way
message). When a two-way Receiver responds to a message with a predefined Response Text /
Response Action pair, the command is executed.

For example, if a User wants to dispatch job order no. 25, they may include the Response Text answers
‘accept’ and ‘reject’. The Response Action named ‘update job status’ is paired with the answer ‘accept’,
and will automatically execute the command to update the status of the job order on the company data-
base. This command will only be executed when the Receiver responds with the answer ‘accept’.

All Response Actions created here will become selections in the Response Actions drop-down list in
the “Two-Way Send Panel’ (see the ‘Using HipLinkXS’ chapter for details).

There are three predefined Response Actions that and cannot be modified or deleted:



1. Conf - to confirm a message;

2. Send - to send a standard message;

3. ShowRecv - to show the matching receivers.
These predefined actions are of type ‘Standard’ and are used only by two-way messages that are sent by
other means that the HipLinkXS GUI. They require the following parameters:

1. Conf requires as parameter the job ID, (i.e., JOBID, a string of maximum 32 characters, mandatory)

2. Send requires four parameters:

+ the message recipient, (i.e., RECIPIENT, a string of maximum 50 characters, mandatory)

+ the message body, (i.e., BODY, a string of maximum 500 characters, mandatory)

+ the message priority, (i.e., PRIORITY, a string of one character, optional)

+ the name of the sender and the time stamp, (i.e., NAMETIME, a string of one character, optional).

3. ShowRecv requires as parameter a matching pattern, (i.e., RECV_PATTERN, a string of maximum 50

characters, mandatory).

In the case of an IVR session, the User will be asked to select the action from an option list. For details
about installing and using the HipLinkXS Voice Module refer to the ‘HipLinkXS Installation and Adminis-
tration Guide’.

In the case of sending an e-mail to the E-mail Gateway, the User will have to send the action and its
parameters in the body of the e-mail message.

The actions that can be executed are either the predefined action or any other action defined by the Hip-
LinkXS administrator.
There are three predefined actions that cannot be deleted or modified:

1. Conf - to confirm a message.

2. Send - to send a standard message.

3. ShowRecv - to show the matching receivers (used internally by the HipLinkXS Voice Module).

There are two ways of passing parameters to a Response Action:
1. Parameter values only: valuel value2 value3...

2. Pairs of parameter name and value: -namel valuel -name2 value?l...

In the first case, all parameters will be passed to the action without any validation. In the second case, the
parameters are validated before they are passed to the action.

Examples

Send "John Doe" "Hello John!"
Send -recipient "John Doe" -body "Hello John!"



Response Actions Panel

Set up Actions to be triggered by message responses.

Add Action
Edit Del Action Mame Category Description
S Conf All Canfirm a message
S Send All Send a standard message
S ShowRecy All Show matching receivers

To add Response Actions:
1. From the Settings menu, click Response Actions on the left navigation bar.
2. On the ‘Response Actions Panel’, click the Add button to reach the ‘Add Response Action’.
3. Enter a unique Name for this Response Action (mandatory).
4. Enter a Description of this Response Action (optional).
5

. Enter an executable Command accessible from the server where is installed HipLinkXS (mandatory).
For example, the command might look something like ‘updatestatus.exe 'name’, 'field1', 'field2".

6. Select the Action Type: ‘Standard’ (default), ‘Escalation Confirm’, ’ Escalation Refuse’, or ‘Reply’.
+ a) Standard - used for user-initiated actions;
* b) Escalation Confirm - used for confirming escalation messages;
« c) Escalation Refuse - used for refusing escalation messages;
+ d) Reply - used for replies to two-way messages.
7. Enter the Response Text (mandatory).

8. Select the Module Permission: ‘Email Gateway’, ‘IVR’, or ‘Remote Client’. Each remote client (i.e.,
CLlI, File Interface, E-mail Gateway, IVR, remote client, etc.) has its own Module ID that is used while
sending requests to the HipLinkXS server. If you want to restrict the usage of a Response Action for
certain modules.

9. Assign User Group Permissions. This feature restricts the usage of the Response Action so only
Users from the Assigned User Groups can execute it.

» Select one or more User Groups from the ‘Available User Group’ list.
» Click the ‘Move >>’ button to add them to the ‘Assigned User Group’ list.
10. Select the Execution Account:

» a) Web Server Account (default). By default, the action will be executed under the Web Server
Account that has local permissions only.

* b) Prompt for User Name and Password. The execution account will be specified at run time.

* ¢) Under this account (User Name, Password, Retype Password). The action will be always exe-
cuted under the specified account.

11. Set database parameters (optional):
» Check the Database check-box. If checked, all following fields are mandatory.
* Enter the ODBC Source Name.



* Enter the database User Name.

* Enter the database user Password.

* Re-type the database user Password.
* Enter the Command String.

12. Define a Parameter List (for ‘Standard’ Response Actions only). You can define up to 16 parame-
ters (parameter Name, Max.Length, a flag specifying if the parameter is Required or optional, and a
Default Value).

13. Click the Save button.

Note: The parameters from the Parameter List are used only by two-way messages sent by other
means that the HipLinkXS GUI.

To modify a Response Action:
1. From the Settings menu, click Response Actions on the left navigation bar.

2. On the ‘Response Actions Panel’, find the Response Action name you want to modify and click the
Edit icon.

3. On the ‘Edit Response Action’ page, modify the Response Action Parameters.
4. Click the Save button to submit your changes and return to the ‘Response Actions Panel’, Reset but-
ton to fill in the previous values, or Cancel button to return without saving.
To delete a Response Action:
1. From the Settings menu, click Response Actions on the left navigation bar.

2. On the ‘Response Actions Panel’, find the Response Action name you want to remove and click the
Delete icon.

3. Click the OK button to confirm deletion or click Cancel to revoke this action.



Response Action Parameters

Each Response Action must have a unique name and a command that will be executed

Enter the full path in the command field. Refer to the "Installation and Administration Guide” for command syntax and ex

Action Parameters
MNarme

Description
Carmmand

Action Twpe
Response Text
Madule Permission

-

|
IStandard hd

+

[T Email Gateway [T IWR [T Remote Client

Available User Group

Assigned User Group

Quality Assurance
User Group Permission [sysoper _ Mover |
usrgend
<< tdowe

Execution Account & Wik Server Account
© Prompt for UserName and Password

© Under this account

User Name
Password

Retype Password

Diatabasze r

CODBC Saource Name l—
User Name l—
Password l—
Retype Password l—

Command String

Parameter List
MName Max Length Reguired Default Walue

b
- b
[ b
]
b
b
- b
[ b
]
b
b
- b
[ b
]
b
r b

Oo|ogg oo/ ogoaoooaoag

Save Fesat ‘ Cancel |

*Note: Fields marked with an asterisk ™' are mandatory.



Response Action Parameters
Each Response Action must have a unigque name and a command that will be executed.

Enter the full path in the command field. Refer ta the "Installation and Administration Guide" for command syntax and

Action Parameters

Mame |New ticket @
Description [Create a new ticket
Command [ @
Action Type |Standard vl
Wodule Permission [T Email Gateway [TIWR M Remote Client
Available User Group Assigned User Group

o GUIuser
User Group Permission Mowve >>
<< Mowve

Execution Account @ neh Server Account
 Prompt for UserMame and Password
= Under this account
User Name |

Password |

Retype Password |

Database I
ODBC Source Name  |mainland
User Name [cibadimin
Pas=waord Iwwwwﬁwwwﬁw

Ix*ﬂm*n-a-w

Retype Passwaord

call createticket ("%07,T:1T, T%52 ") ﬂ

Command String
[~

Parameter List
Marre Max Length Regquired Default Yalue
|Type |QD v |
[Submitter 20 ~ |
|Descriptiun |QD vl |
| [0 - |
| In = |

Templates

The Templates feature depends on your License Key. It provides the HipLinkXS administrator with the
ability to define message templates based on the most commonly used messages in your company.

Templates are forms with fill-in-the-blank fields and combo-boxes that allow HipLinkXS Users to
compose fast and easy new messages.



HipLinkXS administrators can grant permission to other Users Groups either to create Templates, or
use Templates, or both when sending messages. These permissions can be set in the ‘Add/Edit User
Group’ page accessible through the ‘Settings Menu’.

Any number of Templates can be created by administrators or permissioned Users. For example, you
may create an ‘Outage’ Template for technicians, and a ‘Schedule’ Template for dispatchers.

Adding, Editing, and Deleting Templates

HipLinkXS Templates are created by using some specific tags (a markup language similar to HTML).
These tags allow you to define static text, combo boxes, and editable fields. When the User selects a
template to send a message, the static text will be displayed as it is, and then the User will have to enter
the text in the editable fields and select an entry from the combo boxes.
To add a new Template:

1. From the Settings menu, click Templates on the left navigation bar.

2. On the ‘Templates Panel’, click the Add button to reach the ‘Add Template’ page.

3. Enter a unigue Name for this Template (mandatory).

4. Enter a Description of this Template (optional).

To compose the text for a Template:

1. ‘On the ‘Add Template’ page, click on the Command List icon and the ‘Template Command List’ will
open in a separate browser page. You can either click on the tags to insert them in the Commands
text box, or you can type them directly in the box.

2. Select the <template></template> pair of tags to begin and end the template (mandatory). The tags
will be inserted in the Commands text box on the ‘Add Template’ page.

3. Place your cursor where you want the next set of tags to appear in the Commands text box.
4. Write your text between the tags.

5. Select the <static></static>, insert the pair of tags, and write your text between the tags (optional).
This text cannot be edited by the User.

6. Select the <combo></combo>, insert the pair of tags, and write your text between the tags (optional).
This will create a drop-down menu with several options for the User. For example,
<combo>Mon|Tues|Wed|Thurs|Fri</combo>.

7. Select the <edit></edit>, insert the pair of tags, and write your text between the tags (optional). This
text can be edited by the User.

8. When you are done, click the Close button on the ‘Template Command List’ page, and then save your
template by clicking the Save button on the ‘Add Template’ page.



First, enter a Template Parameters

unlquernunefbrthe

Templ.at‘.% a short Each Template must have s unigue name and & sequence of tags to be executed.
description, and

then compose the Name [Shut Dawn -

body of the Tem-
plate in the Com-
mands text box. command |eremplates 1=
<static>WARNING! We will shut down the
aystem at</statics>
<combo>1|2|3|4|5]6|7|8]9]10[11] 12</ combo

>

<ocomioozx:00] :05] :10] :15] 20| :25] :30] :35] =
40] : 45| :50] : 55| : 60</ combox

<combo> M| PM</ combo> —
<gtatics>- make sSure you save everything

BEFORE !</statics x| = Command List

Save Feset Cancel

Description IMessage to send before shut

*Note: Fields marked with an asterisk = are mandatary.

To modify a Template:
1. From the Settings menu, click Templates on the left navigation bar.

2. On the ‘“Templates Panel’ page, find the name of the Template you want to modify and click the Edit
icon.

3. On the ‘Edit Template’ page, edit the Template Parameters.

4. Click the Save button to submit your changes and return to the ‘Templates Panel’, Reset button to fill
in the previous values, or Cancel button to return without saving.

To delete a Template:
1. tFrom the Settings menu, click Templates on the left navigation bar.

2. On the ‘Templates Panel’ page, find the name of the Template you want to remove and click the
Delete icon.

3. Click the OK button to confirm deletion or click Cancel to revoke this action.




Next, click the
Command List but-
ton to select tags
and enter the text
that you want.

Schedule Templates

HipLinkXS allows to define Schedule Templates that can be used later while defining schedules for On-
Duty or Follow-Me Groups.

The Schedule Templates can be either added manually or can be imported from standard schedule files.

There are three types of Schedules Templates that can be added manually: weekly, monthly, and non-

recurrent.

The standard schedule files are files with an “.ics” extension, which are iCalendar format files, see the
Internet Calendaring and Scheduling Core Object Specification at http://www.ietf.org/rfc/rfc2445.txt for
details). An example of a schedule file can be created from Microsoft Outlook by fixing an Appointment
and then saving it in the iCalendar format (open the Microsoft Outlook Help and search the Index for

Template Command List

Click on link to inzert pair of tags.

Template =template= . <femplate=
Static text =static=. . =Istatic=
Combo box zcambas.. <fcambo=
Inpott ted =edit=.. =fedit=

Example:

<template=

<static=YWARMMNG! We will shut down the syatem at </static-
=combos=1 [213)4[5]6]7 15901 0111 2=Jicombo=

<ok 00):05):10[: 1 5): 20[: 25 30[:35): 40[: 45]: 50[: 55| 60</combo=
=combo=AhPh=/combo=

<static=- make sure you save everything BEFORE!=tstatic=
=edit=Signed - your administrator =fedit=

=template=

Cloze

“appointment” and “Internet” keywords for more details).

HipLinkXS comes with no predefined Schedule Templates.




Schedule Templates Panel

Set up Schedule Templates for on-duty schedules.

Addweekly schedule |
Add Monthly schedule |

Add non-recurrent schedule

Browse... |

Irmport schedule |

Edit Del Expart Mame Type Default Start
J x 9to b Weekly Feb 52004 0%:00

To add a Schedule Template:
1. From the Settings menu, click Schedule Templates on the left navigation bar.

2. Schedule Templates can be either added manually or can be imported from a standard schedule file.
There are three types of schedules that can be added manually: weekly, monthly, and non-recurrent.

» To create a weekly schedule click ‘Add Weekly Schedule’, then continue with Step A (Weekly).
» To create a monthly schedule click ‘Add Monthly Schedule’, then continue with Step A (Monthly).

» To create a non-recurring (once-only) schedule click ‘Add Non-recurring Schedule’, then continue with
Step A (Non-recurrent).

+ To import a schedule file type the full path or click ‘Browse...’, select a standard schedule file (i.e., a file
with .ics extension) from your computer and then click ‘Import schedule’. If the import operation is suc-
cessful click the ‘Ok’ button to return to the ‘Schedule Templates Panel’.

Add/Edit a weekly schedule

On-duty Tirme |

Scheduled Name: |9 to 5

Time Frame: Start: IUQ ‘I IUU 'l* End: |17 '”UU 'l* Duration: |08:00

Recurrence pattern |

Recurrence every |1 'l wiaek(s) on
[ Sunday W Monday W Tuesday W Wednesday W Thursday B Friday [ Saturday

Range of recurrence

& Mo end date
Star: IDZIDEfZDM  End after I occurtences
CEndby |

Ok, | Cancel |

Step A (Weekly): Create a Weekly Schedule for an On-Duty Group Member:

1. Click the Edit icon next and a Schedule window will pop-up.
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. Choose an Name for the Schedule (mandatory).

. Enter a Time frame for the day of this Schedule (mandatory). Enter the Start and End time for the

schedule and the duration will be calculated for you. Alternatively, you can enter the Start time and the
Duration (hh:mm), and then the end time will be calculated for you when you click on the next field.

. Set the Recurrence pattern. Choose the number of weeks for the recurrence of this schedule and the

days on which this schedule should apply. For example if you pick 1 week and Monday then the sched-
ule will be in effect on every Monday, but if you pick 2 weeks and Monday, then the schedule will be in
effect every 2nd Monday.

. Set the Range of recurrence. The start date of this Schedule defaults to today’s date. You can

change it by directly editing the text box (use the MM/DD/YYYY format), or by clicking on the calendar
icon to select a date. By default the recurrence never ends. If you want it to end after a certain number
of occurrences, click the second radio button and enter the number of occurrence. To end at a certain
date, click the third radio button and enter a date in the text box (use the MM/DD/YYYY format) or click
on the calendar icon to select a date.

. When you are done click Ok. The Pop-up window will disappear. You may then either set up a sched-

ule for another member of this On-Duty group, or if you are done then click the Done button on that
page.

Add/Edit a monthly schedule

Or-duty Tirne

Scheduled Marne: I

Time Frame: Start: IUU '”UU 'l* End: IUl '”UU 'l* Duration: |D1:UU

Recurrence pattern

o Dayll =l of every |1 =l rmonth(s)
© The|First  x||sunday 7| ofevery |1 X month(s)

And continueforll "I days

Range of recurrence

=

E] & No end date

 End after I OCCUMTENCES
CEndby |

Start: |02/05/2004

[a]3 | Cancel |

Step A (Monthly): Create a Monthly Schedule for an On-Duty Group Member:

1.
2.
3.

Click the Edit icon next to the and a Schedule window will pop-up.
Choose an Name for the Schedule (mandatory).

Enter a Time frame for the day of this Schedule (mandatory). Enter the Start and End time for the
schedule and the duration will be calculated for you. Alternatively, you can enter the Start time and the
Duration (hh:mm), and then the end time will be calculated for you when you click on the next field.

. Select your preferred type of Recurrence pattern using the radio buttons.

. Set the Range of recurrence. The start date of this Schedule defaults to today’s date. You can

change it by directly editing the text box (use the DD/MM/YYYY format), or by clicking on the calendar
icon to select a date. By default the recurrence never ends. If you want it to end after a certain number



of occurrences, click the second radio button and enter the number of occurrence. To end at a certain
date, click the third radio button and enter a date in the text box (use the DD/MM/YYYY format) or click
on the calendar icon to select a date.

6. When you are done click Ok. The Pop-up window will disappear. You may then either set up a sched-
ule for another member of this On-Duty Group, or if you are done then click the Done button on that

page.

Add/Edit a weekly non-recurrent schedule

Or-duty Time

Scheduled MNarne: I

Time Frame: Start: IUU '”UU 'l* End: IUl '”UU 'l* Duration: |D1:DD

Scheduled date

Date: |02/05/2004 Continue until: [12/05/2004 B

Ok | Cancel |

Step A (Non-recurrent): Create a Non-recurrent Schedule for an On-Duty Group Member:
1. Click the Edit icon next and a Schedule window will pop-up.
2. Choose an Name for the Schedule (mandatory).

3. Enter a Time frame for the day of this Schedule (mandatory). When you enter the Start and End time
for the schedule, then the duration will be calculated for you. Alternatively, you can enter the Start time
and the Duration (hh:mm), and then the end time will be calculated for you when you click on the next
field.

4. Choose the date of this Schedule by editing the Date text box (use the DD/MM/YYYY format), or by
clicking on the calendar icon to select a date.

5. When you are done click Ok. The Pop-up window will disappear. You may then either set up a sched-
ule for another member of this On-Duty group, or if you are done then click the Done button on that

page.

To modify a Schedule Template:
1. From the Settings menu, click Schedule Templates on the left navigation bar.

2. On the ‘Schedule Templates Panel’ page, find the name of the Schedule Template you want to mod-
ify and click the Edit icon.

3. On the ‘Add/Edit Schedule’ page, edit the Schedule Template Parameters.

4. Click the Save button to submit your changes and return to the ‘Schedule Template Panel’, Reset but-
ton to fill in the previous values, or Cancel button to return without saving.

To delete a Schedule Template:
1. tFrom the Settings menu, click Schedule Templates on the left navigation bar.

2. On the ‘Schedule Templates Panel’ page, find the name of the Schedule Template you want to
remove and click the Delete icon.
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3. Click the OK button to confirm deletion or click Cancel to revoke this action.

License Key

The License Key panel is described only in the ‘Installation and Administration Guide’.

Global Settings

The Global Settings panel allows you to set up various parameters for the HipLinkXS system. Only
Users assigned to the ‘sysAdmin’ User Group have access to this page.

The HipLinkXS system parameters are grouped in the following categories:

* Report Export

* Cleanup

* HTTP Proxy Settings
- LDAP

* Display Settings

* Others

* Redundancy

Report Export Settings

» Enable export report feature. Enable or disable the report export feature (optional, disabled by
default).

* Report Export Time Interval. Set the amount of time (in minutes) at which the report will be exported
(optional, default value 0 minutes).

* Report Export File Path. Set the path of the exported report (optional, empty by default).

Cleanup Settings

» Maximum Failed queue size. Set the maximum number of message files sitting in the Failed queue
(mandatory, default value 200 files).

» Days in Failed queue. Set the number of days messages will be kept in the Failed queue (mandatory,
default value 30 days).

+ Maximum Completed queue size. Set the maximum number of message files sitting in the Completed
queue (mandatory, default value 500 files).

» Days in Completed queue. Set the number of days messages will be kept in the Completed queue
(mandatory, default value 30 days).

* Set the log file size (mandatory, default value 200 Kb).
Note: The recommended file size is 200 Kb and the number of files displayed in each log is

limited to 20. You can view each log by clicking the Previous and Next links in the ‘Logs
Panel’.

+ Set the number of log files (mandatory, default value 20 files).
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+ Keep reports for. Specify the number of days reports will be kept (mandatory, default value 30 days).

HTTP Proxy Settings

» Use HTTP proxy. This feature allows HipLinkXS to use a HTTP proxy while sending messages using
the HTTP protocol. It should be enabled only if the network where HipLinkXS is operating requires
proxy based access (optional, disabled by default).

* HTTP proxy host. Set the IP address (or hostname) and the port used by the HTTP Proxy, e.g.,
123.123.345.345:8000 (optional).

* HTTP proxy user name. Set the user name used by the HTTP Proxy (optional).
* HTTP proxy password. Set the password used by the HTTP Proxy (optional).
+ .Retype password. Retype the password used by the HTTP Proxy (optional).

LDAP Settings

The LDAP settings are enabled by the License Key.

» LDAP integration. Enable/disable LDAP integration (optional, disabled by default). If LDAP integration
is enabled, upon the User login HipLinkXS will contact the LDAP server to verify the Users’s creden-
tials. If the username and password are correct, the User will be logged in.

* LDAP Server. Set the LDAP Server address (mandatory if LDAP integration is enabled, 389 default
value).

* LDAP Port. Set the LDAP Port (mandatory if LDAP integration is enabled).

» LDAP Backup Server. Set the LDAP Backup Server address (optional if LDAP integration is enabled,
389 default value). HipLinkXS will always try to use the primary LDAP Server, but if it fails then it will
use the Backup Server.

* LDAP Backup Server Port. Set the LDAP Backup Server Port (optional if LDAP integration is
enabled).

* Create User account automatically. Enable/disable creation of a User account automatically
(optional, disabled by default). If enabled, a new HipLinkXS User record will be automatically created in
the case the LDAP username and password verification was successful but the User does not exist.
The Authorization Type of the newly created User will be automatically set to LDAP.

» User Group associated to automatically created User. Select the User Group associated to the
automatically created User from the option list.
Note: The selected User Group cannot be deleted from the User Group panel.

Display Settings

* Enable time stamp on all messages (optional). If this setting is enabled, the Include time stamp
check box on all the ‘Send Panels’ will be checked and greyed out.

Note 1: HipLinkXS allows that Receivers work in different time zones than the HipLinkXS$
server. The Receiver time zone setting takes effect when the option to include the timestamp in
the body of the message is enabled.

Note 2: By default, the DTMF protocol cannot carry a time stamp, even if the time stamp
option is enabled.
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- Enable sender name on all messages (optional). If this setting is enabled, the Include sender name
check box on all the ‘Send Panels’ will be checked and greyed out.

« .Put sender name at the beginning of message (optional). If this setting is enabled, the name of the
sender will be included at the beginning of the message.

* Include message ID in the message automatically (optional). If this setting is enabled, the message
ID will be included at the beginning of the message automatically.

+ Set the number of records showing on each report page. Set the number of records showing on
each report page between 10 and 1000 (mandatory, default value 50 records).

» Set maximum number of report records that can be sorted. Set maximum number of report records
that can be sorted between 100 and 99999 (mandatory, default value 1000 records)

» Set the number of records per page. Set the number of records per page between 0 and 1000 (man-
datory, default value 100 records).

* HipLinkXS Theme. Set the color scheme for the HipLinkXS GUI. (mandatory). Select from the drop-
down menu ‘Blue’ (default) or ‘Grey'.

* Tool-tips. Enable/disable the Tool-tips. (optional, enabled by default). These are the pop-up help
descriptions that appear when you move the mouse cursor over a link.

* Detail Receiver/User Display (optional, disabled by default). If enabled, it will allow to display the
‘Detail’ field of Users, Receivers, and Groups in all the lists.

Other Settings

» Temporary session. Enable/disable Temporary Session (optional, disabled by default). If enabled, the
HipLinkXS session will be terminated if the User closes the browser. The User has to log in for opening
a new session.

» Session Time-out. Set the Session Time-out for all users. (HipLinkXS Administrators Only). A value of
0 means no time-out (mandatory, default value 30 minutes).

- User Description as Signature. Use the User description as signature instead of the User name (dis-
abled by default)

* SMTP server address. Set the SMTP server address (optional, set during the installation process on
the Windows platforms). The mail server IP address or host name (e.g., 123.123.123.123 or mail.com-
pany.com).

» Enable Send Subiject Field (optional). If enabled, it will allow to enter the text to be sent in the ‘Subject’
field of an SMTP message.

» Enable Send Receiver Schedule (optional). If enabled, then on all the ‘Send’ panels (i.e., ‘Standard
Send’, ‘Quick Send’, etc.), only the Receivers that are on duty at that moment are displayed.

Redundancy Settings

The Redundancy settings are enabled by the License Key.
» Enable Redundancy. Enable/disable Redundancy (optional, disabled by default).
* HipLinkXS IP/hostname:port of the first (main) computer

* HipLinkXS IP/hostname:port of the second (backup) computer.
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Edit Global Settings
Contral HiplinkXS global behavior,

Report Export
Enable export report feature

O
Report Export Time Intereal (rmin) IU
Report Export File Path I

Cleanup
Maximurm Failed queue size

IQDD
Days in Failed gqueue ISD
Maximum Completed queue size ISDD S
ISD

Days in Completed gueus

Set log file size 200 | (Khy*
Set number of log files 20 7|+
keep reports far 30 7] (days) *

HTTP Proxy Settings
Use HTTP proxy r

HTTP prowxy host (eg. 123.123.345.345:3000)

HTTPF proxy user narne

HTTP proxy password

Retype password

LDAP
LDAR integration

r
LDAP Server [
LDAP Port [ea ]
LDAF Backup Server I
LDAR Backup Server Paort

38
Create User account automatically r

User group associated to automatically created user | j

Display Settings

Enable time-starmp on all messages Il
Enable sender name on all messages —

Put sender name at the beginning of message Il
Include message IDVin the message automatically [l

Set number of records showing on each report page I?*

Set maximum number of report records that can be Sor‘[edlmﬂ *

Set number of records per page (0-1000) 100 =+
HiplinkXs Theme [Blue =] -
Toolktips I~

Detail ReceiverUser Display [l

Others

Temporary session -
Session Timeout (minutes) Iﬁ*
User Description as Signature r

SMTP server address |mai|.semntus.cnm
Enable Send Subject Field —

Enable Send Receiver Schedule -

Sawve | Fesat Cancel

Note: By default, the DTMF protocol cannat carry a time stamp, even if the time stamp option is enabled.
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Time Zone

HipLinkXS allows Users and Receivers to work in different time zones than the HipLinkXS server. Each
User and Receiver has a time zone setting which determines the time difference (in hours) between its
time zone and that of the HipLinkXS server.

Note: All the Receiver schedules created by a User are displayed using the time zone of that
User. All HipLinkXS database records are stored, and all messages are generated and processed
using the HipLinkXS server time zone. The Receiver time zone is used only when the option to
include the timestamp in the body of the message is enabled.

HipLinkXS comes with a predefined time zone, called ‘Server Time’, that uses as reference the time zone
of the server where HipLinkXS is installed. The default offset is of 0 hours which means that the ‘Server
Time’ has the same time zone as the server time.

The default time zone ‘Server Time’ can be modified but cannot be deleted. New time zones can be

added if needed.

Time Zone Panel

Set up Time Zones.

Add Time Zone
Edit Del Marme Description Oiffset
r'4 Server Time Server Time - 0 hour offset 0 hr

To add a new Time Zone:
1. From the Settings menu, click Time Zones on the left navigation bar.
2. On the ‘Time Zone Panel’, click the Add Time Zone button to reach the ‘Add Time Zone’ page.
3. Enter a unigue Name for this Time Zone (mandatory).
4. Enter a Description of this Time Zone (optional).
5

. Enter the Offset in hours. This is the difference in hours between the new Time Zone and the Hip-
LinkXS server time zone set by the ‘Server Time’.

6. Click the Save button.
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Add Time Zone

Each Time Zone rmust have a unigue narme.

Time ZoneParameters

MName | B
Description |
Offset ID Hours 'l

Sawve Feset | Cancel |

*Note: Fields marked with an asterisk ™' are mandatory.

To modify a Time Zone:
1. From the Settings menu, click Time Zones on the left navigation bar.

2. On the ‘Time Zone Panel page, find the name of the Time Zone you want to modify and click the Edit
icon.

3. On the ‘Edit Time Zone’ page, edit the Time Zone Parameters.

4. Click the Save button to submit your changes and return to the ‘Time Zone Panel’, Reset button to fill
in the previous values, or Cancel button to return without saving.

To delete a Time Zone:
1. tFrom the Settings menu, click Time Zones on the left navigation bar.

2. On the ‘“Time Zone Panel’ page, find the name of the Time Zone you want to remove and click the
Delete icon.

3. Click the OK button to confirm deletion or click Cancel to revoke this action.

Edit Time Zone

Each Time Zone must have a unigue name.

Time Zone Parameters

MName |Server Time *
Description [Server Time - 0 hour offset
Offset ID Hours 'l

Sawve Reset | Cancel |

*Note: Fields marked with an asterisk ™' are mandatory.

About

The About panel includes HipLinkXS copyright, trademark, and the current version information.
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Services Menu

Introduction

The Services menu allows you to manually start or stop the HipLinkXS services: the Messengers,
System Attendant, E-mail Gateway, File System Interface, Scheduler, and Backup Service. Each
time a service is modified it should be stopped and restarted.

Note: It is strongly recommended that only administrators have access to start and stop Hip-

LinkXS services.

SERVICES MENU

Messengers, Monitor, and Scheduler services must be manually started.

Set up Messengers and Monitor from the Settings Menu

StartsStop the Messengers that handle the messaging service requests
StartrStop the Monitor that notifies the administrator in case of problems
StartsStop the Scheduler that supervizes all HipLink®S services

Start Stop Service Mame

Mzor DTMF

Mzgr HTTP

Mzor Semotus Gateway
Mzogr SMTP

Mzor SMNPP One-vay
Mzogr SMPP Two-iay
Mzor TAP Dial-Up
Mzor TAP Leased
Mzogr VICTP Cne-Way
hanitor

Scheduler

Etnail Gateway

File System Interface

Backup Service

External Setrvice Name

Fax
Voice

Refresh |

Status

The service is running.
The service is running.
The service is not running.
The service is running.
The service is running.
The service is running.
The service is running.
The service is running.
The service is running.
The service is running.
The service is running.
The service is running.
The service is running.

The service is running.

Status
Running
Unknown

Click on the Start or Stop icon to change the status of a HipLinkXS service. If
the service is busy starting or stopping then no icon will appear.

The Services menu allows also to see the status of the external Fax and Voice services if they are

installed.
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Starting or Stopping Services

To manually start and stop the Messenger services:
4. Click Services in the menu bar to reach the ‘Services Menu’.
5. Find the Name of the service you want to start or stop.

6. Click the Start or Stop icon to change the service status.
The System Attendant is checking permanently the status of the other HipLinkXS services. If a service is
not responding it will be automatically restarted by the System Attendant.
The System Attendant will not restart the services that have been stopped manually.

All HipLinkXS services will be restarted automatically when the server is rebooted. This feature helps to
provide a better server uptime.



130 SEND MENU

Send Menu

Introduction

HipLinkXS allows Users to send messages to wireless, Fax, and Voice devices.

These devices are assigned to Receivers, and the Receivers can be organized for different messaging
purposes into Groups (i.e., Receiver Groups, On-Duty, Escalation, Rotate, or Follow-Me Groups).
Messages are sent to one or more Receivers and/or Groups from a list, called the Recipient List. A
Recipient from the list can be either a Receiver or a Group.

Depending on the purpose of a message, HipLinkXS offers a variety of sending functions and Tools:

Basic
» Standard Send - send messages that require no answer to one-way and/or two-way Recipients.
* Quick Send - send a message to one wireless device (defined or not as a Receiver) using its PIN and
assigned Carrier.
Advanced

» Two-Way Send - set up response actions and send messages that require an answer to two-way
Recipients.

» Schedule Send - send according to a schedule a single or recurrent message to Recipients.

» Custom Escalation Send - send a message to the first Recipient from a custom created escalation
list, wait for message confirmation a certain time, and continue to send the message to the next person
from the list until a confirmation is received.

» Fax Send - send a message to a Recipient of type ‘Fax’.

* Voice Send - send a message to a Recipient that is ‘Voice’ enabled or of type ‘Voice'.

Tools
» Confirm - allows Users to confirm messages based on their ID.

* Resend - allows to resend standard messages.

Note: The advanced sending features are enabled by the ‘Console Type’ field from the License
Key. For a “Standard” Console Type, only Standard and Quick Send functions are available.
For the ‘Advanced’ Console Type, all the send functions enumerated above are available.

A User can define a list of Receivers and Groups to whom he sends messages most frequently among
all those already defined by the HipLinkXS administrator. When a User is accessing a ‘Send Panel’ from
those mentioned above to send standard, two-way, scheduled or escalated messages, this list of Favor-
ites, if defined, is used as default. The User can choose to send messages to other Receivers and
Groups that are not in his personal Favorites. For more details about setting the list of Favorites, see to
the ‘Favorites Panel’ section in the ‘Settings Menu’ chapter.

HipLinkXS allows that Receivers work in different time zones than the HipLinkXS server. The Receiver
time zone setting takes effect when the option to include the timestamp in the body of the message is
enabled.
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Sending Messages Using Templates

Administrators can give Users permission to use templates in the User Groups panel. Users with per-
mission will be able to select a template in the ‘Standard Send’, ‘Two-Way Send’, ‘Quick Send’, ‘Schedule
Send’, and ‘Custom Escalation Send’ panels.

Select an existing Template Wizard
Template from the
drop—down menu, Step 1: Select a template to use:

and customize the
fields up to your

needs. IShutDDwn 'I
Wi

Step 2: Complete the template wizard form:
Name: Shut Down
Description: Message to send before shutting down

Form Wizard:

WwARMING! We will shut down the system at

[T =1 [0 =1 [ =

- make sure you save everything BEFZRE!

Signed - yaur administrator

Subrnit Clear &l Cancel

To send a message using a Template:

1. On the Send Panel of your choice, click on the Template List button and the ‘Templates’ will open in a
separate browser window.

2. On the ‘Templates’ page, select a template to use and click the View button.

3. Complete the message by selecting entries from the drop-down menus and entering your text where
applicable.

4. Click the Submit button to submit your text and return to the ‘Send Panel’, Clear All button to reset
your values, or Cancel button to return without submitting.

5. Your message text will be displayed in the ‘Send Panel’ you are using. You can still edit the text if
needed.
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Message Text

WARNING! We will shut down the system ;I Template List

at5:30PH- make sure you save everything
BEFORE! John. ™ High pririty

Ll ™ Include sender name and tirme stamp

Send I Reszet | Cancel |

The text from the Template will be displayed in the Send panel you are using.
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Basic

Standard Send

The Standard Send panel is the most common way to send a message to the addressees found in a
Recipient List. A Recipient List is formed by Receivers and/or Groups (i.e., Receiver Groups, On-
Duty Groups, Escalation Groups, Rotate Groups, and Follow-Me Groups) which have already been
set up in HipLinkXS system by your administrator.

Note 1: Each time you are sending a message you have to add Receivers and/or Groups to the
Recipient List. You cannot save the Recipient List for later use.

Note 2: If the global setting ‘Enable Send Receiver Schedule’ is enabled, then on all the ‘Send’
panels (i.e., ‘Standard Send’, ‘Quick Send’, etc.), only the Receivers that are on duty at that
moment are displayed.

To send a Standard message:
From the Send menu, click Standard on the left navigation bar.

Step 1: Select a list of Recipients

1. On the ‘Standard Send Panel’, highlight one or more Receivers and/or Groups on your left and click
the Add button to create your Recipient List. You can also add/remove a recipient to/from a list by
double clicking on that recipient.

Note: Acronyms prefix the Recipient names: none, ‘(Num)’, ‘(2Way)’, and ‘(Fax)’ for Receiv-
ers, ‘(G)’ for Receiver Groups, ‘(O)’ for On-Duty Groups, (E)’ for Escalation Groups, (R)
for Rotate Groups, and (F) for Follow-Me Groups.

2. For managing a large number of Receivers and Groups use either the simple Alphabetical Filtering
feature (e.g., by pressing one of the links A, B, C,..., Z, and Others), or the advanced Search feature
to display only the information that you need (e.g., enter a keyword followed by a *’ and press the
View icon). Note that if you already had defined a list of Personal Favorites, then the content of this
list is displayed by default on the left column. Select the link All to display all the available Receivers
and Groups, and select the Favorites link to go back and display only those selected in your Favorites
List.

3. To select multiple items on a list, click the left mouse button while holding down either the ‘Shift’ or ‘Ctrl’
key.

4. Highlight a Group and click the Show Group Members link to see the members of that Group in a
pop-up window (useful if you want to see who’s on duty right now).
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Standard Send Panel (i’

Receivers

Amy Sales (2Way)
Bill Phone

Jane Brown

Jane Mobile

Jess Cell

Joe Pager

Groups

=
Campany {G) j
[

Emergency Escalation (E)
Follow John Doe {F)
Intervention On-Duty (O
Intervention Team {R)
IMaintenance On-Duty {00

Show Group Members

Add Remowve

Recipient List

Message Text

= Template List
[T High priority
[T Include time stamp

[T Include sender name
- [T Include message 1D

Send | Reset | Cancel |

Build the Recipient List by selecting and adding members from Receivers
and/or Groups. Enter your Message Text and then press Send.

Step 2: Enter the message text and set the message parameters

1.
2.

Enter your message text.

Check High priority to send your message ahead of lower priority messages. Messages are sent out
from the Main Queue in priority order (optional).

. Check Include time stamp, Include sender name, and/or Include message ID in the message text if

it is important to let the Receiver know when the message was sent, who sent the message, and/or the
message ID (optional). These check boxes are greyed out if the global settings: ‘Enable time-stamp on
all messages’, ‘Enable sender name on all messages’, and ‘Include message ID in the message auto-
matically’ are enabled on the ‘Global Settings Panel’. Note that this information takes up space on the
Receiver’s wireless device, and that the length of the message can be limited by carrier or device type.

. Click the Send button to submit your message, Reset button to clear the message text, or Cancel but-

ton to return to the ‘Send Menu’ page without sending the message.
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Quick Send

The Quick Send panel is used when you want to send quickly a message to a wireless device that is not
set up as a Receiver in HipLinkXS database. You can send a message to any device using the PIN

number and assigned Carrier.
Note: If the global setting ‘Enable Send Receiver Schedule’ is enabled, then on all the ‘Send’

panels (i.e., ‘Standard Send’, ‘Quick Send’, etc.), only the Receivers that are on duty at that
moment are displayed.

Quick Send Panel

PIM number Carriers
I Fan -
Woice ﬂ
BES Carrier
DTMF Carrier =l
| Template List
[ High pririty
[T Include time stamp
=l [T include sender name
Send | Reset | Cancel |

You can send a message to any device in the Quick Send panel. Simply enter
the PIN number and assigned Carrier, and click the Send button.

To send a Quick message:
From the Send menu, click Quick on the left navigation bar.

Step 1: Enter the PIN number and select a Carrier
1. On the ‘Quick Send Panel’, enter the PIN number for this recipient.

2. Highlight the Carrier from the drop-down menu.

Step 2: Enter the message text and set the message parameters

1. Enter your Message Text.

2. Check High priority to send your message ahead of lower priority messages. Messages are sent out
from the Main Queue in priority order (optional).

3. Check Include time stamp and/or Include sender name in the message text if it is important to let
the Receiver know when the message was sent and who sent the message. These check boxes are
greyed out if the global settings: ‘Enable time-stamp on all messages’ and/or ‘Enable sender name on
all messages’ are enabled on the ‘Global Settings Panel’. Note that this information takes up space on
the Receiver’s wireless device, and that the length of the message can be limited by carrier or device

type.

4. Click the Send button to submit your message, Reset button to clear the message text, or Cancel but-
ton to return to the ‘Send Menu’ page without sending the message.
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Advanced

Two-Way Send

The Two-Way Send panel allows you to send messages and response options to the addressees with
two-way wireless devices found in a Recipient List. A Recipient List is formed by Receivers and/or
Groups (i.e., Receiver Groups, On-Duty Groups, Escalation Groups, Rotate Groups, and Follow-Me
Groups) which have already been set up in HipLinkXS system by your administrator.

Note 1: Each time you’'re sending a message you have to add Receivers and/or Groups to the
Recipient List. You cannot save the Recipient List for later use.

Note 2: If the global setting ‘Enable Send Receiver Schedule’ is enabled, then on all the ‘Send’
panels (i.e., ‘Standard Send’, ‘Quick Send’, etc.), only the Receivers that are on duty at that
moment are displayed.

The Receivers will receive the message with the response options set in the Response Text field.

You also have the option of linking each Response Text with an item from the Action List. This list of
available Response Actions has already been set up by your administrator, who also has defined a
process to be executed.

For example, the message ‘Available for job today at 3 pm?’ was sent to a Receiver, along with two
response options: ‘Accept’ and ‘Reject’. ‘Accept’ was linked to the Action ‘update.jobstatus (accepted)’.
‘Reject’ was linked to the Action ‘update.jobstatus (rejected)’. If the Receiver answers ‘Accept’ or
‘Reject’, then the status of the job will be updated automatically, else no action will be taken.

A Receiver with a two-way wireless device has the option to answer with a response of their choice. In
this case you can designate a Response Action as a Default Action. The Default Action you specify
will be executed when the Receiver does not answer with a predefined response.

In the above example, if the Receiver responds to the message with an unknown answer such as ‘will
depend on traffic’, HipLinkXS will execute the Default Action specified. The Default Action is executed
when a response other than the Response Text is sent by the Receiver.

Note: You can also designate the Response Text as the Final Response. This will avoid to check
for later responses that might be sent by a Receiver (a Receiver can respond to a message more
than once).

To send a Two-Way message:

Step 1: Set up the response Actions
1. From the Send menu, click Two-Way on the left navigation bar.

2. On the ‘Two-Way Send Panel’, enter the Response Text. This is the response choice that will be dis-
played on the Receiver’s two-way device (optional).

3. Check the Final Response box to stop HipLinkXS from looking for responses after you have received
an answer (optional).
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4. Select an Action from the Action List, to pair it with the Response Text. This Action will be trigger a
process to be executed (optional, ‘No Action’ by default).

Note: Custom actions can be created on the ‘Response Actions’ panel from the ‘Settings’
menu. The actions must be of type ‘Reply’ in order to show up in the Action List. See the
‘Response Action’ section for details.

5. Check the Default Action box if you want this Action to be taken when unknown answers (other than
the responses you set up) are sent from the Receiver (optional).

6. Click the Add button.

7. Repeat steps 2 to 6 to create all responses for this message. All of the information will be listed in the
table.

8. If you want to delete a Response Actions, find the Action you want to remove in the table and click
the Delete icon.

Step 2: Select a List of Recipients

1. Highlight one or more Receivers, Receiver Groups, and/or On-Duty Groups on your left and click
the Add button to create your Recipient List. You can also add/remove a recipient to/from a list by
double clicking on that recipient.

Note: Acronyms prefix the Recipient names: none, ‘(Num)’, ‘(2Way)’, and ‘(Fax)’ for Receiv-
ers, ‘(G)’ for Receiver Groups, ‘(O)’ for On-Duty Groups, (E)’ for Escalation Groups, (R)
for Rotate Groups, and (F) for Follow-Me Groups.

2. For managing a large number of Receivers and Groups use either the simple Alphabetical Filtering
feature (e.g., by pressing one of the links A, B, C...., Z, and Others), or the advanced Search feature
to display only the information that you need (e.g., enter a keyword followed by a ™ and press the
View icon). Note that if you already had defined a list of Personal Favorites, then the content of this
list is displayed by default on the left column. Select the link All to display all the available Receivers
and Groups, and select the Favorites link to go back and display only those selected in your Favorites
List.

3. To select multiple items on a list, click the left mouse button while holding down either the ‘Shift’ or ‘Ctrl’
key.

4. Highlight a Receiver Group or On-Duty Group and click the Show Group Members link to see the
members of that Group on a separate web page (useful if you want to see who’s on duty right now).

Step 3: Enter the message text and set the message parameters
1. Enter your Message Text. This text should relate to the Response Text.

2. Check High priority to send your message ahead of lower priority messages. Messages are sent out
from the Main Queue in priority order (optional).

3. Check Include time stamp, Include sender name, and/or Include message ID in the message text if
it is important to let the Receiver know when the message was sent, who sent the message, and/or the
message ID (optional). These check boxes are greyed out if the global settings: ‘Enable time-stamp on
all messages’, ‘Enable sender name on all messages’, and ‘Include message ID in the message auto-
matically’ are enabled on the ‘Global Settings Panel’. Note that this information takes up space on the
Receiver’s wireless device, and that the length of the message can be limited by carrier or device type.

4. Check Reply by e-mail if you want that the replays from the two-way Receivers will be e-mailed back
to the sender (i.e., to the User’s e-mail address), optional.
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5. Click the Send button to submit your message, Reset button to clear the message text, or Cancel but-
ton to return to the ‘Send Menu’ page without sending.

Two-Way Send Panel (i)

Step 1. Set up response Actions

Response Text [ Final Response
Action List v[ [ Default Action
Add
Del Response Text Action Mame Final Response Default Action

Step 2: Select a list of Reeipients and send a message.

Receivers

amy Sales [2Way)
Bill Phone

Jane Brown

Jane Mobile

Jess Cell

Joe Pager

Groups

=
Company (G} j
=

Emergency Escalation {E)
Follew Jahn Doe (F)
Intervention On-Duty (O
Intervention Team (R}
Maintenance On-Duty (0%

Show Group Members

Add Remowe

Recipient List

Message Text

Template List |

L [T High priority
[T Include time stamp
[T Include sender name
=] M Include message 1D
[T Reply by e-mail

Send Reset Cancel
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Schedule Send

The Schedule Send panel allows you to schedule a message to be sent on a specific day and time to the
addressees found in a Recipient List. A Recipient List is formed by Receivers and/or Groups (i.e.,
Receiver Groups, On-Duty Groups, Escalation Groups, Rotate Groups, and Follow-Me Groups)
which have already been set up in HipLinkXS system by your administrator.

Note 1: Each time you’re sending a message you have to add Receivers and/or Groups to the
Recipient List. You cannot save the Recipient List for later use.

Note 2: If the global setting ‘Enable Send Receiver Schedule’ is enabled, then on all the ‘Send’
panels (i.e., ‘Standard Send’, ‘Quick Send’, etc.), only the Receivers that are on duty at that
moment are displayed.

These scheduled messages can also be set up as Recurrent Messages. For example, you can schedule
a message to be sent every Tuesday, at 3:00 p.m.

To send a Schedule message:
From the Send menu, click Schedule on the left navigation bar.

Step 1: Select a list of Recipients

1. On the ‘Standard Send Panel’, highlight one or more Receivers and/or Groups on your left and click
the Add button to create your Recipient List. You can also add/remove a recipient to/from a list by
double clicking on that recipient.

Note: Acronyms prefix the Recipient names: none, ‘(Num)’, ‘(2Way)’, and ‘(Fax)’ for Receiv-
ers, ‘(G)’ for Receiver Groups, ‘(O)’ for On-Duty Groups, (E)’ for Escalation Groups, (R)
for Rotate Groups, and (F) for Follow-Me Groups.

2. For managing a large number of Receivers and Groups use either the simple Alphabetical Filtering
feature (e.g., by pressing one of the links A, B, C...., Z, and Others), or the advanced Search feature
to display only the information that you need (e.g., enter a keyword followed by a ™’ and press the
View icon). Note that if you already had defined a list of Personal Favorites, then the content of this
list is displayed by default on the left column. Select the link All to display all the available Receivers
and Groups, and select the Favorites link to go back and display only those selected in your Favorites
List.

3. To select multiple items on a list, click the left mouse button while holding down either the ‘Shift’ or ‘Ctrl’
key.

4. Click the Add button to add recipients to your Recipient List.

5. Highlight a Receiver Group, On-Duty Group, or Escalation Group and click the Show Group Mem-
bers link to see the members of that Group on a separate web page (useful if you want to see who'’s
on duty right now).

Step 2: Set up the schedule
1. Check the Recurrent box if you want the message to happen on an on-going basis (optional).

2. Check the Days and select the Time to schedule the message for delivery (mandatory).
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Schedule Send Panel (i

| Find

Recevers

amy Sales
Bill Fhone
Jane Brown
lane Mohile
Jess Cell
Joe Pager

L I»

KN

Groups

Company {G)
Emergency Escalation {E)
Follow John Daoe (F)
Intervention On-Duty (0}
Intervention Team (R)
Maintenance on Duty (0}

Show Group Members

e L o]

Add Remowe
Recipient List
S M T W T F &
™ Recurrent Day: Time: [12 am =] [fo0 =]
FEEEERRE
Message Text
:I Template List
[T High pricrity
[T Include time stamp
[T Include sender name
= [T Include message 1D
Send Reset Cancel

Step 3: Enter the message text and set the message parameters
1. Enter your message text.

2. Check High priority to send your message ahead of lower priority messages. Messages are sent out
from the Main Queue in priority order (optional).

3. Check Include time stamp, Include sender name, and/or Include message ID in the message text if
it is important to let the Receiver know when the message was sent, who sent the message, and/or the
message ID (optional). These check boxes are greyed out if the global settings: ‘Enable time-stamp on
all messages’, ‘Enable sender name on all messages’, and ‘Include message ID in the message auto-
matically’ are enabled on the ‘Global Settings Panel’. Note that this information takes up space on the
Receiver’s wireless device, and that the length of the message can be limited by carrier or device type.
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4. Click the Send button to submit your message, Reset button to clear the message text, or Cancel but-
ton to return to the ‘Send Menu’ page without sending.

Custom Escalation Send

The Custom Escalation Send panel is used when you want to send one message at a time to a number
of addressees found in a Recipient List. A Recipient List is formed by Receivers and/or Groups (i.e.,
Receiver Groups, On-Duty Groups, Escalation Groups, Rotate Groups, and Follow-Me Groups)
which have already been set up in HipLinkXS system by your administrator.

Note 1: Each time you’'re sending a message you have to add Receivers and/or Groups to the
Recipient List. You cannot save the Recipient List for later use.

Note 2: If the global setting ‘Enable Send Receiver Schedule’ is enabled, then on all the ‘Send’
panels (i.e., ‘Standard Send’, ‘Quick Send’, etc.), only the Receivers that are on duty at that
moment are displayed.

The escalation message is sent until someone responds to your message. A delay interval is set up
between addressees, to give each recipient a chance to respond. The escalation continues until a confir-
mation of the message is either received from a two-way device, or entered on the ‘Confirmation Panel’.

Some Escalation Groups may have been defined by your administrator and you can select these groups
when creating your Recipient List. You can also send an escalation message to a list of Receivers that
have not already been defined as an Escalation Group. You create your own Recipient List and set the
delay interval between Receivers.

To send a Custom Escalation message:
From the Send menu, click Custom Escalation on the left navigation bar.

Step 1: Set up a customized escalation list of Recipients

1. On the ‘Escalation Send Panel’, select from the drop-down menu the Escalation delay to be used
between each member of the Escalation Group (mandatory). A value greater than 5 minutes is recom-
mended.

2. Highlight one Group on your left and click the corresponding Add button on the right to create your
Recipient List. Escalation messages will be sent in the order they are added to the Recipient List
(mandatory).

Note: Acronyms prefix the Recipient names: none, ‘(Num)’, ‘(2Way)’, and ‘(Fax)’ for Receiv-
ers, ‘(G)’ for Receiver Groups, ‘(O)’ for On-Duty Groups, ‘(E)’ for Escalation Groups, (R)
for Rotate Groups, and (F) for Follow-Me Groups.

3. For managing a large number of Receivers and Groups use either the simple Alphabetical Filtering
feature (e.g., by pressing one of the links A, B, C...., Z, and Others), or the advanced Search feature
to display only the information that you need (e.g., enter a keyword followed by a *’ and press the
View icon). Note that if you already had defined a list of Personal Favorites, then the content of this
list is displayed by default on the left column. Select the link All to display all the available Receivers
and Groups, and select the Favorites link to go back and display only those selected in your Favorites
List.

4. Repeat steps 1 to 4 until you add all the members that you want to the Recipient List.
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5. Highlight a Receiver Group, On-Duty Group, or Escalation Group and click the Show Group Mem-
bers link to see the members of that Group on a separate web page (useful if you want to see who'’s
on duty right now).

Step 2: Enter the message text and set the message parameters

1. Enter your message text.

2. Check High priority to send your message ahead of lower priority messages. Messages are sent out
from the Main Queue in priority order (optional).

3. Check Include time stamp, Include sender name, and/or Include message ID in the message text if
it is important to let the Receiver know when the message was sent, who sent the message, and/or the
message ID (optional). These check boxes are greyed out if the global settings: ‘Enable time-stamp on
all messages’, ‘Enable sender name on all messages’, and ‘Include message ID in the message auto-
matically’ are enabled on the ‘Global Settings Panel’. Note that this information takes up space on the
Receiver’s wireless device, and that the length of the message can be limited by carrier or device type.

4. Click the Send button to submit your message, Reset button to clear the message text, or Cancel but-
ton to return to the ‘Send Menu’ page without sending.

Custom Escalation Send Panel

Step 1: Set up a custom escalation list of Recipients

I Find
Escalation delay |:Dl vl {minutes)
Receivers

Arny Sales (2Way)
Bill Phone

Jane Brown

Jane Mobile

Jess Cell

Joe Pager

L Lv]
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Groups

Campany (G}

Emergency Escalation (E)
Follow John Doe (F)
Intervention On-Duty (07
Intervention Team (R}
Maintenance On-Duty {0

Add Group

L 1

P

(i
Show Group Members

Recipient List
Del Receiver Name Type Delay from last Recipient

=] Template List
[T High priarity
[T Include time stamp

Step 2: Enter message text and set message parameters

[Mnclude sender name
=
- [ Include message 1D

Send Reset Cancel
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Fax Send

The Fax Send panel allows you to send a message to the addressees of type ‘Fax’ found in a Recipient
List. A Recipient List is formed by Receivers and/or Groups (i.e., Receiver Groups, On-Duty Groups,
Escalation Groups, Rotate Groups, and Follow-Me Groups) which have already been set up in Hip-
LinkXS system by your administrator.

Note 1: Each time you’re sending a message you have to add Receivers and/or Groups to the
Recipient List. You cannot save the Recipient List for later use.

Note 2: If the global setting ‘Enable Send Receiver Schedule’ is enabled, then on all the ‘Send’
panels (i.e., ‘Standard Send’, ‘Quick Send’, etc.), only the Receivers that are on duty at that
moment are displayed.

To send a Fax message:

1. From the Send menu, click Fax on the left navigation bar.

Note: The Fax menu entry is displayed only if the Fax sending feature is enabled by the License
Key.

Step 1: Select a list of Recipients

1. On the ‘Fax Send Panel’, highlight one or more Receivers and/or Groups on your left and click the
Add button to create your Recipient List. You can also add/remove a recipient to/from a list by double
clicking on that recipient.

Note: Only Receivers of type ‘Fax’ are displayed in the Receivers list, and only Groups hav-
ing Receivers of type ‘Fax’ as members are displayed in the Groups list. Acronyms prefix the
Recipient names: ‘(Fax)’ for Receivers, ‘(G)’ for Receiver Groups, ‘(O)’ for On-Duty
Groups, ‘(E)’ for Escalation Groups, (R) for Rotate Groups, and (F) for Follow-Me Groups.

2. For managing a large number of Receivers and Groups use either the simple Alphabetical Filtering
feature (e.g., by pressing one of the links A, B, C...., Z, and Others), or the advanced Search feature
to display only the information that you need (e.g., enter a keyword followed by a "’ and press the
View icon). Note that if you already had defined a list of Personal Favorites, then the content of this
list is displayed by default on the left column. Select the link All to display all the available Receivers
and Groups, and select the Favorites link to go back and display only those selected in your Favorites
List.

3. To select multiple items on a list, click the left mouse button while holding down either the ‘Shift’ or ‘Ctrl’
key.

4. Highlight a Group and click the Show Group Members link to see the members of that Group in a
pop-up window (useful if you want to see who’s on duty right now).
Step 2: Enter the message text and set the message parameters
1. Enter your message text.

2. Select a Fax Cover page from the drop-down menu (optional). There are four default cover pages pre-
defined by the Fax Server: ‘confdent.cov’, ‘fyi.cov’, ‘generic.cov’, and ‘urgent.cov’, plus the user
defined Fax cover pages.
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3. Browse and select an existing file to be sent as an attachment to the Fax message. You can attach to
a Fax message different types of files (e.g., Microsoft Word, PowerPoint, and Excel, Adobe PDF, sim-
ple ASCII files, etc.). Note that these applications should be installed on the computer where the Win-

dows Fax Server is running.

4. Click the Send button to submit your message, Reset button to clear the message text, or Cancel but-
ton to return to the ‘Send Menu’ page without sending the message.

Fax Send Panel (i)

[ Find

Receivers

Groups

Show Group Members

Add Remove

Recipient List

Message Text

=] Cuverpagel 'l

Fax Attachment:

I Browse... |

[T Include message 1D

Send | Reset | Cancel|

Note: The list of cover pages is synchronized with that maintained by the HipLinkXS Fax Module.
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Voice Send

The Voice Send panel allows you to send a message to the addressees of type ‘Voice’ or ‘Voice’ enabled
found in a Recipient List. A Recipient List is formed by Receivers and/or Groups (i.e., Receiver
Groups, On-Duty Groups, Escalation Groups, Rotate Groups, and Follow-Me Groups) which have
already been set up in HipLinkXS system by your administrator.

Note 1: Each time you’re sending a message you have to add Receivers and/or Groups to the
Recipient List. You cannot save the Recipient List for later use.

Note 2: If the global setting ‘Enable Send Receiver Schedule’ is enabled, then on all the ‘Send’
panels (i.e., ‘Standard Send’, ‘Quick Send’, etc.), only the Receivers that are on duty at that
moment are displayed.

To send a Voice message:

1. From the Send menu, click Voice on the left navigation bar.

Note: The Voice menu entry is displayed only if the Voice sending feature is enabled by the
License Key.

Step 1: Select a list of Recipients

1. On the ‘Voice Send Panel’, highlight one or more Receivers and/or Groups on your left and click the
Add button to create your Recipient List. You can also add/remove a recipient to/from a list by double
clicking on that recipient.

Note: Only Receivers of type ‘Voice’ or ‘Voice’ enabled are displayed in the Receivers list,
and only Groups having Receivers of type ‘Voice’ or ‘Voice’ enabled as members are dis-
played in the Groups list. Acronyms prefix the Recipient names: none, ‘(Num)’, ‘(2Way)’, and
‘(Fax)’ for Receivers, ‘(G)’ for Receiver Groups, ‘(O)’ for On-Duty Groups, ‘(E)’ for Escala-
tion Groups, (R) for Rotate Groups, and (F) for Follow-Me Groups.

2. For managing a large number of Receivers and Groups use either the simple Alphabetical Filtering
feature (e.g., by pressing one of the links A, B, C...., Z, and Others), or the advanced Search feature
to display only the information that you need (e.g., enter a keyword followed by a *’ and press the
View icon). Note that if you already had defined a list of Personal Favorites, then the content of this
list is displayed by default on the left column. Select the link All to display all the available Receivers
and Groups, and select the Favorites link to go back and display only those selected in your Favorites
List.

3. To select multiple items on a list, click the left mouse button while holding down either the ‘Shift’ or ‘Ctrl’
key.

4. Highlight a Group and click the Show Group Members link to see the members of that Group in a
pop-up window (useful if you want to see who’s on duty right now).

Step 2: Enter the message text and set the message parameters

1. Enter your message text.

2. Press the Template List button to open the ‘Voice Template Wizard Page’ (optional). Step 1: Select a
template from the drop-down menu. Step 2: Complete the voice template wizard form and press the
‘Send’ button. Note that in this case the message is created based on the template only and the mes-
sage and attachment from the ‘Voice Send Panel’ are neglected.
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3. Browse and select an existing sound file to be sent as an attachment to the Voice message.
4. Check the Send sound file first check box if you want to send the attachment first.

5. Click the Send button to submit your message, Reset button to clear the message text, or Cancel but-
ton to return to the ‘Send Menu’ page without sending the message.

Voice Send Panel (1)

| Find

Receivers

Sue Manager

Groups

Emergency Escalation {E)

Show Group Members

Add Femove

Recipient List

Message Text

Template List
| Sound File Attachment:
I Browse... |
[T Send sound file first
[ [T Include message 1D

Send | Reset | Cancel|

Note: The list of templates is synchronized with that maintained by the HipLinkXS Voice Module.
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Tools

Confirmation

All messages can be confirmed based on their message ID. By default, only the escalation messages
have the message ID included in the body of the message. If you want to be able to send the message ID
to the Receivers, you should first check the Include message ID on send screens check box on the
‘Global Settings Panel’. If this setting is enabled, the Include message ID check box will be displayed on
all the ‘Send Panels’. Then you should check this check box before sending a message.

After confirmation, the message status in the ‘Reports Menu’ changes to ‘confirmed’.

For the Receiver of an escalation message, it is important to confirm it on the HipLinkXS application
because the message confirmation will automatically stop the escalation process to the other recipients.
Each escalation message comes with a Message ID (such as ‘Message ID: HPG65_2’) that is displayed
on the wireless device.

There are two ways for a Receiver to confirm an escalation message:

» Select ‘Confirm’ directly from their two-way device.

* Log in as the User who sent the message, go to the ‘Confirmation Panel’ in the ‘Send Menu’, and enter
the Message ID.

The Message ID is Confirmation Panel
sent together with

the escalation mes-
sage.

Confirm the receipt of an escalstion message.

Message ID |223_1

Ok

To Confirm an Escalation message:
1. From the Send menu, click Confirmation on the left navigation bar.

2. On the ‘Confirmation Panel’, enter the Message ID from the text of the message and click the OK but-
ton.

Resend Standard

The Resend Standard panel displays the last ten messages sent. Clicking on the Resend icon brings
you to the Standard Send panel with your old message in the message text box. To send it again, you will
need to recreate the Recipient List.
To Resend your last Standard Send message:

1. From the Send menu, click Resend Standard on the left navigation bar.

2. Select one of the last 10 messages, and click the Resend icon.
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3. On the ‘Resend Standard Panel’, the message text that you have sent before was preserved, but not
the Recipient List.

Step 1: Select a list of Recipients

1. On the ‘Standard Send Panel’, highlight one or more Receivers and/or Groups and click the Add but-
ton to create your Recipient List. To select multiple items on a list, click the left mouse button while
holding down either the ‘Shift’ or ‘Ctrl’ key.

2. For managing a large number of Receivers and Groups use either the simple Alphabetical Filtering
feature (e.g., by pressing one of the links A, B, C,..., Z, and Others), or the advanced Search feature
to display only the information that you need (e.g., enter a keyword followed by a *’ and press the
View icon). Note that if you already had defined a list of Personal Favorites, then the content of this
list is displayed by default on the left column. Select the link All to display all the available Receivers
and Groups, and select the Favorites link to go back and display only those selected in your Favorites

List.
Step 2: Enter message text and set message parameters
1. The message text was preserved. You can edit and modify if needed.

2. Click the Send button to submit your message, Reset button to clear the message text, or Cancel but-
ton to return to the ‘Send Menu’ page without sending.
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Logs Menu

Introduction

Logs track the operations in the HipLinkXS system. A log will display the date, time, User, and relevant
activity.

HipLinkXS activities are tracked in the following logs:

General
» Main Log
* Errors Log

Services
* Messengers Logs (each Messenger has a separate log file)
+ System Attendant Log
* Scheduler Log
* E-mail Gateway Log
* File Interface Log
* Backup Service Log
* SNMP Log

GUI
» Messages Log
+ Confirmation Log

Note: From the ‘Global Settings Panel’, the HipLinkXS administrator can set the number and the
size of the Log files that will be kept in the ‘log’ directory. When the maximum size (the default
value is 200 Kb) is reached, the Monitor will start writing in a new log file. When the maximum
number of log files is reached (the default value is 20), the Monitor will delete the oldest log file
(i.e., log.txt.20), rename the remaining files (i.e., log.txt.1 to log.txt.19 will become log.txt.2 to
log.txt.20), and start to write a new file (i.e., log.txt. 1).
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An example Ofa log Lag file that keeps track of Email Gateway operations.
file for the E-mail
Gateway. Log Menu Log File Archive: | 2 3456 7 8 9 10 11 12 13 14 15 16 17 18 19 20

Start Log

02/03/2004 13:36:58 HPD-SMTPD [IMFO] -
02/03/2004 13:36:58 HPD-SMTPD [IMNFO] - Email Gateway [HPD-SMTPD] STARTED

02/03/2004 13:36:58 HPD-SMTPD [INFO] - RESOURCES

02/03/2004 13:365:58 HPD-SMTPD [INFO] - config_dir: C:\Frogram FilestSemaotusiHiplinkxSwconfig
02/03,2004 13:35:58 HPD-SMTRD [IMNFO] - spool_dir. C:\Frogram Files\SemotusiHiplinksStemail_spool
02032004 13:35:58 HPD-SMTRD [IMFO] - log_dir. C:\Pragram Files\Sermotus\HiplinkxS\ogs

02032004 13:35:58 HPD-SMTRD [IMFO] - log_file: CAProgram Files\SemotusiHiplinkXSWogs\egatelog.txt
02/03/2004 13:36:58 HPD-SMTPD [INFO] - logfile_size: 256000

02/03/2004 13:36:58 HPD-SMTPD [IMNFO] - logfile_histary: 15

02/03/2004 13:36:58 HPD-SMTPD [IMFO] - hiplinkxs_url: http:/192.168.50.20:8000/cyi-binfaction. exe
02/03/2004 13:365:58 HPD-SMTPD [INFO] - smtp_serer. mail. semotus. com

02/03/2004 13:36:58 HPD-SMTPD [INFO] - server_port: 25

02/03/2004 13:36:58 HPD-SMTPD [INFO] - use_pop: 0

02032004 13:35:58 HPD-SMTRD [IMFO] - pop_serer: mail

02/03/2004 13:36:58 HFPD-SMTPD [INFO] - pop_port: 110

02/03/2004 13:36:58 HPD-SMTPD [INFO] - pop_int: 10

02/03/2004 13:36:58 HPD-SMTPD [INFO] - rest: 30

02/03/2004 13:36:58 HPD-SMTPD [IMFO] - debug: O

02/03/2004 13:36:58 HPD-SMTFD [INFO] - service version: 3.6.5.0

02/03/2004 13:36:58 HPD-SMTPD [IMNFO] -
Stop Log

The Monitor automatically deletes the oldest log file when the number of files reaches the maximum
number of log files set in the ‘Global Settings’ panel. For example, if the Main Log uses the maximum
number of log files (set at 20 in the Global Settings panel), the 21st log will be emptied after it has
reached its maximum Kb size. The system will always store 20 files for each Log.

General Logs

Main Log

The Main Log is a file that tracks system operations such as adding, modifying, and deleting a Receiver
record.
To view the Main log:

1. From the Logs menu, click Main on the left navigation bar in the “General” section.

2. View system operations.

3. Click Logs Menu to return to the main Log menu.
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Errors Log

The Errors Log is a file that tracks system errors.

To view the Errors log:
1. From the Log menu, click Errors on the left navigation bar in the “General” section.
2. View system errors. Note that the newest errors are displayed at the bottom of the page.

3. Click Logs Menu to return to the main Log menu.

Services Logs

Messengers Logs

The Messengers Logs are files that track Messenger operations. Each Messenger has his own log file.

To view a Messenger log:
1. From the Log menu, click the Messenger name on the left navigation bar in the “Services” section.
2. View message entries. Note that the newest entries are displayed at the bottom of the page.

3. Click Logs Menu to return to the main Log menu.

Monitor Log
The Monitor Log is a file that tracks Monitor operations.

To view the Monitor log:
1. From the Log menu, click Monitor on the left navigation bar in the “Services” section.
2. View monitor activities. Note that the newest entries are displayed at the bottom of the page.

3. Click Logs Menu to return to the main Log menu.

Scheduler Log
The Scheduler Log is a file that tracks Scheduler operations.

To view the Scheduler log:
1. From the Log menu, click Schedule” on the left navigation bar in the “Services” section.

2. View scheduled message activities. Note that the newest entries are displayed at the bottom of the
page.
3. Click Logs Menu to return to the main Log menu.
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E-mail Gateway Log

If the ‘modify E-mail Gateway’ permission is enabled for a User Group, then an E-mail Gateway button
that gives access to the E-mail Gateway log file is displayed on left navigation bar from the ‘Logs Menu’.

The E-mail Gateway Log is a file that tracks E-mail Gateway operations.

To view the E-mail Gateway log file:
1. From the ‘Logs Menu’, click E-mail Gateway on the left navigation bar in the “Services” section.
2. View message entries. Note that the newest entries are displayed at the bottom of the page.

3. Click Logs Menu to return to the main ‘Log Files Menu’ page.

File Interface Log
The File Interface Log is a file that tracks File Interface operations.

To view the File Interface log:
1. From the Log menu, click File Interface on the left navigation bar in the “Services” section.

2. View scheduled message activities. Note that the newest entries are displayed at the bottom of the
page.
3. Click Logs Menu to return to the main Log menu.

Backup Service Log
The Backup Service Log is a file that tracks Backup Service operations.

To view the Backup Service log:
1. From the Log menu, click Backup Service on the left navigation bar in the “Services” section.

2. View scheduled message activities. Note that the newest entries are displayed at the bottom of the
page.
3. Click Logs Menu to return to the main Log menu.

SNMP Log
The SNMP Log is a file that tracks SNMP operations.

To view the SNMP Service log:
1. From the Log menu, click SNMP on the left navigation bar in the “Services” section.

2. View scheduled message activities. Note that the newest entries are displayed at the bottom of the
page.
3. Click Logs Menu to return to the main Log menu.
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GUI Logs

Messages Log
The Messages log is a file that tracks message creation.

To view the Messages log:
1. From the Log menu, click Messages on the left navigation bar in the “GUI” section.

2. View message creation or sending activities. Note that the newest entries are displayed at the bottom
of the page.

3. Click Logs Menu to return to the main Log menu.

Confirmation Log
The Confirmation log keeps that tracks confirmed escalation messages.

For example, if an escalation message is sent out to ten Receivers, the log will display information about
the Receiver who confirmed the message in HipLinkXS. When the message is confirmed, the escalation
is discontinued. Any remaining Receivers in the Escalation Group will not receive the message, as it is
no longer necessary.

To view the Confirmations log:
1. From the Log menu, click Confirmations on the left navigation bar in the “GUI” section.
2. View escalation message confirmations.

3. Click Logs Menu to return to the main Log menu.
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Queues Menu

Introduction

The HipLinkXS queues line up messages to be sent. When a User sends a message, it is lined up in a
dedicated queue: Main, Escalation, Scheduled, Fax, or Voice Queue. The Queue menu allows permis-
sioned Users to view and, if necessary, delete messages in these queues before the Messengers are
picking them up.

Note: If the multiple Paging Queues feature is enabled by the License Key, then the ‘Main’ pag-
ing queue is replaced by the ‘Default’ queue and all the other paging queues added by the User.

Messages that have been successfully processed and sent to the Carrier are stored in the Completed
queue. Unsuccessful messages that are not sent to the Carrier are stored in the Failed queue.

The Main queue Main
displays the mes-
sages that are wait- Ciuele of all messades waiting to ke sent.

ing to be sent.
Total number of message files in the gqueue: 3

Yiew Del  Message Name Creation time

Q [ M31tap YWad Apr 02 14:25:21 2003

Q [ M21wchp YWad Apr 02 14:25:08 2003

2 T mMAAsmpp2 Wed Apr 02 14:24:54 2003
[~ Click to selectiunslect all.

Delete | Refresh

Main Queue

The Main Queue collects the messages waiting to be sent.

To view messages from the Main Queue:
1. From the Queue menu, click Main on the left navigation bar.

2. Find the Message Name and/or Creation Time and click the View icon.

To delete messages from the Main Queue:
1. Find the Message Name and/or Creation Time and click the Delete icon.
2. Click the OK button to confirm deletion or click Cancel to revoke this action.

3. Click Refresh to view your changes.
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Escalation Queue

The Escalation Queue collects the escalation messages and sends them to the Main Queue:

To view messages from the Escalation Queue:
1. From the Queue menu, click Escalation on the left navigation bar.

2. Find the Message Name and/or Creation Time and click the View icon.

To delete messages from the Escalation Queue:
1. Find the Message Name and/or Creation Time and click the Delete icon.
2. Click the OK button to confirm deletion or click Cancel to revoke this action.

3. Click Refresh to view your changes.

Scheduled Queue

The Schedule Queue collects scheduled messages and sends them to the Main Queue:

To view messages from the Schedule Queue:
1. From the Queue menu, click Schedule on the left navigation bar.

2. Find the Message Name and/or Creation Time and click the View icon.

To delete messages from the Scheduled Queue:
1. Find the Message Name and/or Creation Time and click the Delete icon.
2. Click the OK button to confirm deletion or click Cancel to revoke this action.

3. Click Refresh to view your changes.

Failed Queue

The Failed queue collects messages that could not be sent.

To view messages from the Failed queue:
1. From the Queue menu, click Failed on the left navigation bar.
2. Find the Message Name and/or Creation Time and click the View icon.

3. Check the Select box and click the Resend button if you want to resend a failed message.
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To delete messages from the Failed queue:
1. Find the Message Name and/or Creation Time and click the Delete icon.

2. Click the OK button to confirm deletion or click Cancel to revoke this action.

Completed Queue

The Completed queue collects all successfully sent messages.

To view messages from the Completed queue:
1. From the Queue menu, click Completed on the left navigation bar.

2. Find the Message Name and/or Creation Time and click the View icon.

To delete messages from the Completed queue:
3. From the Queue menu, click Completed on the left navigation bar.
4. Find the Message Name and/or Creation Time and click the View icon.
5. Click the OK button to confirm deletion or click Cancel to revoke this action.

6. Click Refresh to view your changes.

Fax Queue

The Fax Queue collects the messages waiting to be sent via the HipLinkXS Fax Module.

Note: The Fax Queue menu entry is displayed only if the Fax sending feature is enabled by the
License Key.

To view messages from the Fax Queue:

1. From the Queue menu, click Fax on the left navigation bar.

2. Find the Message Name and/or Creation Time and click the View icon.

To delete messages from the Fax Queue:
1. Find the Message Name and/or Creation Time and click the Delete icon.
2. Click the OK button to confirm deletion or click Cancel to revoke this action.

3. Click Refresh to view your changes.
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Voice Queue

The Voice Queue collects the messages waiting to be sent via the HipLinkXS Voice Module.

Note: The Voice Queue menu entry is displayed only if the Fax sending feature is enabled by the
License Key.

To view messages from the Voice Queue:
1. From the Queue menu, click Voice on the left navigation bar.

2. Find the Message Name and/or Creation Time and click the View icon.

To delete messages from the Voice Queue:
1. Find the Message Name and/or Creation Time and click the Delete icon.
2. Click the OK button to confirm deletion or click Cancel to revoke this action.

3. Click Refresh to view your changes.
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Reports Menu

Using Reports

The Reports menu provides you with the status of your messages (i.e., ‘Own Report’) or all the mes-
sages sent by the Users you’re permissioned to see (i.e., “All Users”). The table will display the message
Time Stamp, Job ID, Receiver Name, Group Name, Sender Name (for ‘All Users’ reports only),
Receiver PIN, Carrier, message Status, the body of the Message, and the Failed Reason (if the
message failed).

You can sort Reports by ascending or descending order by clicking the button at the top of each column.
By default, the report records are sorted by the time of their creation.

You can filter the Reports by entering specific text for each category in that report.

Each User that has Send permissions can see a Report for the sent messages. Users assigned to the
‘sysAdmin’ User Group have the ability to view their own Report and also the Reports of all the other
Users.

The status of a message can be reported in one of the following ways:

« ATTEMPT - HipLinkXS has attempted to send the message at least once, and the message has been
re-queued for delivery.

* BACKED-UP - Message assigned to the back-up Carrier.

+ COMPLETED - Message successfully delivered to Carrier (for one-way Receivers only).

+ CONFIRMED - Message confirmed (for two-way Receivers only).

* DELIVERED - Message successfully delivered to two-way Receiver.

* FAILED - Message failed to be delivered to Carrier, or Carrier failed to deliver message to Receiver.

* FILTERED - HipLinkXS has not sent the message because it was filtered. (See details about message
filtering feature in the companion ‘HipLinkXS Installation and Administration Guide’).

* NEW - Message read by the HipLinkXS Messenger and found in the appropriate queue.

* PENDING - Message received by two-way Carrier, but HipLinkXS has not yet received confirmation
that it has been delivered to the Receiver.

* REPLIED - Message successfully delivered to two-way Receiver, and HipLinkXS has received a reply.
The reply message is also displayed.

* UNKNOWN - Message delivered but status unknown (e.g., in the case of the HTTP protocol, the Car-
rier does not return a ‘success’ or ‘failure’ status). Messages with status ‘UNKNOWN” are however
archived in the Completed Queue.

» WAITING - The message is in process of being read. This status is used only for messages sent with
the LWTS protocol.

The Reports Menu displays only the latest status of the message. If you want to see the history of a
message you have to click on the Job ID link. The browser will open a new page displaying the history of
that message from its creation to the present moment.
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To select Reports:

1. On the ‘Reports Menu’ page, select the radio button for the Report you want to display: All Users or
Own Report (default).

To sort Reports:
1. On the ‘Reports Menu’ page, click on the button at the top of each column to sort by ascending order.

2. Click on the button again to sort by descending order.

To filter Reports:

1. In the Report category you want to search, enter key words in the first box of the Time Stamp, Job ID,
Receiver Name, Receiver Group, Sender Name (for ‘All Users’ only), Receiver PIN, Message, or
Failed Reason columns, or select an entry from the Carrier or Status drop-down menus. These
menus contain a list of already setup Carriers and a list of predefined Status codes.

2. Click on the Filter button.

3. HipLinkXS will search for messages with this specific text, refresh the page, and display the results.

4. To perform a wildcard search, use an “*” as a prefix, suffix, or both. For example, entering “Tech*” in
the filter box in a particular column, may return reports with the words “Technical, Technician, Tech

Service, etc.”.

Reports can be exported to a tab-delimited text file, which can then be imported into almost every spread-
sheet applications for further analysis. The User name is also exported in addition to the fields already
displayed on the ‘Reports Menu’ page.

To export Reports:

1. On the ‘Reports Menu’ page, click on the Export button. A new page will appear with data in tab-delim-
ited format.

2. Using your browser, save this page as a Text document.
3. Import this document to an external application. Be sure to specify the tab-delimited format when
importing.
To display the history of a message:
1. Click the Job ID link for a particular message. The history of that message will be displayed on a new
page.
2. Click the Close button when you're done.
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Statistics Menu

Using Statistics

HipLinkXS service statistics shows the number of successful and failed messages per Carrier as well as
the average delivery time per message in seconds. The statistics are computed for data from all Hip-
LinkXS Users.

This feature is available for the default ‘sysAdmin’ User for which there is a Stats button between
Reports and Log Off buttons in the horizontal menu bar.

The HipLinkXS administrator can select a day from the previous 30 days of activity, and can also export
the data in a Tab delimited format text file. Statistics are displayed in 3 formats: Traffic by carrier, Traffic
by messenger, and Traffic by time
To display Statistics:

1. Click Stats on the menu bar (default ‘sysAdmin’ User only).

2. On the ‘Statistics’ page, select the day you want to display from the drop-down menu.

3. The page is automatically refreshed and the data for the selected day is displayed.

4. Click the Export button if you want to save the data in a text file.
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Executing Actions Remotely

HipLinkXS allows permissioned Users to execute actions from a remote location in two different ways:
1. by using the HipLinkXS Voice Module, and

2. by sending an e-mail to the E-mail Gateway.

Permissioned Users

A permissioned User, is a User that beside the password required to log in the HipLinkXS GUI has
defined a numeric Access Code. This Access Code is used to authenticate the User while initiating an
IVR session from a phone, and it is also entered in the 'Subject’ field of an e-mail sent to the E-mail Gate-
way.

See the ‘Settings Menu’ chapter for details about creating a User and setting the Access Code.

Predefined Actions

In the case of an IVR session, the User will be asked to select the action from an option list. For details
about installing and using the HipLinkXS Voice Module refer to the ‘HipLinkXS Installation and Adminis-
tration Guide’.

In the case of sending an e-mail to the E-mail Gateway, the User will have to send the action and its
parameters in the body of the e-mail message.

The actions that can be executed are either the predefined action or any other action defined by the Hip-
LinkXS administrator.
There are three predefined actions that cannot be deleted or modified:

1. Conf - to confirm a message.

2. Send - to send a standard message.

3. ShowRecyv - to show the matching receivers (used internally by the HipLinkXS Voice Module).
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Action Parameters

MNarme IConf @

Description |C0nfirm 3 Mmessage
Command |— @
Action Type IStandard -l
Respanse Text | "
Module Permission ¥ Email Gateway W IVR M Remote Client
Available User Group Assigned User Group
Quality Assurance
User Group Permission |sysoper | Mover |
usrSend
<< bdowve
Execution Account & YWk Server Account

C Prompt for UserName and Password
© Under this account

User Name I
Passwaord I
Retype Password I

Databaze -

ODBC Source Name l—
User Name l—
Password l—
Fetype Password l—

Command String

Parameter List
Marne Max Length Required Default walue

E
I
I
[
I
I
I
I
I
I
I
I
I
-
I
I T

Save Reset | Cancel |

*Note: Fields marked with an asterisk ™' are mandatary.

ﬂ

H EEHEEEEEEEEEEEE
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Action Parameters
Mame

Description
Command

Action Type
Response Text
Module Permission

User Group Permission |sysoper

Execution Account

Database

QODEBEC Source Name
User Name
Password

Retype Passward

Send 2

|#end & standard message

F *
Standard 'I

[ *

M Email Gateway W VR W Remote Client

Availahle User Group Assigned User Group

Quzlity Assurance

bowve »»
<< Mowve

usrsend

& Weh Server Account
 Prompt for UserName and Password
 Under this account

User Name

Passwaord

Retype Password

I

——
——
——
——

Cammand String

Parameter List
Marme Max Length  Required

[FECFENT 1[0 |
Eoor— 1]
Frermr ]
ErE
I T
7
| T
I
I T
7
|
7
I T
7
|
I T

Save | Reset |

*Note: Fields marked with an asterisk ' are mandatory.

| =

i EEEEEEEEEEEE

Cancel |

Default “alue
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Action Parameters

Mame ShowRecy ®

Description |Shnw matching recelvers
Command |— @
Action Type Standard vl
Response Text f ®
Wodule Permission W Ermnail Gateway MR W Remote Client
Available User Group Assigned User Group
Quality Assurance
User Group Permission |sysoper _ Movers |
usrSend
<< Move
Execution Account & \Webh Server Account

© Prompt for UserName and Password
© Under this account

User Name
Password
Retype Password

Diatabasze -

QODBC Source Name l—
User Name l—
Password l—
Retype Password l—

Command String

Parameter List
Mame Max Length Required Default value

[RECV_FATTERN _ |[50 |
I T
I
I T
I T
I T
I
I T
I T
I T
I
I T
I T
I
I
I T

Save | Reset | Cancel |

“Note: Fields marked with an asterisk ™' are mandatory.

=

HEEEEEEEEEEEEEE
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Executing Actions Using the E-mail Gateway

The E-mail Gateway can be configured with two e-mail addresses:
1. a one-way e-mail address required for sending messages to HipLinkXS Receivers and Groups,
2. a two-way e-mail address required to execute HipLinkXS actions.

An Action may or may not return a response to the sender. If the sender is a permissioned User and the
action has a response, then the User will receive it in an e-mail sent to his e-mail address.

See the “Two Way Email Address Configuration’ settings on the ‘E-mail Gateway Panel’ from the ‘Settings
Menu’ chapter for details.

The execution of actions can be controlled at the E-mail Gateway level by defining two files called
‘allowed’ and ‘denied’ containing access list of allowed and denied e-mail addresses or domains. These
files are located in the ‘config’ directory, they are both in text format, and contain one address per row.

For situations are possible:
1. If both ‘allowed’ and ‘denied’ lists are empty, all senders are allowed to execute actions.

2. If the ‘allowed’ list is not empty and ‘denied’ is empty, then all senders that are on the ‘allowed’ list will
be allowed to execute actions.

3. If the ‘allowed’ list is empty and ‘denied’ is not, then all senders that are not on the ‘denied’ list will be
allowed to execute actions.

4. If there are entries on both the ‘allowed’ and ‘denied’ lists, only these e-mail address or domains that
are on the ‘allowed’ list (and that are not on ‘denied’ list, in this particular order) will be allowed to exe-
cute actions.
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Generic Client

HipLinkXS Generic Client (called ActionGUI) allows Users to execute actions using a simple HTML
interface by accessing the ‘actiongui.exe’ application. For example:

http://machinename:portnumber/cgi-bin/actiongui.exe

1. Log in using the User Access Code.

HiplinkXS Client Version 3.2.11

ACCESS CODE: I
Laogin

@ Semotus Solutions, Inc 2003
2. Upon successful log in, access the list of available Response Actions.

Response Actions Panel

Run Action Mame Description

4 Conf Confirm a message

4/ Send Send a standard message
4 ShowRecy Show matching receivers

3. Select a Response Action and click on the Run icon

Action Name: Conf
Description:
Parameter List

Mame “alue

JOBID | .
Submit | Back

*Note:Fields with an ™ are mandatory.
Logoff
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Action Name: Send
Description:
Parameter List

Mame Walue

RECIPIENT | '

BoDY | +

PRIORITY |

NAMETIME |

Submit | Back
*Mote:Fields with an ™' are mandatory.

Action Hame: ShowRecv
Description:
Parameter List

Mame Yalue
RECY_PATTERN | N
Submit | Back

*Note:Fields with an ™' are mandatory.
Logoli

4. Fill the form with the action parameters and click the Submit button.

Action Name: ShowRecv
Description:
Parameter List

Iaime “alue

RECY_PATTERN [Jane] *

*Note:Fields with an ™ are mandatary.

Action Name: Check Disk Space

Description: Return disk space information for all local hard drives.
Parameter List
Marne “alue
Drive IC
Submit | Back

*Note:Fields with an ™' are mandatary.

5. Get the result.
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Action Result

Status Code: 200

Matching receiver pattern Jane',
Jane Brown

Jane Mohile

Ok

6. Click the Ok button.

Action Result

Status Code: 200

Drive C:

Total Size: 4,194,256 Khytes
Free Space: 630,880 Kintes

Ok

7. Log off.
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